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All authorized radio system users must comply with the user guidelines set forth in this document:

1. Radios will only be authorized to be on the Westchester County’s P25 (WC P25) trunked system with written
permission from the County. Agencies should not purchase radios until written permission is obtained via email.

To request radio authorization, fill out the form located at:
https://emergencyservices.westchestergov.com/forms-and-listings-sp-997

2. Only County approved codeplugs shall be allowed on the WC P25 system. Subscriber Agencies are allowed to add
a local zone (or zones) to their radio template as the last zone in the radio, without authorization. Any required
programming shall be at the sole expense of the agency and by an approved and authorized Motorola vendor.

3. Codeplug zones installed in radio codeplugs may NOT be modified.

4. * ONLY County Authorized Motorola Vendors shall be used for programming system radios.
Westchester County currently authorized the following vendors are:

ESS, ElImsford, NY Goosetown, Congers, NY MetroCom, Bedford Hills, NY

5. Advanced System Keys (ASK) and Encryption keys shall only be assigned to authorized unit types and installed by
authorized County vendors.

6. Home button and Emergency buttons are to be set to the FIRE- EMS talkgroup assigned by WCDES.

7. All radios allowed on the WC P25 system shall be approved by the County. Currently only the Motorola APX series
radios listed below are allowed:
Motorola APX-8500, Motorola APX-8000, Motorola APX-7500, Motorola APX-7000, Motorola APX-6500,
Motorola APX-6000 (APX-8000 and APX-8500, Tri-band preferred).

8. Radio must comply with the minimum WC P25 specifications. (Each model has specific subscriber specs)

9. Radio authorization is limited to emergency apparatus and vehicles used for primary emergency response or for
Chief Officers of an agency. (Approvals will be limited by number)

10. EMS vehicles shall be certified by the NYS DOH as ALS or BLS first responder or ALS or BLS ambulance.

11. No portable shall be assigned to a unit, unless there is a corresponding mobile radio, approved, installed and
operational.

12. WC P25 portable radios shall be limited to two per vehicle.
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13. Alias names will be assigned by Westchester County. Only approved alias’ shall be used on air.

14. If a radio is lost or stolen, the agency shall immediately contact the County and report it for deactivation.
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Only the following users shall be permitted to use encrypted talkgroups:
a. Fire Chiefs vehicles and portables.
b. EMS vehicles and portables. (i.e. ALS, BLS, Fly Cars & EMS Officers)
c. County DES apparatus, vehicles, officers, DES portables.
d. County Police vehicles and portables

Only FCC Licensed Control Stations shall be allowed. They are limited to primary fire stations, primary PSAPs and
authorized municipal EOCs.

The County reserves the right to remotely deactivate any radio on the system, for violating policy or FCC rules, as
determined by the County.

The County will change alias names for vehicle radios upon request. Portable radios should be swapped among
chiefs or EMS vehicles as needed.

The WC P25 system is licensed for use within the county, all users should avoid using the system outside the
contiguous borders of Westchester within reason.

All system users will use proper radio etiquette in a professional manner and use the equipment for its intended
purpose.

Users shall speak in a clear voice at normal voice approximately 1” — 2” from the microphone. There is no reason
to speak loud or yell into the microphone. Avoid using slang, codes or acronyms that may create ambiguity.

When depressing the PTT button, the user should wait for the short acceptance tone, then speak into the radio.
If the user receives a “bonk” or long tone, try to rekey the radio and wait for the acceptance tone.

System users shall stay on the agency’s assigned WC P25 talk group unless directed to an alternate channel.

Radio equipment repair is the responsibility of the agency; some equipment may be under a manufacturer
warranty. Check with your radio vendor on the status of any warranty.

Cross-banding of the WC P25 system onto a local FCC channel may be utilized if properly licensed and the audio
is only a one-way audio out, not transmissions back into the WC P25 system is allowed.

If an agency chooses to add channels or talkgroups to the local zone, the agency shall be responsible for all costs
related to the programming. If the original codeplug/programming is damaged, the agency shall be responsible
for all costs related to the reprogramming.

If you have any questions or concerns, please contact the Westchester County Radio System Manager,
Chief Tom Alessi at (914) 231-1691 or via email TJA1@WestchesterCountyNY.Gov
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