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Westchester County Department of Emergency Services
Computer Aided Dispatch - CAD Times Application

User Guide:

Introduction:

The Westchester County Department of Emergency Services (WCDES) Computer Aided Dispatch (CAD)
Section along with the County’s Department of Information Technology developed a secure web based
application called CAD Times. This application was designed to assist local EMS, fire and Public Safety
Answering Points (PSAPs) in tracking events that are dispatched by the WCDES Emergency
Communications Center (ECC).

The CAD Times tool is available to the EMS and fire agencies dispatched by the WCDES ECC along with
the primary PSAP for those agencies. The CAD Times application is agency specific and will allow the
viewing of a specific agency(s) that are dispatched by the County’s Emergency Communications Center.

Purpose:

The CAD Times application was initially developed to support agencies in obtaining response times
without having to call the ECC by phone following every event. This tool has grown over the years and
provides timely and accurate event information.

The CAD Times application can display all the calls for the previous 12 hours or just the active calls for the
agency(s) being monitored. The system can also provide an audible alert (intermittent tone) and flashing
of the display for all active calls. CAD Times also allows users to view comments that are made by the ECC
operator in the CAD system. CAD Times is another tool to assist the agencies we dispatch and local
PSAPs in maintaining situational awareness of fire and /or EMS resources being utilized in a specific area.

User Policy:
CAD and event data is meant to be secure and can often contain sensitive and personal information.

Agencies utilize the CAD Times application must be sensitive to protecting the information and by using
the tool agree to accept the County of Westchester Information Technology Security and User Policy.

The unofficial and unauthorized distribution of CAD records and/or public safety information can lead to
the agency’s access revocation and/or criminal prosecution.

Section 84-90 of the NYS Public Officers Law, Article 6 Freedom of Information Law should be followed
to access records for non-agency specific purposes.

Utilization:
The CAD Times application is a secure site and requires the use of the agency’s assigned User ID and

Password. Authorized agency representatives can sign into the application using a secure web browser
at: http://cadtimes.westchestergov.com
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Sign-In

Department of Emergency Services

CAD Times
60-Control: Authorized Users
Enter your User Name and Password to get list of CAD Times

Username

Password

If your agency or PSAP does not have access to this tool for the agency(s) in your jurisdiction please
contact the WCDES CAD Section by email at 60ControlCAD@westchestergov.com or call (914) 231-1695.
The CAD section operates Monday-Friday from 0800-1600 hours.

Password Updates:

Best practices for updating and securing user ID and Password must be followed. The agency password
can be updated on the I/NetViewer web access site and should be changed every 9o days. New
passwords must contain the following:

* Must be at least 8 characters long;

e The password contains characters from at least three of the following four

categories.

e Uppercase characters (A - Z), Lowercase characters (a - z), Base 10 digits (0 - 9),
Symbols found on the keyboard (all keyboard characters not defined as letters or
numerals):' ~! @ #$ %2 &* () _+-={}|[]\:";'<>2,./

e Password may not contain your user account name or any part of your full name.
For example, if your account name is EJE1 and your display name is Jacques, Etienne P.,
there will be three blocked "tokens': eje1, Jacques and Etienne.

e Passwords that contain any of the blocked tokens are not permitted

e Anold password cannot be re-used. A password history of your previous
passwords is maintained and they cannot be re-used. These complexity requirements are
enforced upon password change or creation of new passwords.

Display:

Once signed into the system the events for the last 12 hours will be displayed.

Department of Emergency Services

oq Off Refresh Active Calls o © 60-Control cap Times Lsst Refreshed: 14:05:33 EDT, Apr 23, 2014
ote: Active events are blue, dosed are black
Agency:FIRE Dispatch Group: NROCH O]
Event ID/ " -
Aick Date e e Time Qut Resp On Loc Event Type _ﬂ_ Apparatus Eroute to Out at In Serv
5-16 0102652 22:41:35 - 22:46:20 ALS 7’ E22, 30A1 23:05:10 23:08:10 27 3
5-16 0102651 22:32:35 22:35:46  ALARM,COMM TL11, 2302, E22, E21, L12 2
5-16 0102650 21:39:09 21:42:56  INVEST,INSIDE 2302, E24, E23, L13 I
5-16 0102649 21:34:56 21:3%:12  INVEST,ELECT -[\1';1' R b By H
J/ 5-16 0102648 20:23:44 20:27:47 ALS 30A2, E23 I
5-16 0102647 19:08:11 19:12:00 SERVICE,ELEVATOR 2302, L12 1
J/ 5-16 0102646 18:23:44 18:2%:16 MVA,INJURIES R4, E22, 30A1 18:3%:13 18:42:06 2
5-16 0102645 18:05:45 18:08:57 STRU 51332’ Tl B B 1 =
5-16 0102644 18:02:02 18:05:29 ALS R4, 30A2, E23, L13 1 |
5-16 0102643 17:35:42 17:42:54  SERVICE,MISC E23 1 |
1

5-16 n1N?647 15:33:05 15:3R:45  AIS T 30481 F21 15:43:74 15:44:18
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To view the event details the user can select the blue Event ID / Comments. By clicking on the Event ID
the call details will be displayed to the use.

Event ID Display

Department of Emergency

Log Off Refresh Active Calls o ¢ 60-Control cap Times Last Re

Note: Active events are blue, closed are black

Agency:FIRE Dispatch Group: NROCH z

Event ID/ Tim

Ack Pate Comments | Out Resp Oon Loc Event Type Location Apparat
16 0102652 22:41/35 22:41:39 : I ALS ' E22, 30A

TL11,
5-16 0102651 22:32:35 22:32:39 : i ALARM,COMM N 2302, E2
sse——— | E21 12

Event View: (Example)

i Time Loaded: 14:17:57 EDT, Apr 23,
Log Off Back to Event List 60-Control cAD Times 2014

Note: Active events are blue, closed are black

Agency: FIRE Dispatch Group: NROCH

Event Time Event A Eroute
Date D out Resp On Loc Type Location Apparatus to Oout at In Serv

5-16 0102652 22:41:35 22:41:39 | | ALS E22, 30A1 23:05:10 23:08:10 23:17:37

22:40:34 POSS STROKE

22:40:34 LOI search completed at 05/16/01 22:40:34

m

22:41:36 Recommended Unit(s): 30A1, E22
22:41:39 Case number F0102652 has been assigned for DGROUP : NROCH
22:41:54

22:41:54 # Patients: 1

22:41:54 Age: 71 Years
Customization:
CAD Times allows limited customization for each agency.

IMPORTANT: Each customized setting selected will be the default setting for that agency sign-in (User ID);
all other viewers will be viewing the same customized setting until altered. If alterations are made by any
user they will become the default view.

Active Calls vs. All Calls

The system allows the viewer to select Active Calls or All Calls. To alter the view the user may toggling
the Active Calls or All Calls tab on the top of the CAD Times screen.

Department of Emergency

Last Re
Log Off  Refresh % o 60-Control caAD Times
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Active Calls are events that have not been closed in the CAD system will be displayed in blue.

All Calls will display all calls for the past 12 hours. Active calls will still be displayed in blue and closed
events will be displayed in black.

All Calls

Department of Emergency Services

oo Off Refresh AdiveCal: & © 60-Control cap Times Last Refreshed: 14:05:33 EDT, Apr 23, 2014

ote: Active events are blue, closed are black

Agency:FIRE Dispatch Group: NROCH E
ick Date Eoisml Time Out Res; On Loc Event T Location A ratus Eroute to Out at In Serv
Comments r ype ppal
5-16 0102652 22:41:35 22:41:39 ALS 45" E22, 30A1 23:05:10 23:08:10 23:17:37
5-16 0102651 22:32:35 22:32:39 ALARM,COMM 5 TL11, 2302, E22, E21, L12 22:47:47
5-16 0102650 21:39:09 21:40:42 INVEST,INSIDE H 2302, E24, E23, L13 22:00:08
5-16 0102649 21:34:56 21:35:29 INVEST,ELECT ! I\{él' B, by B, B 22:05:23
J 5-16 0102648 20:23:44 20:24:38 ALS : 30A2, E23 20:25:37
5-16 0102647 19:08:11 19:08:39 SERVICE,ELEVATOR : 2302, L12 19:25:37
J 5-16 0102646 18:23:44 18:24:21 MVA, INJURIES i R4, E22, 30A1 18:39:13 18:42:06  20:32:27
5-16 0102645 18:05:45 18:05:50 STRU 51322’ L, B, B, B 18:16:58 =
5-16 0102644 18:02:02 18:02:15 ALS i R4, 30A2, E23, L13 18:31:57
5-16 0102643 17:35:42 17:35:45 SERVICE,MISC EN E23 18:01:09
5-1R 0102647 15:33:05 15:36:13 als 175, R 30A1. F21 15:43:24 15:44:18  1A:00:32
Call Alerts:
A~dil Al L.

The CAD Times application will allow active events to alert the viewer with a visual event flash (Alternate
red and grey background) and/or audible alert. These alerts were designed specifically for the agency
Public Safety Answering Points (PSAP) allowing for an additional tool to assist in event notifications.

NOTE: This product is not intended to take place of monitoring an agency radio or pager for emergency
notifications.

To stop the alerts (audible or visual) for a specific event the user must acknowledge the event by mouse

clicking on the check v’ mark on the acknowledge (Ack) column. The check v mark will disappear and
the alert actions will cease until a new event is created.

Audible Alert: The audible alert (tone) can be turned on/off using the master control located on the top
of the tool bar or on the agency specific bar if an agency or PSAP is monitoring multiple agencies.

Master Control Agency Control

Audio Alert:

oq Off Refresh  Active Calls

ote: Active events are blue, closed are black

Event ID/

Ack Date Comments Time Out Resp On Loc Event Type Location

5-16 0102652 22:41:35 22:41:39 ALS



Archived File - May Not Be ADA Compliant

Event Flash Alert: The event flashing will prompt the user that an event is active or new. The event will
alternate the background from Red [ Crey. To disable the alert flashing for the event the user must click

the v" mark on the acknowledge (Ack) the event.

Master Control Agency Control

Flash Alert:

Depa p 0 erg =

Log Off Refresh  Active Calls 60-Control cap Times

Note: Active events are blue, closed are black

Age R Dispa DU RO
Ewvent ID/ " N
Ack Date [ e m——— Time Qut Resp On Loc Event Type Location
5-16 0102652 22:41:35 22:41:39 ALS 4r E2:
5-16 0102651 22:32:35 22:32:39 ALARM,COMM 5 TL1
5-16 0102650 21:39:09 21:40:42 INVEST,INSIDE 8 23C

0102649 21:34:56 21:35:29 INVEST,ELECT 5 -I_r:'[é

5-16

Technical Support or Assistance:

If technical assistance is required of there are other suggestions or recommendations please contact the
WCDES CAD Section by email at 60ControlCAD@westchestergov.com or call (914) 231-1695. The CAD
section operates Monday-Friday from 0800-1600 hours.

We are hopeful this tool will meet the needs of each agency and provide enhances awareness.

Thank you.



