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Westchester County Department of Emergency Services
I/NetViewer™ Application (Intergraph® Public Safety)

User Guide:

Introduction:

The Westchester County Department of Emergency Services (WCDES) Computer Aided Dispatch (CAD)

Section supports our customers by providing direct access to I/NetViewer™. This product is a web based
tool that works in conjunction with out CAD system to offer data CAD system data and reporting to the

agencies we dispatch.

Purpose:

I/NetViewer™ is an Intergraph® Public Safety application allowing for a secure web based tool that
provides remote access to information related to agency resources and workload: current, pending, and
historical information related to events and units.

This application works with the Intergraph Computer Aided Dispatch (I/CAD™) system and requires no
additional I/CAD software to be installed. This application is powerful and can provide a significant
amount of data to an agency for analytics and review.

Policy:

Agencies must maintain control over the access to this application and share the secure access with chief
officers or designee approved to access to the program.

IMPORTANT USER POLICY:

By utilizing the I/NetViewer secure application, the user agrees to accept the County of Westchester
Information Technology Security and User Policy. The unauthorized distribution of these electronic
records and/or public safety information can lead to your agency’s permission being revoked and/or
criminal prosecution.

For additional information, please contact CAD Operations at (914) 231-1695

Utilization:
I/NetViewer™ will provide access to the following:

e View the current activity and status of all units.

¢ View information related to pending and active events.

e View events and units on an interactive map.

e Retrieve historical information related to individual units and events. (Example, you can obtain a
list of all the activities of a particular unit for the past two weeks, or find how many traffic
accidents were reported during a given month.)

e Search for operational information, such as which personnel are on duty, what special
equipment is in their vehicles, and any special training or skills they have.

e Place aunit in or out of service. (If desired or allowed access)
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Signing In:
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This program is protected by U.S. and international
copyrights as described in the About Box.

By logging onto this secure site the user agrees to accept the County

of Westchester Information Technelogy Security and User Policy.

The unautherized distribution of these electronic records and/or public safety information can
lead to your agency’s permission being revoked and/or criminal prosecution.

Each agency dispatched by the ECC was provided with a secure user ID and password to access the
application. If you do not have access or forgot your password, your agency Point of Contact (POC) must
communicate the WCDES CAD Section by email at 60ControlCAD@westchestergov.com or call (914) 231-
1695. The CAD section operates Monday-Friday from 0800-1600 hours.

Password Updates:

As a secure application, agencies must utilize a strong password and update the password every 90 days.
If the password is not updated, access to the application will be locked. Best practices for updating and
securing user ID and Password must be followed. The agency password can be updated on the
I/NetViewer ™ web access site and must be changed every 9o days. New passwords must contain the

following:

* Must be at least 8 characters long;

e The password contains characters from at least three of the following four

categories.

e Uppercase characters (A - Z), Lowercase characters (a - z), Base 10 digits (0 - 9),
Symbols found on the keyboard (all keyboard characters not defined as letters or
numerals):" ~! @ #$ % & * () _+-={}|[]\:";'<>?,.]/

e Password may not contain your user account name or any part of your full name.
For example, if your account name is EJE1 and your display name is Jacques, Etienne P.,
there will be three blocked "tokens': eje1, Jacques and Etienne.

e Passwords that contain any of the blocked tokens are not permitted

e An old password cannot be re-used. A password history of your previous
passwords is maintained and they cannot be re-used. These complexity requirements are
enforced upon password change or creation of new passwords.
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To change your password:

1. Select Configure > Change Password.
The Change Password page appears.

Change Password

Current password
Mew password

Confirm new password

Change Password

2. Type your current password.
Type your new password.
Type your new password again in the Confirm new password field.

Click Change Password.

= VAW

If the new passwords match, the "Change password was successful” message appears.

If the new passwords do not match, an error message appears and you must enter your new
password again.

Display:

The display will allow viewing access to the agency specific events and data.

o
Default display:
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Searching for Events

The criteria you enter on the Event Search dialog box vary with your objective except that the date and
time ranges are always required. Other fields are optional. You can narrow a search further by specifying
additional criteria.

To search for event information:

1. From the I/NetViewer™ menu, select Inquiry > Event Inquiries > Event Search.

2. By default Common Event Information section is expanded.
By default Date Range is selected as Past 24 Hours. For other options for Date Range, use the
pull down menu to select the required range.

4. Click on the Location Information to expand the Location Information section and to enter

criteria for Location.

Fill in the appropriate fields. Many fields have drop-down lists from which you can select an item.

6. Select one or two sort keys to set the order in which the events will appear in the list. For
example, you might set Priority as the first sort key and Date/Time as the second.

7. Click Search. A list of events appears.

8. Todisplay additional information about a specific event, click the event number.

9. Toreturn to the I/NetViewer™ window, click on the Main tab at the top.

k4

Search screen:

Main Events Units Messages Lineups Inquiry + Configure +

Event Search

Search By: ~ Common Information

Date Range Past 24 Hours v

Event Number Case Number

Type ~ View all event types

Subtype M
Priority v

Agency A DGroup v

» Location Information
» Advanced Information
» Caller Information

» Scheduled Event Information

Searching for Events by Unit DGroup

The Event Search by Unit DGroup command is similar to a regular event search in that it is an inquiry of
events meeting certain criteria. However, event searches by unit DGroup differ from standard event
searches in two ways:

¢ An event search by unit DGroup queries all events, regardless of whether they are in your



Archived File - May Not Be ADA Compliant

agency/dispatch groups. Standard event searches only run queries against events that you are
permitted to view. Example: Mutual Aid events where a unit got dispatched outside that unit’s
DGroup.

e An event search by unit DGroup returns events with records in the unit history database table,
meaning events that have had, or currently have, units assigned to them. Unassigned events do
not get included in event searches by unit DGroup.

To search for Events by Unit DGroup

RN

From the I/NetViewer menu, select Inquiry > Event Inquiries > Event Search by

Unit DGroup

By default Common Event Information section is expanded.

Select the Date Range from the pull down menu. Fill in the Agency and DGroup fields.

4. Click on the Location Information to expand the Location Information section and to
enter criteria for Location.

5.  Click Search. A list of events appears. To display additional information about a specific
event, click the event number.

6. Toreturn to the I/NetViewer window, click on the Main tab at the top.

woN

Search by Unit DGroup

Main Events . Units Messages Lineups Inquiry + Configure -

Event Search by Unit DGroup

Search By: ~ Common Information

Date Range Past 24 Hours v

Event Number

Type >~ View all event types

Subtype h
Agency v DGroup M

Primary Unit

» Location Information

Unit History Inquiry

Use the Unit History Inquiry page to obtain history information for a unit or group of units. For example,
if you want a list of all units in service during the last 24 hours, you would select Past 24 Hours from

the Date Range drop-down list and submit the query. If you want the history of a particular unit during
the last month, you would select Past Month from the Date Range drop-down list, type the unit ID in
the Unit field, and submit the query.

The date and time ranges are required for the search, other fields are optional.

To display unit history information:
1. From the application menu, select Inquiry >Units> Unit History from the Unit Inquiries section.

The Unit History Inquiry page displays.
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2. Complete the appropriate fields with the criteria needed for your search:

e If using a custom date range search, click the From and To date fields to select the date
from a pop-up calendar. If entering the time of day in the From and To time fields, enter the
time in HH:MM:SS in military format. For example, to search for events that occurred
between 11:15 a.m. and 2:00 p.m., you would enter 11:15:00 in the "from time" field and
14:00:00 in the "to time" field.

e If entering a Dgroup (dispatch group), an agency must be selected first. The list f Dgroups is
dependent on the agency chosen.

3.  After the appropriate information is entered, click Search.

e The Unit History Inquiry Results page displays with a list of units matching your criteria. If
the search failed or no information could be found, an error message displays instead.

Unit History:
Main Events + Units Messages Lineups Inquiry + Configure +
Unit History Inquiry

Search By:
Date Range Past 24 Hours v

Unit

Event

Agency v DGroup v
Unit Type Station

Vehicle ID Pager ID

Employee
Name or ID >

» Device Information

Obtaining a Unit Summary

You can obtain information about the current activity of a single unit by typing the unit ID on the Unit
Summary dialog box, or you can obtain a listing of all units meeting the criteria you specify. The criteria
you enter on the Unit Summary dialog box vary with your objective.

For example, for a list of all units whose status is available in quarters, select a status of AQ and submit
the search. All units responding to a certain event, type the event number in the Event Number field.
You can narrow a search further by specifying additional criteria.

To search for unit summary information:

1. From the I/NetViewer menu, select Inquiry > Unit Inquiries > Unit Summary.

Fill in the appropriate fields. Some fields have drop-down lists from which you can select an item.
2. Click Submit.
If you entered a unit ID, the summary information for that unit appears. Otherwise, a list of units
meeting your criteria appears.
To display additional information about a specific unit, click the unit ID.
4. Toreturn to the I/NetViewer window, click. On Main tab.

W
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Placing a Unit into Service (If access is enabled)

When a unit is available for recommendation and assignment, you place it into service.

To place a unit into service:

-

From the application menu, select Units > Into Service.

2. The Into Service page displays.
3. Select the unit you want to put into service.
4. Enter the unit's location and mileage, if necessary
Into Service
Units 1
VMUD
Location
Mileage
Remarks -

Into Semice »

Placing a Unit Out of Service (If access is enabled)

The Out of Service page can be used to record when units go out of service. The database maintains an
audit trail of this activity for maintenance records and other administrative functions.

Some Service Code values on the Out of Service page will place the unit in an out-of-service status, but
still allow it to be dispatched. However, most code values will not let the unit be dispatched. Then, if you
try to dispatch a unit to an event when the unit is out-of-service, you will receive an error message. When
you select Into Service for the unit, the system resets the "unavailable for dispatch" flag so that you can
again assign events to the unit.

The following changes occur when a unit is placed out of service:

* The map symbol for the unit changes to the out-of-service color.

* The Unit Monitor information for the unit changes to the out-of-service color.

* The Status column in the Unit Monitor shows the out-of-service code (OS by default).
* The Location column in the Unit Monitor shows the location that you entered.

To place a unit out of service:

1. From the menu, select Units > Out of Service.
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The Out of Service page displays.

Out of Service

Units 10 -
101 =1
1010
102
103
103A
105
106
1n7 2
Service Code El
Location
Remarks -

Out of Senice »

Unit Status Definitions

Unit Status Definition

AV Available Voice

AQ Available Quarters

DP Dispatched

ET Enroute To

OA Out AT

oL On Location

oS Out of Service

PA Pending Available (Available for Manual Dispatch only, Will not be recommended
automatically)

RS Responding

FR Failed to Respond

NR Notified Not Responding

CE Cancelled Enroute

SB On Stand-by

DO Dispatched by Other Agency

CcuU Contacted Unit (Status marked by Dispatcher to record when a unit is contacted)

CB Call Back if Escalates

XE, XB and XC Associated with exchanging one unit with another unit.

UC,UD,UG,UE, Associated with updating Unit properties in CAD system.

UV and UU
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Disposition Code Definitions

Disposition Code Definition

CNCLBLS CANCELLED BY BLS

CNCLDISP CANCELLED PRIOR TO DISPATCH

CNCLEBR CANCELLED ENROUTE

COMPLETE DRILL / SYSTEM TEST COMPLETED

DOA DEAD ON ARRIVAL

DUPLICAT DUPLICATE EVENT ENTERED INTO SYSTEM

FALSE MALICIOUS,MISCHIEV,ACCIDENTALARM,MALFUNC
FIRE STRUC,OUTSIDE,VEHICLE,RUBBISH,BRUSH,EXPL
GOODINT SMOKE SCARE,WRONG LOCATION,CNTRL BURN
HAZARD BURNING/DOWN WIRES,FLUID SPILL,LZ,BOMB
NOACTION NO FURTHER ACTION TAKEN

NOHEAT HEAT COMPLAINT COMPLETED

NOMED NO MEDICAL REQUIRED, INVALID ASSIST
NOTFMADE NOTIFICATION MADE

OVERPRES STEAM,AIR,GAS RUPTURE FROM VENT OR VALVE.
RESCUE LOCK IN,SEARCH,EXTRICATION;ELEV/VEHICLE
RMA REFUSED MEDICAL AID/TRANSPORT

SERVICE LOCK OUT,FLOOD,M/A,PD ASST,SMOKE REMOVAL
STANDBY STANDBY ONLY

TORE TERMINATION OF RESUSCITATION EFFORTS
TXALS TRANSPORTED VIA ALS

TXBLS TRANSPORTED VIA BLS

TXNEDVAC TRANSPORTED VIA MEDEVAC

TXMULTI TRANSPORTED VIA MULTI EMS UNITS EX:MCI
TXOTHER TRANSPORTED VIA OTHER VEHICLE/SOURCE
UNAVAIL UNABLE TO GET CREW OR UNAVAILABLE
UNFOUND UNFOUNDED UPON ARRIVAL

UNKNOWN UNK SITUATION/TRANSPORT/INFO N/A



