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This Tactical Interoperable Communications Plan (TICP) is subject to information and/or
equipment updates and changes. The use of this Record of Change helps manage TICP
modifications throughout the life of this document. All attempts have been made to ensure
the accuracy of the information within this TICP as of the initial distribution date. Any
subsequent adjustments should be logged and coordinated with user agencies within this
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Preface

This document establishes a Tactical Interoperable Communications Plan (TICP) for
Westchester County, NY. The TICP is intended to document the interoperable
communications resources available within the County, who controls each resource, and
what rules of use or operational procedures exist for the activation and deactivation of
each resource.

Westchester County is part of the New York City Urban Area Security Initiative (UASI) and
participates in the New York City Interagency Communications Committee (ICC) which
prepared the New York City Urban Area Tactical Interoperable Communications Plan
(TICP) for the region.

This project was supported by a grant administered by the New York State Division of
Homeland Security and Emergency Services and the U.S. Department of Homeland
Security. Points of view in this document are those of the author and do not necessarily
represent the official position or policies of the New York State Division of Homeland
Security and Emergency Services or the U.S. Department of Homeland Security.

See Appendix H for a list of resources available to assist in preparing/updating the TICP.




Archived File - May Not Be ADA Compliant

TICP — Westchester County

Table of Contents

1 Westchester County INfOrMatioN........cccomiieiimssnscissnsss s s snssnsas 1
1.1 Participating Jurisdictions/Agencies/DiSCIPIINES ..........ccceveeiieiieiieceece et 1
1.2 TICP Point Of CONACE ......oo ettt ee e e 6

2 L o)=Y 4 T T o 7
D2 T © 1YY 1TSS P SRR 7
b € 1oV = o1 g o = o T | SPPRPRP 8
DG T |V 1= 4 g1 oY= = o 1] o TSR 8
2.4 Responsibilities of the WCICC ... ... 8
2.5  MeEtNG SChEAUIE ..ot et e sre e et e e ae s eesneesaaeneens 8
2.6 TICP Maintenance and UPdate..........ccceeiueiiuieiiiiiiecieecieeec ettt ettt 8
2.7  Agency Responsibilities and RIGhtS .........ccoooiiiiiiie s 9
2.8 Prioritization and Shared Use of Westchester Countywide Interoperability Assets ............... 9

3 Interoperability Equipment, Policies, and Procedures..........cccuormrsmsmsmsssssssmssassnnns 11
Bl OVBIVIBW. ...ttt e b et et s bbbt R e et b e n e a bt n et r e 11
3.2  Shared Systems and Channels...........ccooi i e 11

Shared System General Policies and Procedures.............ccooveieeiieieiecie e 12
Shared System General RUIES Of USE ..o 13
3.2.1  Westchester County Interoperability — VHF ..o, 13
3.2.2 Westchester County Interoperability — UHF (UCALL/UTAC) ......cccocvviviiieeennnen. 14
3.2.3 Westchester County Trunked UHF ... 15
3.24 NYMAC UHF Interoperability System ..o, 17
3.2.5 New York City 25 Cities Project Federal Interoperability System ........................ 19
New York City 25 Cities Project Federal Interoperability System User Groups ...........c.cceevverveneene 20

New York City 25 Cities Project Federal Interoperability System Participating Agencies............... 20
Requesting INteroperability .............cceoeieiiee et e 21
Activating Interoperability ...............oo e 22
Deactivation PrOCEAUIES..........c.o ittt s b ettt saeeee st e besaeeneesnean 24

New York City 25 Cities Project Federal Interoperability System Shared System Rules of Use.... 24
Radio Programming REQUINEMENTS .........cciiiiiiiiieee e 26

Key Management REQUIEMENTS. .........ooiiiiieie ettt e s te e snae e s e eneesnee s 26

[T 011 =1 (o 1TSS 26
RIS Yol (Y 0= = (o] o IR 27
LI Yo T @07 g o [ Tox S TR 27

3.3  Countywide Inter-System Shared Channel(s) Policies and Procedures ............cc.ccccevuennen. 29
Definition of an Inter-System Shared Channel...............cccooieiiiieii e 29
Countywide Inter-System Interoperability Channel(S)...........ccovereiirineneieeeeeee e 29
Countywide Inter-System Shared Channel Policies and Procedures ...........cccceoveriereienenenennens 29
Countywide Inter-System Shared Channel Rules of USe...........cccccoviiiiiiiiiie e 32
Countywide Inter-System Shared Channel Problem ID and Resolution.............ccccceoniieninienennns 32

3.4 Statewide Inter-system Shared Channels............c.ccoooiiiiiiniiii e 33
Statewide Inter-system Shared Channel General Rules of USe..........ccocociirinnninienencens 33
Statewide Inter-system Shared Channel General Problem ID and Resolution.............cccccevene... 33




Archived File - May Not Be ADA Compliant

TICP — Westchester County

3.4.1 Statewide MRD VHF Inter-system Shared Channel Policies and Procedures ....34

Statewide Intersystem Law Enforcement Operations Channel (155.370 MHz)............c.cccoevinenees 34
3.5 National Interoperability Channels..............ccooiieiieiicci et 35
3.5.1  National Interoperability Channels Policies and Procedures ............cc.ccccoonnnnee. 38
* Note - 800 10 is not in use by Westchester County agencies at this time..................... 38
3.5.2 National Interoperability Channels Rules of Use...........cccccceeveiiiiiiiiiieeee e 38
3.5.3 National Interoperability Channels Problem ID and Resolution ..............ccccouee... 38
3.5.4 Common Channel Operation and Implementation Rules FCC Region 8 for 800
MHz Interoperability Channels .............occiiiiiiiei e 40
3.6 Coast Guard Marine VHF Shared Channels ... 41
B A = - Y S P 43
3.7.1 Gateway Policies and ProCedures ...........cccoouuiiiiiiiiiiiiiiee e 43
GateWay RUIES OF USE ......cc.oouiiiee ettt e e e et e e e e saeneenaens 43
Gateway CommuniCations REQUEST............couiiiiiiiiiier e 44
Gateway Deployment PrOCEAUIES ...........covioiiiiirieicieteeseete s 44
Gateway ACtiVation PrOCEAUIES ..........c.ocieiiicieieiee ettt sne e saeene e enis 45
Gateway Deactivation ProCEAUIES ..ot 45
Gateway Problem ID and RESOIULION ..........coiriieeeeeeeeeeeee e 45
Gateway LIMITAtioNS .........ccooiieieiececeee et ettt et e ra e saeeaeae e teenneens 46
Gateway TSt PrOCEAUIES .........cciiiirititer ettt n e nrennen 46
KR T O Tor L= = o oL P 47
3.8.1  Cache Radio Policies and Procedures...............oooiiiiiiiiiioiiiiee e 47
L8] 1l O Tor Tl = Vo 0L OSSP 48
VHF Cach@ RATIOS .....c..eeiiieiiieiie ettt ettt et st e e st esbeetesseeseeseessesesneensenns 53
Region-wide Radio Cache RUIES Of USE........ccoereieieieieeeeeeee e 54
Radio CAChE REQUEST ........ovieieciieee ettt ettt r e sre e sae e be e e beeneensasnean 54
Radio Cache EquIipmMent ACHVALION............coviiiiirie e 55
Radio Cache Equipment Deactivation ...............c.cceoieiiiiiiicie ettt 55
Radio Cache Problem ID and RESOIULION ........c..oiiiiiiiiiiieines e 56
3.9  Mobile CommuNICAtIoNS UNILS .......ccoieieiiiiiieiesie et 57
3.9.1.1 Mobile Communications Unit Policies and Procedures..............cccccoeeiieiiinnnnee. 57
Mobile Communications Unit Technology OVEINVIEW ............cccoiierirereneneneeree e 58
Mobile Communications Unit RUIES OF USE.........cceiiiiiiiiiiiiie e 58
Mobile Communications Unit Interoperable Communication Request............cccccocvvneniinncienenne 58
Mobile Communications Unit Activation Method..............ccoooviiiiininiieee e 58
Mobile Communications Unit Deactivation Method .............cccoiiinininiicieee 58
Mobile Communications Unit Problem ID and ReSOIUtioN.............ccccoiiiereieieeeeeeeceee e 58
3.9.1.2 Regional Emergency Resource Staffing ........cccoiieiiiiii e, 59
Emergency ReSOUrce DIrECIOMY .........ciiiiiririeieicee et 59
4 070 61
St I © 1 =Y L SO SRSTRSRSNN 61
Appendix A PoiINts Of CONTACES ....cccouverimrminrsmrissmssmsnsssassms s s s sn s sms s sn s mns A-2
Appendix B Shared SYStEMS ......ccceiririiinnsrsrnsss s s n B-1
Appendix C LT 1 (= C-1
Appendix D L T [T 0 0 T 3 T D-2
Appendix E Mobile Communications UNIts.........couemimimnmnsmnmssessnssssssssssssssssssssssssmsssssssssnsnsas E-1

Vi



Archived File - May Not Be ADA Compliant

TICP — Westchester County

Appendix F Policy Documents, Governing Documents, MOUs, and Agreements ............. F-1
Appendix G Incident Command System Planning ........ccocuorcmnnnsessssmssssssssssssssmssssssssssessnsas G-1
OPERATIONAL PLANNING WORKSHEET .......cccootiiriitinesesiesie et G-6
Appendix | Reference Materials.......cccuoumrrerimimnmsssssessmsssss s s s s sns s s snssnas I-1
Appendix J L] 0TS J-1
List of Tables
Table 1 Jurisdictions, Agencies, and Disciplines Represented in the TICP..........cccoociiiieievevevieiene 1
Table 2 Westchester County Shared SyStEm(S).......cooiiiirieiiie e 12
Table 3 VHF Shared Channels (Mobile/Portable)...........cccooiiriiiieieeese e 14
Table 4 UHF Trunked System TalKgrOUPS .........coeerierieiiniieeiesie ettt e 16
Table 5 - NYMAC UHF Frequencies (Mobile/Portable) ............cccocoeeeeiciece e 18
Table 6 - NYC 25 Cities Project Federal Interoperability System Channels ............ccooveeiiiiinnns 19
Table 7 - Countywide UHF Tactical Shared Channel Frequencies............cocooioiiiiininicienceneee 29
Table A - 1 Dispatch Center Points of CONtaCt...........cooiiiiieiii e A-2
Table A - 2 Nongovernmental Agency Contact Information ..o, A-6
Table A - 3 WCICC Contact INnformation ............coo oo A-6
Table B - 1 Westchester County Shared SYSEM(S) .......cocveiireririeirereeiee e s B-1
Table D - 1 Westchester County Radio Cache(S).......ccocuviieiieiieiieceeeeeeeee e D-2
Table E - 1 Westchester County Mobile Communications Unit(S) .........cccccevveveeieeiievie e E-1

List of Figures

Figure E - 1 Westchester County Mobile Communications Unit .............ccccevieeiieiieeiieeseece e E-4

vii



Archived File - May Not Be ADA Compliant

TICP — Westchester County

1 Westchester County Information

1.1 Participating Jurisdictions/Agencies/Disciplines

This Tactical Interoperability Communication Plan (TICP) has been created for Westchester
County. The plan is intended for use by first responders and may be used by governmental or
non-governmental organizations and personnel requiring communications or coordination
during an incident or planned event.

The jurisdictions, agencies, and disciplines represented in the TICP are listed in Table 1.
Additional contact information for each agency is listed in 0.

Table 1 Jurisdictions, Agencies, and Disciplines Represented in the TICP

City Name

Archville Archville Fire Department
Mount Pleasant Police

Ardsley Ardsley Fire Department
Ardsley Police

Ardsley-Secor Volunteer Ambulance Corps, Inc.
Armonk Armonk Independent Fire Company

North Castle Police Department, Town of

Starnet Emergency Services, Inc. (Westchester EMS)

Bedford Banksville Independent Fire Company, Inc.
Bedford Village Fire Department

Bedford Hills Bedford Hills Fire Department
Bedford Police Department

Briarcliff Manor Briarcliff Manor Fire Department Ambulance Corps

Briarcliff Manor Fire Department

Briarcliff Manor Police
Bronxville Bronxville Police Department
Buchanan Buchanan Fire Department

Buchanan Police Department
Chappaqua Chappaqua Fire Department

Chappaqua Volunteer Ambulance Corps, Inc.

New Castle Police Department

Croton Falls Croton Falls Fire District

North Salem Volunteer Ambulance Corps
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City Name

Croton-On-Hudson Croton-On-Hudson Police

Village of Croton-on-Hudson Emergency Medical Services

Dobbs Ferry Dobbs Ferry Fire Department

Dobbs Ferry Police Department

Dobbs Ferry Volunteer Ambulance Corps, Inc.

Eastchester Eastchester Fire Department, Town of

Eastchester Police Department, Town of

Eastchester Volunteer Ambulance Corps, Inc.

Elmsford Elmsford Fire Department

Elmsford Village Police Department

Goldens Bridge Goldens Bridge Fire Department
Greenburgh Greenburgh Police Department
Harrison Harrison Fire Department

Harrison Police Department

Harrison Volunteer Ambulance Corps, Inc.

West Harrison Fire Department
Hartsdale Hartsdale Fire District

Hastings-On-Hudson | Hastings Police Department

Hastings-On-Hudson Fire Department

Hastings-On-Hudson Police

Hastings-on-Hudson Vol. Fire Department Ambulance Co

Hawthorne Hawthorne Fire District

Irvington Irvington Fire Department

Irvington Police Department

Irvington Volunteer Ambulance Corps

Katonah Katonah Bedford Hills Volunteer Ambulance Corps
Katonah Fire Department
Larchmont Larchmont Fire Department

Larchmont Police Department

Mamaroneck Mamaroneck Fire Department, Town of

Mamaroneck/Larchmont Volunteer Ambulance Corps

Mamaroneck Ambulance District, Town of

Mamaroneck Police Department

Mamaroneck Village Ambulance Squad, Inc.
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City Name

Mamaroneck Village Fire Department

Millwood Millwood Fire Department
Mohegan Lake Lake Mohegan Fire District
Mohegan Vol. Fire Assn. Vol. Ambulance Corp Inc.
Montrose Cortlandt Community Volunteer Ambulance Corps,
Hudson Valley VA Fire Department
Montrose Volunteer Ambulance
Mount Kisco Mount Kisco Fire Department

Mount Kisco Volunteer Ambulance Corps, Inc.

Mount Kisco Police Department

Mount Vernon

Mount Vernon Fire Department, City of

Mount Vernon Police Department

New Rochelle New Rochelle Fire Department, City of
New Rochelle Police Department
North Salem North Salem Police
North White Plains North White Plains Volunteer Fire Department
Ossining Ossining Fire Department
Ossining Police Department
Ossining Volunteer Ambulance Corps, Inc
Ossining Volunteer Ambulance Corps, Inc. ALSFR
Peekskill City of Peekskill Police
Peekskill Community Volunteer Ambulance Corps
Peekskill Fire Department, City of
Pelham Pelham Fire Department
Pelham Police Department
Pelham Manor Pelham Manor Fire Department
Pelham Manor Police
Pleasantville Pleasantville Ambulance Corps, Inc.

Pleasantville Fire Department

Pleasantville Police Department

Pocantico Hills

Pocantico Hills Fire Department

Port Chester

Port Chester Fire Department

Port Chester Police Department, Village of

Port Chester Rye-Rye Brook Vol. Ambulance Corp
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City Name

Pound Ridge Pound Ridge Fire Department

Pound Ridge Lions Ambulance Corps, Inc.

Pound Ridge Police Department

Purchase Purchase Fire Department
SUNY Purchase Police

Rye Playland Emergency Medical Services
Rye Fire Department

Rye Police Department, City of

Rye Brook Rye Brook Fire Department Fire Department

Rye Brook Village Police Department

Scarsdale Greenville Fire Department

Scarsdale Police Department

Scarsdale Volunteer Ambulance Corps

Sleepy Hollow Sleepy Hollow Fire Department

Sleepy Hollow Police

Sleepy Hollow Volunteer Ambulance Corps

Somers Somers Fire District

South Salem Lewisboro Police Department

Lewisboro Volunteer Ambulance Corps, Inc.

South Salem Fire Department

Vista Fire Department, Inc.

Tarrytown Tarrytown Fire Department

Tarrytown Police Headquarters

Tarrytown Volunteer Ambulance Corps

Thornwood Thornwood Fire Department
Tuckahoe Tuckahoe Police Department, Village of
Valhalla Mt Pleasant Police Department

Valhalla Ambulance Corps, Inc.

Valhalla Fire Department

Westchester County Department of Emergency Services

Westchester County Department of Public Safety

Verplanck Verplanck Fire Department
White Plains City of White Plains, Department of Public Safety

Fairview Fire Department
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City Name

Yonkers Empress Ambulance Service, Inc.

Yonkers Fire Department, City of

Yonkers Police Department

Yorktown Yorktown Heights Fire Department

Yorktown Police Department

Yorktown Volunteer Ambulance Corps, Inc.

Other Agencies Interoperability Program Office
NYS DHSES Office of Fire Prevention and Control

NYS Interoperability Program Office

New York City Department of Environmental Protection (DEP)
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1.2 TICP Point of Contact

The primary and alternate points of contact (POC) for copies of or questions regarding this

Plan are:
Primary
Agency Name
POC Name
Title

Address
Office Phone
24/7 Phone
E-Mail

Secondary
Agency Name
POC Name
Title

Address
Office Phone
24/7 Phone
E-Mail

Tertiary
Agency Name
POC Name
Title

Address
Office Phone
24/7 Phone
E-Mail

Westchester County Department of Emergency Services
Michael Volk

Chief, EMS & Communications

4 Dana Road, Valhalla, NY 10595

(914) 231-1684

(914) 231-1905

mkv1 @westchestergov.com

Westchester County Department of Public Safety
Edward Devlin

Sergeant

#1 Saw Mill River Parkway, Hawthorne, NY 10532
014-864-7674

914-557-5147

ead6 @westchestergov.com

Westchester County Department of Information Technology
Adam Epstein

Radio Group Program Coordinator

148 Martine Avenue, White Plains, NY 10601

(914) 995-6375

(914) 804 7962

asel @westchestergov.com
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2 Governance

2.1 Overview

The Westchester County TICP addresses interoperable communications equipment and
planning for Westchester County. Although each agency, discipline, and jurisdiction
participating in this plan is unique regarding its interoperable communication needs and
capabilities, proximity to one another, population, and shared incident/event responsibilities
allow them to develop a single, consolidated regional TICP rather than several individual,
potentially incompatible plans.

The TICP therefore consolidates information across agencies, disciplines, and jurisdictions
by documenting countywide communications capabilities in order to provide a usable and
accurate regional tactical incident response tool.

The TICP was developed under the authority of the Westchester County Interoperability
Committee (WCICC) in August 2011. The Department of Emergency Services
Commissioner appointed members to the WCICC, designated as an advisory committee to
the Department of Emergency Services. Members include representatives from the following
public safety and public service disciplines:

e Communications

e Emergency Medical Services
e Fire/Rescue

e Information Technology (IT)

e Law Enforcement

Page 7 of 137
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2.2 Governing Body

The WCICC is comprised of Westchester County Emergency Services representatives.

2.3 Membership

0 provides POC information for members of the governing body and its subcommittees.

2.4 Responsibilities of the WCICC
The WCICC will:

e Maintain and update the TICP at regular intervals, or as critical updated information is
identified.

e Disseminate updated plans to all participating agencies.
e Establish training requirements in support of the TICP.

e Promote interoperable communications capabilities through trained communications
personnel.

e Initiate Memoranda of Understanding (MOUs) and Agreements (MOAs) for
interoperable communications.

e Promote regular interoperable equipment/solutions testing, assist agencies with test
evaluations, and dissemination of the results.

e Re-evaluate regional requirements as technology evolves and circumstances dictate.

e Review communications-related SOPs created by the included agencies, to preclude
conflicts or non-compliance with current standards or initiatives.

2.5 Meeting Schedule

The WCICC meets on an ad hoc basis when needed. Meetings will be called by either the
Commissioner of the Department of Emergency Services and/or his/her designee.

2.6 TICP Maintenance and Update

The WCICC has the responsibility to review this document at a meeting called annually by
the TICP POC. Requests for modifications or additions to this document should be submitted
to the TICP POC for distribution to the WCICC. Updates to this document can be
recommended by any of the participating agencies. Agencies participating in this plan will be
formally notified of any approved modifications or additions to this TICP.
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2.7  Agency Responsibilities and Rights
Agencies will retain the following rights and responsibilities:

e Agencies are responsible for considering and, if agreeing to, complying with MOUs and
Agreements developed by the WCICC in coordination with their respective jurisdictions.

e Authorized representatives of agencies participating in this plan have the authority to
request the use of equipment, including systems and mobile assets, in accordance with
Standard Operating Procedures (SOPs).

e Where applicable, agencies will be responsible for consistently maintaining, testing, and
exercising connectivity to interoperable communications.

e Agencies retain the right to decide when and where to participate in interoperable
communications. For example, agencies will retain the right to accept or decline a patch
to a gateway system to provide interoperable communications during an incident.

2.8 Prioritization and Shared Use of Westchester
Countywide Interoperability Assets

In response to events or incidents which cross over political jurisdictions, there will
potentially be competing demands and priorities for interoperable communications assets.

Until an Incident Command structure is established, the lead agency designee (i.e.,
communications supervisor/command personnel), in cooperation with assisting agencies, will
have the authority to designate the use of interoperable assets. Once an Incident Command
structure has been established, Command Staff or Communication Unit Leaders (when
designated) direct the further coordination and delegation of the interoperable
communications assets assigned to the event or incident in question.

Agencies should judiciously activate needed interoperable assets so as to both effectively
respond to the event and/or incident and also minimize any negative impact on surrounding
agencies or jurisdictions. Specifically, interoperable communications should be attempted
with the following order of operations (subject to variability based on the agencies involved
and the nature of the event/incident):

o Leverage face-to-face communications wherever appropriate. For example, the co-
location of all Command and General Staff at the incident command post (ICP) provides
the best direct communications and reduces the demand on interoperability resources.

e Employ local communications assets until such time as either those assets become taxed
or inadequate based on the nature and/or scope of the incident.

e If response agencies are users of a shared system, utilize that shared system to establish
interoperable communications.

e If response agencies operate on disparate systems, utilize shared or mutual aid channels
to establish interoperable communications.

e If response agencies do not share systems or channels, utilize a gateway solution to
establish interoperable communications.
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e Where interoperable communications cannot otherwise be established between response
agencies, utilize swap or cache radios to establish operable communications for
responders.

e If no other method of interoperability can be established, relay communications through
staff members.

When the same resources are requested for two or more incidents, resource assignments
should be based on the priority levels listed below:

e Disasters, large-scale incidents, or extreme emergencies requiring mutual aid or
interagency communications.

e Incidents where imminent danger exists to life or property.
e Incidents requiring the response of multiple agencies.
e Pre-planned events requiring mutual aid or interagency communications.

e Incidents involving a single agency where supplemental communications are needed for
agency use.

e Drills, tests and exercises.

In the event of multiple simultaneous incidents within the same priority level, the resources
should be allocated with the following priorities in mind:

e Incidents with the greatest level of exigency (e.g., greater threat to life or property, more
immediate need, etc.) have priority over less exigent incidents.

e Agencies with single/limited interoperable options have priority use of those options over
agencies with multiple interoperable options.

e When at all possible, agencies already using an interoperable asset during an event should
not be redirected to another resource.

e Reference to applicable policy documents, governing documents, MOUs, and sharing
agreements can be found in Appendix F.
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3 Interoperability Equipment, Policies, and
Procedures

This section describes all interoperable communications equipment and their associated
policies and procedures in Westchester County.

3.1 Overview

Emergency Services radio communications in Westchester County are to a large degree
handled agency-by-agency. Each local law enforcement, fire and EMS agency manages its
own radio assets, or in some instances, subcontracts radio communications to a vendor. Some
agencies within the same municipality may share a radio system and dispatch (fire and EMS,
for example, or law enforcement and fire). The fire and EMS services in Westchester use a
number of UHF and VHF (hi and low) systems.

The Westchester County Department of Emergency Services (WCDES) utilizes a number of
radio systems for dispatch and response throughout the County. Through its Emergency
Communications Center (ECC or “60 Control”’) WCDES coordinates fire and EMS and
mutual aid for the County Office of Emergency Management. WCDES also dispatches a
number of Fire and EMS agencies (see Appendix A). 60-Control also maintains console
patching capabilities to connect callers on a number of systems through the dispatch center.

EMS-Hospital communications are currently managed via cellular phones, VHF Hospital
Emergency Ambulance Radio (HEAR) (155.220 MHz) or utilizing the WCDES UHF trunk
system. WCOEM operates a single repeater UHF system and utilizes the UHF trunk system.

In addition to the radio systems owned and operated by Westchester County, other radio
interoperability assets are available to County public safety and emergency services
personnel. Further details about all of these systems are provided in the following sections.

3.2 Shared Systems and Channels

“Shared system” refers to a single radio system used to provide service to several public
safety or public service agencies. The table below lists all radio systems shared by more
than one public safety or service agency operating in the Westchester County. Details on
each system are provided in Appendix B.

Intra-system “shared channels” refer to common frequencies/talkgroups established and
programmed into radios to provide interoperable communications among agencies using
the same shared radio system. “Channel,” in this context, refers to the name of a common
frequency/talkgroup visually displayed on a user’s radio.

The following tables show frequency pairs with transmit (Tx MHz) and receive (Rx
MHz) frequencies listed from the perspective of mobile and portable radios.
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Table 2 Westchester County Shared System(s)

Radio System Name Discipline Owning Agency SeArr\;lace
Westchester County DPS VHF Police Westchester County Countvwide
F3 Analog Public Safety y
Westchester County DPS | VHF . Westchester County ,

Police ) Countywide
WCPD F1 Analog Public Safety
Westchester County UHF EMS, Fire, Westchester County .
. . . Countywide
UCALL/UTAC Digital/Analog 12.5 kHz | Police, Other Emergency Services
Westchester Count i
y UHF EMS, Fire, Westchester Coupty Countywide
Trunked UHF Police, Other Emergency Services
NYMAC UHF EMS, Fire,
(managed by NYPD, UHF Police, Other :
NYMAC 2 for use in Analog 25 KHz (Command NYPD Countywide
Westchester County) Only)
VHF P25 . . .
NYC Federal IO Police FBI Region wide
25 kHz

Shared System General Policies and Procedures

Use the following procedures when requesting, using, or discontinuing the use of shared
communication systems:

e When face-to-face communications is not feasible, use of a shared radio system is

suggested.

e Use of a shared system should be coordinated by the primary system dispatch center. The
dispatcher center can identify and designate an appropriate channel or talkgroup to
accommodate communications.

Note: In cases where no dispatcher intervention is required, responders shall notify their
dispatch agency that they are switching to a shared channel. This will assist in maintaining
responder accountability.

e Notify the dispatch agency when the interoperability channels/talkgroup(s) are no longer
being utilized. The agencies shall be notified to return to their normal operations

channels.

For extended or large-scale incidents:

e The Incident Commander or his/her designee shall contact the dispatch center and request
the communications systems/assets required for the incident. A request for the following
can be requested if required:

e Communications Unit Leader (COML): Plans and manages the technical and
operational aspects of the incident.
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e Communications Technician (COMT): Responsible for the technical activities of
Communications Unit.

e Radio Operator (RADO): Staff the radios at the ICC and responsibility for
documenting all radio and telephone messages.

e Technical Specialist (THSP): May be local radio technician, telephone/computer
technician, gateway specialist, radio cache specialist or GIS specialist. (May not
qualify under NIMS/ICS position.)

Shared System General Rules of Use

National Incident Management System — Use an Incident Command System (ICS)
compliant with the National Incident Management System (NIMS) when using any regional
interoperability resource.

Plain Language — All interoperable communications during multi-agency, multi-discipline
incidents will be in plain language. Avoid using radio codes, acronyms, and abbreviations as
they may cause confusion between agencies. Ensure that all verbal requests for assistance or
backup specify the reason for the request.

Unit Identification — Announce your home agency prior to announcing your unit identifier
during interoperable communication situations (i.e., “Empire County Police-Unit 18,” or
“Empire County Fire-Ladder 4”).

Shared System General Problem ID and Resolution
During an incident:

e During activation, report shared system problems to the Communications Technician
(COMT) or Communications Leader (COML) or his/her designee assigned to the
incident/event. That individual shall follow his/her established agency procedures to
resolve the problem.

e Following an incident, the following general problem ID and resolution processes apply
to all shared systems:

e Report any problems with the shared system to the appropriate POC for the owning
agency listed in Appendix B. The POC will be responsible for ensuring effective
resolution to problems that exist with the shared system.

e Report any unresolved problems with that system directly to the Westchester County
Communications Coordinator/COML/designee. The Westchester County
Communications Coordinator/COML/designee ensures effective resolution to the
reported shared system problems.

(Note: Policies and procedures specific to a single shared system are listed subsequent to that
specific shared system below.)
3.2.1 Westchester County Interoperability — VHF

The Westchester County Department of Public Safety (WCDPS) uses a countywide repeated
VHF “F1” radio system for day-to-day operations. WCDPS utilizes a VHF (F3)
interoperability system to allow the entire County law enforcement community to
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communicate via one frequency known as “F-3” (155.550/159.030 MHz - repeated). The
New York State Police MRD Frequency (155.3700MHz) is also available in many patrol
units (see Section 3.4 below for more information on the MRD Channel).

Table 3 VHF Shared Channels (Mobile/Portable)

Channel Use Rx MHz CTT%ii §_|PZ")' TxMHz  PL-Tone Hz
Fl Dispatch 155310 192.8 158.970 192.8
F3 Tactical 155.550 1928 159.030 1035
MRD Tactical 155370 cs 155370 cs

3.2.2 Westchester County Interoperability — UHF (UCALL/UTAC)

Westchester County also maintains a countywide UCALL/UTAC system to support voice
interoperability on the national UHF interoperability channels. The system includes a
UCALL 40 half duplex site in the northern and central part of the County for “call-
in/hailing” requests. The system consists of nine repeater sites spread throughout the
County capable of UTAC 41, 42 and 43. See the diagram below for tower locations and
channels supported at each site.

The UCALL 40 channel is monitored 24/7 by the County’s Emergency Communications
Center (60-Control). When a request is received over the UCALL or by phone (914) 231-
1905 for the activation of a UHF channel, the ECC shift supervisor will enable the
appropriate repeater, based on the location of the incident and available resource. The
system is controlled by the ECC and the repeaters are deactivated unless requested.

When a request is received and a UTAC channel assigned an e-mail notification will be
made on the Connecticut State Police I/O Listserv by the ECC. When the repeater has
been disabled after an incident an additional e-mail notification shall be made, releasing
the channel and making it available in other areas.

This system is compliant with 12.5 kHz Narrowbanding.

White Plains Police also operates a UCALL/UTAC repeater system independent of the
system owned by Westchester County.

See section 3.5 below for more details on the National Interoperability Channels.
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Site on Wheels

Yonkers

Figure 1 - Westchester UHF Interoperability Tower Map

3.2.3 Westchester County Trunked UHF

The County manages a 12-channel countywide UHF Smartzone Type II trunked system for
Fire/EMS/Police HQ/Hospitals, WCOEM and Specialty Response Teams for Command and
Control.

The Westchester County UHF Trunked Radio System was designed to allow interoperable
radio communications between Fire and EMS units, including police headquarters and hospital
emergency departments. In addition, all County buses are equipped with trunked radios
utilizing their own talkgroups. The system operates on 470 MHz and consists of nine tower
sites throughout Westchester County. All Fire and EMS agencies, police HQs and hospital
emergency departments have been supplied with radios that operate on the system. The trunk
system is currently being used for primary communication for many Fire and EMS agencies.
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The system is designed to:

. Enhance personnel safety by providing a common radio system countywide.
. Decrease overcrowding of limited frequencies.
. Increase the ability to properly communicate.

The Motorola Smartzone II system requires specialized programming and permission to add
additional subscriber units.

Table 4 UHF Trunked System Talkgroups

60-CONTROL — Hailing Channel 60-EMS 10 ( EMS Battalion 10)
60-FIRE 10 (Fire Battalion 10) 60-EMS 11 (EMS Battalion 11)
60-FIRE 11 (Fire Battalion 11) 60-EMS 12 ( EMS Battalion 12)
60-FIRE 12 (Fire Battalion 12) 60-EMS 13 ( EMS Battalion 13)
60-FIRE 13 (Fire Battalion 13) 60-EMS 14 ( EMS Battalion 14)
60-FIRE 14 (Fire Battalion 14) 60-EMS 15 ( EMS Battalion 15)
60-FIRE 15 (Fire Battalion 15) 60-EMS 16 ( EMS Battalion 16)
60-FIRE 16 (Fire Battalion 16) 60-EMS 17 ( EMS Battalion 17)
60-FIRE 17 (Fire Battalion 17) 60-EMS 18 ( EMS Battalion 18)
60-FIRE 18 (Fire Battalion 18) 60-EMS 19 ( EMS Battalion 19)
60-FIRE 19 (Fire Battalion 19)
SCENE OPERATIONS INCIDENT TACTICAL

( MONITORED BY 60-CONTROL) (NOT MONITORED BY 60-CONTROL)
60 OPS 1 (Operations 1) TAC 1 (Tactical 1)
60 OPS 2 (Operations 2) TAC 2 (Tactical 2)
60 OPS 3 (Operations 3) TAC 3 (Tactical 3)
60 OPS 4 (Operations 4) TAC 4 (Tactical 4)
60 OPS 5 (Operations 5) TACS5 (Tactical 5)
60 OPS 6 (Operations 6) TAC 6 (Tactical 6)
60 OPS 7 (Operations 7) TAC 7 (Tactical 7)
60 OPS 8 (Operations 8) TAC 8 (Tactical 8)
60 OPS 9 (Operations 9) TAC9 (Tactical 9)
60 OPS 10 (Operations 10) TAC 10 (Tactical 10)

Page 16 of 137



Archived File - May Not Be ADA Compliant

TICP — Westchester County

HOSPITALS

MISCELLANEOUS SERVICES

DOBBS (Dobbs Ferry) TRAINING
GREENWICH (Greenwich, CT) RED CROSS

HVHC (Hudson Valley Hospital) RACES

LAWRENCE (Lawrence Hospital) OEM

MT VERNON (MT Vernon Hospital) DES EXEC

NWHC (Northern Westchester) SENIOR COMMAND
WMC (Westchester Medical Center) INTEROP 1

WPMC (White Plains Medical) INTEROP 2
SOUNDSHORE (Sound Shore Medical) INTEROP 3

ST JOHNS (ST. John’s Hospital)

ST JOSEPHS (ST. Joseph’s Hospital)

PHELPS (Phelps Hospital)

DOT / LIBERTY LINES TRANSPORTATION

DOT DISP 1 LLTSPEC 1

DOT DISP 2 LLTSPEC 2

DOT DISP 3 LLTSPEC 3

DOT DISP 4 LLTSUPV 1

DOT DISP 5 LLTSUPV 2

DOT EXEC LLTSUPV 3

DOT MAINT MAINT

DOT OPS 2 OPERATIONS
DOT OPS 3 ParaTransit 1

DOT SUPV PTLA/PCRYE
DOT ADMIN 2 RADIO MAINT
LLTAdminPVT RADIO ROOM
LLTEXP 1 REVENUE BUSES
LLTMAINT 1 ROUTE 4C 1
LLTMAINT 2 ROUTE 4C2
LLTSHTL 1 SUPERVISOR EXE
LLTSHTL 2

3.24 NYMAC UHF Interoperability System

Command and Control interoperability in the UHF band is provided by a Regional Wide-
Area Interoperability system consisting of six analog wideband voted channels, known as
the NYMAC channels. The New York Metropolitan Advisory Committee (NYMAC) is a
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user group established to oversee radio channels assigned to the New York Metropolitan
Area within the 482 - 488 MHz frequency range. The New York City Police Department,
the Nassau County Police Department and the Suffolk County Police Department all hold
valid FCC station licenses for six radio channels designated as the NYMAC
Interoperability Channels. The frequency pairs licensed for these channels appear in the
table below, with transmit and receive relative to mobile and portable users.

The NYMAC system has recently been extended into Westchester County by City of
New York Police Department (NYPD). Westchester County agencies may utilize the
NYMAC 2 channel, also known as the Regional Simulcast Interoperability Channel
with permission from the NYPD. Prior to programming any radio transmitters with the
NYMAC channels, written approval from NYPD is required.

Table 5 - NYMAC UHF Frequencies (Mobile/Portable)

Channel Rx MHz CTT%ii UsF Tx MHz PL-Tone Hz
NYMAC | 482.6875 27-1109 485.6875 2B 1188
NYMAC 2 4827125 371230 485.7125 JB_ 11838
NYMAC 3 4828125 67— 167.9 4858125 JB_11838
NYMAC 4 482.7375 471365 485.7375 JB_ 1188
NYMAC5 482.7875 57— 151.4 485.7875 JB_ 1188
NYMAC 6 482.8375 77— 18622 485.8375 2B 1188
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3.2.5 New York City 25 Cities Project Federal Interoperability System

The Federal Interoperability System (channels NYC FIO and NYC FIO2) is a VHF P25
narrowband voted radio network with sites providing reliable on-street portable coverage
(see coverage map bottom of page):

e Throughout the five boroughs of New York City (i.e., Manhattan, Bronx, Queens,
Brooklyn, Staten Island),

e Nassau, Suffolk (channel NYC FIO-E), and Westchester Counties in New York
State,

e Rockland, Orange, Putnam, Ulster, and Dutchess Counties in New York State,
e Western Fairfield County in Connecticut (channel NYC FIO-N), and

e Eastern Bergen, Essex, Hudson, Middlesex, Monmouth, eastern Passaic, northern
Union, Mercer, Somerset and northern Burlington counties in New Jersey
(channel NYC FIO-S).

The frequency pairings authorized for these channels appear in the table below, with
transmit and receive relative to mobile and portable users. P25 compatible transceivers
are required to be operational with the Fed 10 system.

Table 6 - NYC 25 Cities Project Federal Interoperability System Channels

Channel — Analog/ — Wide/ g, py,  posNAC  Tx MHz ‘ P25 NAC

Name Digital Narrow
NYCFIO Digital Narrow 167.7875 $653 164.7375 $653
NYC FIO-N Digital Narrow 173.925 $653 164.7375 $653
NYC FIO-E Digital Narrow 173.1875 $653 164.7375 $653
NYC FIO-S Digital Narrow 173.8625 $653 164.7375 $653
NYC FIO2 Digital Narrow 171.175 $653 162.2875 $653
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New York City 25 Cities Project Federal Interoperability System User Groups

Partner agencies may gain access to the Federal Interoperability System channels via any
of three user groups.

Group 1 (ATF, CBP, DEA, DOC, FAMS, ICE, IRS, FBI, FEMA, HHS, JCOEM,
NPS, TSA, USAO-EDNY, USCG, USMS, USPP, USP, and USSS)

The above Federal users are equipped with VHF P25 narrowband radios. These agencies
can directly connect into the Federal Interoperability System channels NYC FIO, NYC
FIO-N, NYC FIO-E, NYC FIO-S and NYC FIO2. DEA has direct access via VHF P25
mobile radios or UHF radios through a DEA console patch.

Group 2 (USPIS)

This group of radio users does not have VHF P25 narrowband radios or control stations
at their dispatch. These agencies may request access from the FBI Communications
Center, which has the capability to use wide-band UHF control stations controlled by the
FBI Dispatcher to patch to the agency’s designated channel.

Group 3 (NYPD, NCPD, ECSO, CSP, and FPS)

The above partner agencies have access to control stations that are capable of linking
directly into the Federal Interoperability System channel NYC FIO. These agencies have
patching capabilities at their home system’s dispatch center (NYPD Public Service
Answering Center, Brooklyn, NY, Nassau County PD HQ, Essex County Sheriff’s
Office, Connecticut State Police, and Federal Protective Service-Megacenter,
Philadelphia, PA, respectively) to directly access the Federal Interoperability System
channels NYC FIO, NYC FIO-N, NYC FIO-E, NYC FIO-S via a radio frequency path.
These agencies must coordinate with the FBI Communications Center before activating a
patch into the Federal Interoperability System. This capability is currently set up for
access to channels NYC FIO, NYC FIO-N, NYC FIO-E, and NYC FIO-S only.

New York City 25 Cities Project Federal Interoperability System Participating
Agencies

Federal

e Bureau of Alcohol, Tobacco, Firearms, and Explosives (ATF)

e  Bureau of Customs and Border Protection (CBP)

e Bureau of Immigration and Customs Enforcement (ICE)

e Drug Enforcement Administration (DEA)

e Federal Air Marshal Service (FAMS)

e Federal Bureau of Investigation (FBI)

e Federal Emergency Management Agency (FEMA)

e  Federal Protection Service (FPS)

¢ Internal Revenue Service (IRS) Criminal Investigation Division (CID)
e National Park Service (NPS)

e Transportation Security Administration (TSA)

e U.S. Attorney’s Office (USAO), Eastern District of New York (EDNY)
e U.S. Coast Guard (USCG)
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e U.S. Department of Commerce (DOC)

e U.S. Department of Health & Human Services (HHS)
e U.S. Marshals Service (USMS)

e U.S. Park Police (USPP)

e U.S. Probation (USP)

e U.S. Postal Inspection Service (USPIS)

e U.S. Secret Service (USSS)

State
e  Connecticut State Police (CSP)

Local

e New York City Police Department (NYPD) - Access to other NYC agencies is through console
patch to NYMAC UHF T-Band interoperability channels

e Nassau County Police Department (NCPD)

e Essex County Sheriff’s Office (ECSO)

e Jersey City Office of Emergency Management (JCOEM)

Requesting Interoperability

Radio users requiring access and use of the 25 Cities Project Federal Interoperability
System channel shall follow their own agency’s procedures and this Standard Operating
Procedure for requesting interoperability.

When requesting interoperable communications, the user should be prepared to provide
the following information, as appropriate:

e User’s agency name.
e User’s name or radio call sign/designator.
e Person or agency with whom the user wishes interoperable communications.

e Reason for requesting interoperability.

Group 1 (ATF, CBP, DEA, DOC, FAMS, ICE, IRS, FBI, FEMA, HHS, JCOEM,
NPS, TSA, USAO-EDNY, USCG, USMS, USPP, USP, and USSS)

A radio user does not need to request access to use the 25 Cities Project Federal
Interoperability System channels NYC FIO, NYC FIO-N, NYC FIO-E, NYC FIO-S and
NYC FIO2 for short-term (several hours) use. These users should announce themselves
on the air to ensure no other agency is currently using the channel. If prolonged use is
anticipated, the FBI Dispatcher (212-384-5000) should be notified. If several agencies
anticipate using one of the Federal Interoperability channels for prolonged use, one of the
agencies should notify the FBI Radio Communications Supervisor (212-384-2680) or
FBI Duty Agent (212-384-5000) of this prolonged use so that this request can be
prioritized in case other agencies require use of one of the 25 Cities Project Federal
Interoperability System channels. The 25 Cities Project Federal Interoperability System
channels will not be continuously monitored by the FBI Dispatch Center. If agencies
using the 25 Cities Project Federal Interoperability System channels require dispatcher
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monitoring, these agencies should make arrangements with their own dispatch center to
provide the required monitoring.

Radio users may be requested by their agency’s dispatcher to switch to one of the 25
Cities Project Federal Interoperability System channels in case of an emergency incident.
During an emergency incident, the interoperability channels will be monitored by the FBI
Communications Center.

Requests for interoperability can be initiated via the 25 Cities Project Federal
Interoperability System channels directly, or via other communications methods (e.g.,
landline, wireless telephone, or in-person). A radio user will then follow the following
activation instructions to switch to the designated 25 Cities Project Federal
Interoperability System channel.

Group 2 (USPIS)

Typically, users have to request a patch by contacting their agency’s dispatcher, who will
then contact the FBI Dispatcher. The contact between agencies may involve
communications over landline, the user’s home radio system, a mutual-aid calling
channel, or other resources as directed by agency policy.

The requesting agency’s dispatcher or radio communications supervisor should provide
the FBI dispatcher with the authorization criteria and the name of the channel that should
be patched.

Group 3 (NYPD, NCPD, ECSO, and CSP and FPS)

Typically, users should request a patch by contacting their agency’s dispatcher, who will
then contact the FBI Dispatcher. The contact between agencies will be accomplished via
the agency’s control station that provides access to the 25 Cities Project Federal
Interoperability System channel NYC FIO, and in turn to NYC FIO-N, NYC FIO-E, or
NYC FIO-S.

Before a patch is established, FBI personnel and home system personnel must agree that
a patch should be established between the two systems.

Activating Interoperability

Once authorization has been granted by a user’s agency to use the Federal
Interoperability System for interoperability, each agency should follow its internal
procedures for activating the interoperability.

Procedures for establishing communications are as follows.

Group 1 (ATF, CBP, DEA, DOC, FAMS, ICE, IRS, FBI, FEMA, HHS, JCOEM,
NPS, TSA, USAO-EDNY, USCG, USMS, USPP, USP, and USSS)

A radio user will switch to the 25 Cities Project Federal Interoperability System channel
and identify himself or herself using the agency name and unit identifier. For example, if
an interoperability connection were made between Unit 123 from the U.S. Secret Service
(USSS) and Unit 234 of the FBI, the USSS unit would need to identify itself as “Secret
Service 123 to FBI 234.”
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Group 2 (USPIS)

e Every involved dispatcher shall verify system-wide availability of the required channel
by checking the activity log.

e Every involved dispatcher shall select and/or pre-designate a channel on his/her home
system that may be patched to one of the 25 Cities Project Federal Interoperability
System channels.

e The FBI Dispatcher shall connect the agency’s identified channel to the Federal
Interoperability System channel designated NYC FIO, NYC FIO-N, NYC FIO-E, NYC
FIO-S or NYC FIO2, using the agency’s internal procedures for establishing a patch
between agencies.

e The FBI Dispatcher shall notify the requesting agency’s dispatcher that the patch has
been established.

e Every home system dispatcher shall announce to his or her users that interoperability is
activated and instruct said users to switch to the designated channel.

e Radio users shall switch to their system’s identified channel that is patched to the 25
Cities Project Federal Interoperability System channel and identify themselves using their
agency name and unit identifier.

e The FBI dispatcher, if requested, shall monitor the interoperability channel to address
requests. Each radio user should predetermine whether the FBI dispatcher or home
system dispatcher needs to monitor the 25 Cities Project Federal Interoperability System
channel.

Group 3 (NYPD, NCPD, ECSO, CSP, and FPS)
e Every involved dispatcher shall verify system-wide availability of the required channel.

e Every involved dispatcher shall select and/or pre-designate a channel on his/her home
system that may be patched to the 25 Cities Project Federal Interoperability System
channels (i.e., NYC FIO, NYC FIO-N, NYC FIO-E, NYC FIO-S, or NYC FIO2).

e The home system dispatcher (NYPD, NCPD, ECSO, CSP, or FPS) shall connect the
agency’s identified channel to the 25 Cities Project Federal Interoperability System
channel resource located on the dispatch console, using the agency’s internal procedures
for establishing a patch between agencies.

e The home system dispatcher shall notify the FBI dispatcher that the patch has been
established.

e The home system dispatcher shall announce to users that interoperability is established
and instruct users to switch to the designated channel.

e Radio users shall switch to their system’s identified channel that is patched to the 25
Cities Project Federal Interoperability System channel and identify themselves using their
agency name and unit identifier.

e The home system dispatcher and FBI dispatcher shall monitor the interoperability
channel if directed to by their supervisor to address requests.
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Deactivation Procedures

When the interoperable communications connection or patch is no longer required,
agencies should follow the following deactivation procedures.

Group 1 (ATF, CBP, DEA, DOC, FAMS, ICE, IRS, FBI, FEMA, HHS, JCOEM,
NPS, TSA, USAO-EDNY, USCG, USMS, USPP, USP, and USSS)

e Radio users shall return to their appropriate home system channel assignments and notify
the FBI dispatcher that they are no longer operating on the 25 Cities Project Federal
Interoperability System channel. This notification may be done via the 25 Cities Project
Federal Interoperability System channel they are using (NYC FIO, NYC FIO-N, NYC
FIO-E, NYC FIO-S or NYC FIO2), or via telephone communication to the FBI
dispatcher.

Group 2 (USPIS)

e The requesting agency/user or incident commander shall contact the FBI Dispatcher and
their home system dispatcher so that the patch can be deactivated. This contact should be
via the agency’s home radio system or via telephone.

e The FBI dispatcher shall make an announcement on the interoperability channel
indicating that the connection will be deactivated prior to the connection being disabled.

e The FBI dispatcher monitoring the 25 Cities Project Federal Interoperability Channel
(NYC FIO, NYC FIO-N, NYC FIO-E, NYC FIO-S or NYC FIO2) shall deactivate the
patch.

e All personnel shall return to their appropriate home system channel assignments.
Group 3 (NYPD, NCPD, ECSO, CSP, and FPS)

e The requesting agency/user or incident commander shall contact the FBI Dispatcher and
their home system dispatcher (i.e., NYPD, NCPD, ECSO, CSP, or FPS) so that the patch
can be deactivated. This contact may be via the 25 Cities Project Federal Interoperability
Channel, landline, wireless telephone, in-person, etc.

e The home system dispatcher (i.e., NYPD, NCPD, ECSO, CSP, or FPS) shall make an
announcement on the interoperable channel/talkgroup indicating that the connection will
be deactivated prior to the connection being disabled.

e The home system dispatcher (i.e., NYPD, NCPD, ECSO, CSP, or FPS) monitoring the
25 Cities Project Federal Interoperability Channel shall deactivate the patch. All
personnel shall return to their appropriate home system channel assignments.

New York City 25 Cities Project Federal Interoperability System Shared
System Rules of Use

The following rules of use govern interoperable communications between agencies.

e Connectivity between agencies shall be prioritized as follows:
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a. Emergency Incident Communications: First priority will be given to agencies requiring
interoperable communications during an emergency incident. Initial communications will
be conducted in the clear mode, but agencies should be prepared to operate in the
encrypted mode using the below-listed interoperability keys.

b. Interoperable, Non-Emergency Communications: Second priority will be given to
agencies requiring interoperable communications during “regular” investigations. These
agencies may use their agency-specific encryption codes to conduct their operations. If an
emergency situation occurs, and the interoperable channel is required for use, a clear
message will be broadcast to the units operating on the channel to surrender use of the
channel to units requiring the channel for emergency use. Agencies using the
interoperability channel for “regular” communications will be required to provide a
contact telephone number to the FBI Dispatcher.

c. Interoperable, Non-Emergency Communications: Third priority will be given to agencies
requiring internal communications during “regular” investigations, but require another
wide area channel to conduct their investigation. These agencies may use their agency-
specific encryption codes to conduct their operations. If an emergency situation occurs
and the interoperable channel is required for use, a clear message will be broadcast to the
units operating on the channel to surrender use of the channel to units requiring the
channel for emergency use. Agencies using the interoperability channel for “regular”
communications will be required to provide a contact telephone number to the FBI
Dispatcher.

Agencies shall identify themselves by agency name and radio call sign/ designator. For
example, if “505” from the FBI has requested communications with NYPD “Adam 1,” and a
patch has been established, then “FBI 505 will call “NYPD Adam 17 or “Adam 1 on the
designated channel.

All radio traffic should be in plain language. The use of 10-Codes and specific agency
acronyms is discouraged.

During an “emergency incident”, all radio users are encouraged to work in the clear mode
during the initial response. Depending on the length and complexity of the incident, radio
users may use encryption to protect sensitive communications, either on a part-time or full-
time basis.

All agencies are requested to have at least one of the following U.S. Department of
Homeland Security generated encryption keys loaded into their radio equipment:

INTOP DESALL1  All network users (DES) (Local, State, Federal)

INTOP DES FED 2  Justice/Treasury/DHS only (DES)
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INTOP AESALL3  All network users (AES) (Local, State, Federal)

INTOP AESFED 4  Justice/Treasury/DHS only (AES)

During emergency events with multiple agencies, the designated incident commander may
limit the interoperable channel/talkgroup to command level staff.

When patching is required, the requesting agency’s dispatcher should advise the FBI
dispatcher when the patch can be deactivated.

Radio Programming Requirements

The New York City 25 Cities Project Federal Interoperability System channels operate on
a set of seven VHF frequencies authorized by the National Telecommunications and
Information Administration, U.S. Department of Commerce. All users can program the
repeater channels into their VHF P25 radios in the repeater mode and direct or talk-
around mode. Direct Mode can be used when repeater coverage cannot be accessed inside
some buildings or when operations are limited to a small geographical area. The
frequency pairs are authorized for use in the New York City (NYC) metropolitan area.

Participating federal agencies without VHF narrowband subscriber units must provide
their frequency data to the FBI for configuring the wideband control stations located at
the FBI Field Office, or program their VHF P25 control stations for RF access to the
system.

Key Management Requirements

Participating federal agencies should work closely with the FBI to establish proper
protocols for communicating in the encrypted mode. Agencies must seek to obtain
common and interoperable encryption keys and methods of distribution to appropriate
personnel. Interoperable encryption keys can be programmed into the NYPD, NCPD,
ECSO, CSP, and FPS base station equipment by FBI technical personnel on a scheduled
basis.

Limitations

e Coverage is limited to the footprint of the existing 25 Cities Project Federal
Interoperability System. Participating agencies that plan to use the VHF narrowband
channels for interoperability during any major operations should coordinate with the FBI
to validate the coverage requirements.

e VHF P25 narrowband subscriber units are required to gain direct access to the 25
Cities Project Federal Interoperability System. Although the VHF federal P25
narrowband channels are capable of patching UHF wideband legacy equipment via
control stations, the 25 Cities Project Federal Interoperability System channels are
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intended for providing direct access to those participating federal agencies with VHF P25
narrowband subscriber units.

o Interoperability with local agencies is limited to clear communications. Although the
federal narrowband channels are capable of providing encrypted communications
between participating federal agencies, the federal channels are not capable of providing
encrypted communications with NYPD subscriber units at this time. The VHF Quantar
control station located at the NYPD Brooklyn PSAC is capable of transmitting and
receiving encrypted communications, but is currently configured for clear
communications only.

e Transmissions are recorded when the Federal Interoperability System channel (NYC
FIO) is patched to any of the NYPD radio channels.

Testing Preparation

Prior to testing, agencies will need to enable connectivity to the 25 Cities Project Federal
Interoperability System.

Group 1 (ATF, CBP, DEA, DOC, FAMS, ICE, IRS, FBI, FEMA, HHS, JCOEM,
NPS, TSA, USAO-EDNY, USCG, USMS, USPP, USP, and USSS)

e Home system dispatchers shall switch to the 25 Cities Project Federal Interoperability
System channel and monitor communications to participate in the test.

Group 2 (USPIS)

e Home system dispatchers shall contact the FBI Dispatcher to request activation of a patch
between their home system and the 25 Cities Project Federal Interoperability System.

Home system dispatchers shall monitor communications to participate in the test.
Group 3 (NYPD, NCPD, ECSO, CSP, and FPS)

1. Home system dispatchers shall contact the FBI Dispatcher and notify him/her that
they are preparing to activate a patch to one of the 25 Cities Project Federal
Interoperability System channels.

2. Home system dispatchers shall monitor communications to participate in the test.

Testing Conduct

To ensure that equipment components of the interoperability solution are operating properly,
each agency should participate in the following weekly Wednesday 10 AM Roll Call testing
procedure, as long as the channel is not being used.

All Groups

1. FBI Technical staff shall send out a weekly e-mail announcing a test of the
interoperability channel.

2. Beginning at 10:00 hours, FBI Dispatch shall initiate roll call by contacting each
agency.

Each agency shall respond when called and requested to respond.

4. FBI Dispatch personnel shall document and maintain a checklist of agency responses.
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5. After the roll call list is complete, FBI Dispatch shall listen to determine if any
agencies are attempting to contact the FBI Dispatcher.

6. FBI Dispatch shall make an official announcement, via radio, that the test is
complete.

7. All patches shall be deactivated after roll call is complete.

8. If during the roll call, a problem is identified, dispatch personnel shall agree on who
will take corrective action. If the issue or problem cannot be identified, FBI Dispatch
shall contact the appropriate technical personnel to address the issue or problem.
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3.3 Countywide Inter-System Shared Channel(s) Policies and
Procedures

Definition of an Inter-System Shared Channel

Inter-system “shared channels” refer to common frequencies/talkgroups established and
programmed into radios to provide interoperable communications among agencies using
different radio systems. “Channel,” in this context, refers to the name of a common
frequency/talkgroup visually displayed on a user’s radio.

Countywide Inter-System Interoperability Channel(s)

The Department of Emergency Service (DES) has implemented a UHF tactical ground
operations system to help relieve some of the congestion and interference on the present
low band frequencies. To fully utilize the new tactical frequencies, departments should
consider using narrow band UHF (450-512 MHz) programmable portable transceivers.
The radios should be programmed in accordance with the following plan. The following
2-watt narrow band (12.5 KHz) simplex frequencies are licensed to Westchester County.
Fire and EMS Agencies within the County may utilize these tactical ground frequencies
in accordance with this frequency plan. These ground ops frequencies shall not be
programmed to transmit in “high power” mobile units.

Table 7 - Countywide UHF Tactical Shared Channel Frequencies

Channel Name Frequency CTCSS (PL)-Tone Hz Frequency/Band
Ground Ops 1 453.03750 100.0 CTCSS (PL) UHF Narrow 12.5 kHz
Ground Ops 2 458.03750 100.0 CTCSS (PL) UHF Narrow 12.5 kHz
Ground Ops 3 453.88750 100.0 CTCSS (PL) UHF Narrow 12.5 kHz
Ground Ops 4 458.88750 100.0 CTCSS (PL) UHF Narrow 12.5 kHz
Ground Ops 5 453.96250 100.0 CTCSS (PL) UHF Narrow 12.5 kHz
Ground Ops 6 458.96250 100.0 CTCSS (PL) UHF Narrow 12.5 kHz
Ground Ops 7 453.98750 100.0 CTCSS (PL) UHF Narrow 12.5 kHz
Ground Ops 8 458.98750 100.0 CTCSS (PL) UHF Narrow 12.5 kHz

Countywide Inter-System Shared Channel Policies and Procedures

A primary and secondary frequency has been assigned to each fire department and EMS
agency for tactical ground operations. These frequencies will be shared by other fire and
EMS agencies within the County. They are only to be used with “low power " (2 watt)
handheld transceivers (H/Ts). All radios should be programmed with a private line
(CTCSS (PL)) of 100.0 Hz on both transmit (Tx.) and receive (Rx.). If two or more are
operating in the same district, the Incident Commander may order a shift to the secondary
frequency at one of the incident locations. All mutual aid units responding to the incident
may operate on the primary tactical ground channel assigned to the incident.
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If additional channels are required at an incident, the County ECC (60-Control) will
assign additional channels as needed. DES highly recommends that portable UHF
transceivers be programmed in the same manner to the layout. Channel 1 — 8 on a
portable transceiver should match the County’s frequency layout. This will prevent
confusion when operation at an incident.

The policies and procedures in this section apply to the local, regional, State, and Federal
channels shared across multiple systems.

These frequencies are designated for fire and EMS communications at the scene of an
incident. Each jurisdiction has been assigned a primary and secondary channel for fire
and EMS operations. These channels are licensed at 2Watts.

Table 7 - Countywide UHF Tactical Shared Channel Assignments

Department Dept. # | Firel Fire2 EMS1 |  EMS2 Avail Avail Avail | Avail
Yonkers 252 1 2 3 4 5 6 7 8
Port Chester/Rye Brook 239 1 2 3 4 5 6 7 8
Irvington 220 1 2 3 4 5 6 7 8
Hawthorne 219 1 2 3 4 5 6 7 8
Bedford Hills 203 1 2 3 4 5 6 7 8
Somers 244 1 2 3 4 5 6 7 8
Mohegan Lake 226 1 2 3 4 5 6 7 8
Eastchester 210 2 3 4 5 6 7 8 1
Purchase 259 2 3 4 5 6 7 8 1
Dobbs Ferry 209 2 3 4 5 6 7 8 1
Armonk 202 2 3 4 5 6 7 8 1
Briarcliff Manor 205 2 3 4 5 6 7 8 1
Elmsford 211 2 3 4 5 6 7 8 1
Katonah 221 2 3 4 5 6 7 8 1
Verplanck 249 2 3 4 5 6 7 8 1
Pelham 235 3 4 5 6 7 8 1 2
Ardsley 201 3 4 5 6 7 8 1 2
Sleepy Hollow 231 3 4 5 6 7 8 1 2
Rye City 242 3 4 5 6 7 8 1 2
Ossining 233 3 4 5 6 7 8 1 2
Bedford Village 204 3 4 5 6 7 8 1 2
Croton on Hudson 208 3 4 5 6 7 8 1 2
Pelham Manor 236 4 5 6 7 8 1 2 3
Scarsdale 243 4 5 6 7 8 1 2 3
Pocantico Hills 238 4 5 6 7 8 1 2 3
Harrison 216 4 5 6 7 8 1 2 3
Millwood 225 4 5 6 7 8 1 2 3
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Department Dept. # | Fire1 Fire2 EMS1 |  EMS2 Avail Avail Avail | Avail
Buchanan 255 4 5 6 7 8 1 2 3
South Salem 245 4 5 6 7 8 1 2 3
New Rochelle 230 5 6 7 8 1 2 3 4
Hastings on Hudson 218 5 6 7 8 1 2 3 4
North White Plains 232 5 6 7 8 1 2 3 4
Pleasantville 237 5 6 7 8 1 2 3 4
Banksville 258 5 6 7 8 1 2 3 4
Pound Ridge 240 5 6 7 8 1 2 3 4
Golden's Bridge 214 5 6 7 8 1 2 3 4
Montrose V.A. 257 5 6 7 8 1 2 3 4
White Plains 251 6 7 8 1 2 3 4 5
Hartsdale 217 6 7 8 1 2 3 4 5
Tarrytown 246 6 7 8 1 2 3 4 5
Mamaroneck Town 223 6 7 8 1 2 3 4 5
Chappaqua 206 6 7 8 1 2 3 4 5
Croton Falls 207 6 7 8 1 2 3 4 5
Montrose 227 6 7 8 1 2 3 4 5
Greenville 215 7 8 1 2 3 4 5 6
Mount Vernon 229 7 8 1 2 3 4 5 6
Larchmont 222 7 8 1 2 3 4 5 6
Vista 256 7 8 1 2 3 4 5 6
Yorktown 253 7 8 1 2 3 4 5 6
Continental Village 213 7 8 1 2 3 4 5 6
Grasslands Brigade 254 7 8 1 2 3 4 5 6
Archville 263 7 8 1 2 3 4 5 6
Fairview 212 8 1 2 3 4 5 6 7
West Harrison 250 8 1 2 3 4 5 6 7
Mamaroneck Village 224 8 1 2 3 4 5 6 7
Mt Kisco 228 8 1 2 3 4 5 6 7
Thornwood 247 8 1 2 3 4 5 6 7
Peekskill 234 8 1 2 3 4 5 6 7
Valhalla 248 8 1 2 3 4 5 6 7
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Countywide Inter-System Shared Channel Rules of Use

Inter-system shared channels are reserved for situations that require interoperable
communications to coordinate multiple public safety entities and/or activities across two or
more separate radio systems. The following rules of use apply to these channels:

¢ National Incident Management System — Use an Incident Command System (ICS)
compliant with the National Incident Management System (NIMS) when using any
regional interoperability resource.

e Plain Language — All interoperable communications during multi-agency, multi-
discipline incidents will be in plain language. Avoid using radio codes, acronyms, and
abbreviations as they may cause confusion between agencies. Ensure that all verbal
requests for assistance or backup specify the reason for the request.

e Unit Identification — Announce your home agency prior to announcing your unit
identifier during interoperable communication situations (i.e., “Yonkers Police-Unit M8,”
or “Hastings EMS, A-2”).

Countywide Inter-System Shared Channel Problem ID and Resolution
During an incident:

e During activation, report shared channels problems to the Communications Technician
(COMT) or COML/designee assigned to the incident/event, who will follow established
agency procedures to resolve the problem.

Following an incident, the following general problem ID and resolution processes apply to all
shared channels:

e Report any problems with the inter-system shared channel to the appropriate POC for the
owning agency. The POC will be responsible for ensuring effective resolution to
problems that exist with the inter-system shared channel.

e Report any unresolved problems with that system directly to the Westchester County
Communications Coordinator/COML/designee. The Westchester County
Communications Coordinator/COML/designee ensures effective resolution to the
reported inter-system shared channel problems.
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3.4 Statewide Inter-system Shared Channels

Specific Statewide shared interoperable communication channels available within the
County are listed in the tables below.

Table 8 —Statewide Inter-System Shared Channel(s)

Channel Name Frequency Primary Use ‘ Agencies Supported

Local police agencies

Statewide Police Mutual Rapid 155.370 Statewide police communicate with state police

Deployment (MRD) VHF ’ common channel agencies (NYSP, NY DEC, NY
Park Police), NYPD, SC, WC

SOEM Low band VHF 4544 Command and Mul.tl—]'urlsdlctlonal — multi-

Control discipline
Inter-County Fire Low band . County ECC to County ECC
VHF 45.88 Tactical Mutual Aid

Statewide Inter-system Shared Channel General Rules of Use

Inter-system shared channels are reserved for situations that require interoperable
communications to coordinate multiple public safety entities and/or activities across two
or more separate radio systems. The following rules of use apply to these channels:

¢ National Incident Management System — Uses an Incident Command System (ICS)
compliant with the National Incident Management System (NIMS) when using any
regional interoperability resource.

e Plain Language — All interoperable communications during multi-agency, multi-
discipline incidents will be in plain language. Avoid using radio codes, acronyms, and
abbreviations, as they may cause confusion between agencies. Ensure that all verbal
requests for assistance or backup specify the reason for the request.

e Unit Identification — Announce your home agency prior to announcing your unit
identifier during interoperable communication situations (e.g., Westchester County
Sheriff Unit M12” “White Plains EMS, A-2”).

Statewide Inter-system Shared Channel General Problem ID and Resolution

During an incident:

e During activation, report shared channel problems to the Communications Supervisor
assigned to the incident/event, who will follow established agency procedures to resolve
the problem.

Following an incident, the following general problem ID and resolution processes apply
to all shared channels:

e Report any problems with the intra-system shared channel to the Communications
Supervisor for the owning agency listed in Appendix A. The owning agency
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Communications Supervisor will be responsible for ensuring effective resolution of
problems that exist with the intra-system shared channel.

e Report any unresolved problems with that system directly to the Westchester County
Communications Coordinator/COML/designee, who will ensure effective resolution of
problems that exist with the intra-system shared channel.

3.4.1 Statewide MRD VHF Inter-system Shared Channel Policies and
Procedures

The NY State Police define the rules for use of the MRD VHF Inter-system Shared
Channel. The following text is excerpted from the “New York Statewide Law
Enforcement Emergency Communications Plan” 1979.

Statewide Intersystem Law Enforcement Operations Channel (155.370 MHz)

To be used for mobile/mobile police radio communications between law enforcement
agencies within the state which have no common dispatch/independent channel and no
common MRD channel. As an example, radio communications with transient mobiles
from this state with mobiles from neighboring MRDs, and State Police mobiles which are
not equipped with local MRD channels. Limited base/mobile use will be permitted, as
required, to service the mobiles. A departmental identification prefix will be placed on
the agency radio number for all interagency radio communications; e.g., Binghamton PD
207 to Chenango County Sheriff, or State Police 2C20 to Binghamton PD.

This channel (155.370 MHz) is the channel for which the New York Statewide Law
Enforcement Telecommunications Committee (NYSLETC) has the most immediate
concern. As more and more law enforcement agencies license and utilize this channel, the
necessity for stricter discipline and restraint by the various users becomes imperative.
The need for such a channel for the use of law enforcement in this state has been evident
for many years. The New York State Division of Criminal Justice Services has
encouraged implementation of the channel in all MRDs since the inception of the MRD
Program. DCJS also prepared a guideline for the use of the channel in January 1974, and
NYSLETC updated this guideline on May 26, 1977, as follows:

In order to enhance law enforcement radio communications coordination and
cooperation, the NYSLETC recommends the following:

That each law enforcement agency within New York State examine its current FCC
license to determine if they or their MRD are currently licensed for the frequency
155.370 MHz.

That those law enforcement agencies or MRDs currently licensed for the frequency
155.370 MHz be encouraged to apply for modification of their existing license to include
all mobile units and portable units not presently authorized to operate on the frequency
155.370 MHz and which can be modified for such use.

That those law enforcement agencies or MRDs planning the implementation of new
systems be encouraged to include the capability for each mobile and portable on the
frequency 155.370 MHz.
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That each license issued for the frequency 155.370 MHz include the limitations under
Section 90.19(g)(4) of the FCC Rules and Regulations, which limits the use of this
channel to "Intersystem Communications" only.

That Associated Public-Safety Communications Officers, Inc. (APCO), Frequency
Coordinators for New York State, continue to include Section 90.19(g)(4) of the FCC
Rules and Regulations as a limitation on all 155.370 MHz applications and that the FCC
be so notified. Also, that the Frequency Coordinators no longer limit the number of law
enforcement mobile units licensed on the frequency 155.370 MHz.

All law enforcement agencies in New York State are hereby notified that the intersystem
channel is never to be used as an additional, handy, second base-to-base, base-to-mobile
or mobile-to-mobile channel within a particular agency. It is never to be used for ordinary
day-to-day operations between agencies where another radio channel (such as 39.46
MHz) or other means of communication (such as telephone teletype, etc.) are available. A
means of control of mobile units equipped with the Intersystem Channel may be
established by enforcing the simple rule that no mobile unit switches to that channel
without the express permission of the radio dispatcher or control center; however,
establishment of policies determining control of the channel rests with the individual
MRD Committee or, when no such Committee exists, a similar Committee of area users
established for that purpose. It should be a consideration of the MRD Committee, when
establishing a policy of control, that adjacent MRDs not be subjected to unnecessary or
unreasonable interference from the use of the channel.

3.5 National Interoperability Channels

The FCC has designated specific VHF, UHF, and 800 MHz channels for interoperability
(mutual aid). These channels are intended to be deployed nationwide so they may be used
for multi-agency emergency response in neighboring counties and states. The following
tables provide details on these channels.

Currently, Westchester County does not use VHF or 800
MH?z channels. This section is for reference only.
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Table 9 - VHF National Interoperability Channels

NPSTC Name I\RII)I(-Iz EIICSS (PL)}-Tone 1, MHz gr?fﬁz(m'
Low Band

LLAWI LLAWI 39.4600 | 1567 458600 | 1567
LLAWID LLAWID | 39.4600 | 156.7 Simplex | 1567
LFIRE2 (proposed) | LFIRE2 39.4800 | 1567 45.88 156.7
t‘il;filg) LFIRE2D | 39.4800 | 156.7 Simplex | 156.7
LLAW3 LLAW3D | 45.8600 | 156.7 39.46 156.7
LLAW3D LLAW3D | 45.8600 | 156.7 Simplex | 1567
LFIRE4 (proposed) | LFIRE4 45.8800 | 156.7 39.48 156.7
LFIRE4D LFIRE4 45.8800 | 156.7 Simplex | 156.7
High Band

VCALLI10 VCALI10 155.7525 | none* Simplex 156.7
VTACI1 VTACI1 | 1511375 | none* Simplex | 156.7
VTACI2 VTACI2 | 1544525 | none* Simplex | 1567
VTACI3 VTACI3 | 1587375 | none* Simplex | 156.7
VTACI4 VTACI4 | 159.4725 | none* Simplex | 1567
VFIRE21 VFIR21 154.2800 | 156.7 Simplex | 156.7
VFIRE22 VFIR22 1542650 | 156.7 Simplex | 1567
VFIRE23 VFIR23 1542950 | 156.7 Simplex | 156.7
VFIRE24 VFIR24 1542725 | 156.7 Simplex | 1567
VFIRE2S VFIR2S 1542875 | 156.7 Simplex | 156.7
VFIRE26 VFIR26 154.3025 | 156.7 Simplex | 1567
VMED28 VMED28 | 155.3400 | 1567 Simplex | 156.7
VMED29 VMED29 | 155.3475 | 156.7 Simplex | 1567
VLAW31 VLAW31 | 1554750 | 1567 Simplex | 156.7
VLAW32 VLAW32 | 1554825 | 1567 Simplex | 1567

Currently, Westchester County does not use VHF or 800
MH7z channels. This section is for reference only.
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Table 10 - UHF National Interoperability Channels

ﬁg;“e e, CTCSS(PLY- CTCSS (PL)-
(6 char) Tone Hz

UCALLA40 UCALA40 453.2125 | none* 458.2125 | 156.7

UCALLAOD CALAOD 453.2125 none* Simplex 156.7

UTAC41 UTAC41 453.4625 | none* 4584625 | 156.7

UTAC41D TAC41D 453.4625 none* Simplex 156.7

UTAC42 UTAC42 453.7125 | none* 458.7125 | 156.7

UTAC42D TAC42D 453.7125 none* Simplex 156.7

UTAC43 UTAC43 453.8625 | none* 458.8625 | 156.7

UTAC43D TAC43D 453.8625 none* Simplex 156.7

Table 11 — 800 MHz National Interoperability Channels

Short
Name Rx MHz C'I:rii: LPZL)- CTCSS (PL)-
(6 char)

8CALL90 CAL90 851.0125 156.7 806.0125 | 156.7
S8CALL90D CAL90D 851.0125 156.7 Simplex 156.7
8TACI1 TACI1 851.5125 156.7 806.5125 | 156.7
8TACI91D TACI91D 851.5125 156.7 Simplex 156.7
8TAC92 TAC92 852.0125 156.7 807.0125 | 156.7
8TAC92D TAC92D 852.0125 156.7 Simplex 156.7
8TAC93 TAC93 852.5125 156.7 807.5125 | 156.7
8TAC93D TAC93D 852.5125 156.7 Simplex 156.7
8TAC9%4 TAC9% 853.0125 156.7 808.0125 | 156.7
8TAC94D TAC94D 853.0125 156.7 Simplex 156.7

NOTE: 6 character short name to only be used in radios that cannot support the full 8-character name. If the longer NPSTC-
recommended name is 6 characters or less, it is also used for the short name, otherwise the name is abbreviated. 800 MHz short
names have been approved by NPSTC. Other short names will be addressed during the ANSI standardization process.

Source - APCO/NPSTC ANS 1.104.1-2010

“Standard Channel Nomenclature for the Public Safety Interoperability Channels”

Currently, Westchester County does not use VHF or 800
MH?z channels. This section is for reference only.
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3.5.1 National Interoperability Channels Policies and Procedures
* Note - 800 10 is not in use by Westchester County agencies at this time

National mutual aid channels provide multiple agencies with a common set of operating
frequencies and parameters for specific uses at an incident location.

The VCALL, UCALL, and 8CALL calling channels are to be used as communications
channels to contact other first responding agencies or the Westchester County 911 center
if within range. The calling channels may also be used for setting up tactical
communications for specific incidents.

The VTAC, UTAC, and ITAC tactical channels are to be used for coordination activity
between different agencies in a mutual aid situation. Incidents requiring multi-agency

participation will be coordinated over these channels by the Incident Commander,
Unified Command, or COML.

Upon reaching the scene of an incident requiring multiple agency coordination, first
responders should attempt to make contact on one of the designated calling channels (if a
channel has not been designated by OC 911 dispatch). It may also be possible to learn
what is needed just by listening to radio traffic on one of these channels.

3.5.2 National Interoperability Channels Rules of Use

The purpose of these channels is interoperability, not a single fire company’s use as a
scene of incidence (fireground) channel. Interoperability means crossing over lines, not
only jurisdictional, but functional as well. It is permissible to use these channels for non-
critical communications when not needed for interoperability.

A license or authorization is required to transmit on an LMR radio frequency. No license
or authorization is required to program the frequencies into radios. The non-Federal
National Interoperability Channels are covered by a “blanket authorization” from the
FCC for mobile operation on these frequencies, but base stations and control stations
require individual licenses.

In May 2009, The Department of Homeland Security published the National Interoperability
Field Operations Guide (NIFOG), http://www.npstc.org/documents/NIFOG 1 3.pdf, which
“includes rules and regulations for use of nationwide and other interoperability channels,
frequencies and channel names, and other reference material...”

3.5.3 National Interoperability Channels Problem ID and Resolution
During an incident:

e During activation, report shared channel problems to the Communications Supervisor
assigned to the incident/event, who will follow established agency procedures to
resolve the problem.

Following an incident, the following general problem ID and resolution processes apply
to all shared channels:

e Report any problems with the intra-system shared channel to the Communications
Supervisor for the owning agency listed in Appendix A. The owning agency
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Communications Supervisor will be responsible for ensuring effective resolution of
problems that exist with the intra-system shared channel.

e Report any unresolved problems with that system directly to the Westchester County
Communications Coordinator/COML/designee, who will ensure effective resolution
of problems that exist with the intra-system shared channel.
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3.5.4 Common Channel Operation and Implementation Rules FCC
Region 8 for 800 MHz Interoperability Channels

Shared use of channels by multiple agencies dictates that the least amount of power and
minimum coverage to achieve spectrum efficiency be the guiding principles.

Any agency, or joint agencies, authorized under Part 90 of the FCC Rules and
Regulations to operate five or more 821-824/866-869 MHz channels is required to
implement National Mutual Aid (Common) Calling and Tactical Channels in accordance
with the Regional Plan, i.e., Calling Channel, tone remote controlled, repeater/base
station with talk-around receive and a Tactical Channel, four channel frequency
selectable tone remote controlled, repeater/base station with talk-around receive.

In order to accomplish the proper use of the Common Tactical Channels, the agency must
also implement the Calling Channel or be joined into a monitoring method of the Calling
Channel within its area, for the express purpose of 1) responding to non-routine inquiries
as defined in paragraph 7, below, or 2) turning on its Tactical Channel upon the request
of a duly-authorized agent of the agency requiring its use.

It shall be the responsibility of every licensee of a Calling or Tactical Channel to keep its
repeater function disabled at all times other than when assigned for conducting a given
mission where wide-area repeater operation is necessary. The Calling Channel shall be
monitored at all times by the licensee and shall be used only to handle brief, itinerant
traffic and requests for use of a Tactical Channel for an authorized, appropriate mission.
The use of talk-around shall be preferred over repeater use where range limitations
permit.

Unless incidental to an approved multi-agency mission, the use of any of the Common
Channels, whether repeated or talk-around, for intra-agency communications, is
prohibited. Use of any of the Common Channels, whether repeated or talk-around, for
routine or trivial uses, even if inter-agency, is also prohibited.

A given mission for Common Channel operation shall be defined as “use for non-routine
communications by agencies requiring interoperability for inter-agency activities only.”
Routine is defined as ““a normal established method of message exchanging, i.e., frequent
or regular use.”

Where one or more agencies within, or subject to, a given governmental entity below the
state level, has an aggregate total of five or more channels of 821-824/866-869 MHz of
spectrum, that entity must bear the responsibility to implement and maintain the Calling
and Tactical Channels within the area of operation of those systems.

In order to limit interference on the 800 MHz National Interoperability Channels, the
Region 8 RPC has assigned primary and secondary channels for use in counties within
the region, as shown in the table below.

(Note — most Westchester County agencies do not have 800 MHz radios at this time)
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Table 12 - Primary/Secondary Tactical Channel Assignments

New York Counties New Jersey Counties
Primary Secondary Primary Secondary
TAC TAC County TAC TAC

Channel Channel Channel Channel
Bronx 8TACI93D | 8TAC92 Bergen 8TACI1 8TAC9%4
Brooklyn 8TAC92D | 8TAC93 Essex 8TAC9%4 8TACI1
Dutchess 8TAC93D | 8TAC92 Hudson 8TAC93 8TAC92
Manhattan 8TAC94D | 8TACI91 Hunterdon 8TAC92 8TAC93
Nassau 8TAC94D | 8TACI91 Mercer 8TACI1 8TAC9%4
Orange 8TAC94D | 8TACI91 Middlesex 8TAC92 8TAC93
Putnam 8TACI1 8TAC9%4 Monmouth 8TAC93 8TAC92
Queens 8TACI1 8TACY9%4 Morris 8TAC93 8TAC92
Rockland 8TAC93 8TAC92 Passaic 8TAC92 8TAC93
Staten Island 8TAC9%4 8TACI1 Somerset 8TAC9%4 8TACI1
Sullivan 8TAC93 8TAC92 Sussex 8TACI1 8TAC9%4
Ulster 8TAC92 8TAC93 Union 8TACI1 8TAC9%4
Westchester 8TAC92 8TAC93 Warren 8TAC9%4 8TACI1
Suffolk 8TAC92 8TAC93

3.6 Coast Guard Marine VHF Shared Channels

VHF marine radio allows for direct communication with boats, ships, the U.S. Coast
Guard, and other public safety agencies.

Table 13 - Coast Guard Marine VHF Shared Channels (Analog/Wideband/Simplex)

CTCSS CTCSS
Rx MHz (PL)- Tx MHz (PL)-
Tone Hz Tone Hz

Channel

Name

Boater Calling - Commercial and

Marine Non-Commercial.

156.450 NA 156.450 NA

International Distress, Safety and
Calling - Ships required to carry
radio, USCG, and most coast
Marine 16 stations maintain a listening watch 156.800 NA 156.800 NA
on this channel.

Also monitored by NYPD, FDNY
and NJSP
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Channel CTCSS CTCSS

Name

Rx MHz (PL)- Tx MHz (PL)-
Tone Hz Tone Hz

Marine Control - This channel may
be used to talk to ships and coast
stations operated by state or local
Marine 17 governments. Messages must 156.850 NA 156.850 NA
pertain to regulation and control,
boating activities, or assistance to
ships.

Coast Guard Liaison and Marine
Safety Information Broadcasts -
Broadcasts are announced on
channel 16.

Marine 22a 157.100 NA 157.100 NA

Procedure for VHF Channel 16 MAYDAY:

If you have a VHF marine radio, tune it to channel 16. Unless you know you are outside
VHF range of shore and ships, call on channel 16 first.

Distress signal "MAYDAY,” spoken three times.
The words "THIS IS,” spoken once.

Name of vessel in distress (spoken three times) and call sign or boat registration number,
spoken once.

Repeat "MAYDAY" and name of vessel, spoken once.

Give position of vessel by latitude or longitude or by bearing (true or magnetic, state
which) and distance to a well-known landmark such as a navigational aid or small island,
or in any terms which will assist a responding station in locating the vessel in distress.
Include any information on vessel movement such as course, speed and destination.

Nature of distress (sinking, fire, etc.).
Kind of assistance desired.
Number of persons onboard.

Any other information which might facilitate rescue, such as length or tonnage of vessel,
number of persons needing medical attention, color hull, cabin, masks, etc.

The word "OVER."

Stay by the radio if possible. Even after the message has been received, the Coast Guard
can find you more quickly if you can transmit a signal on which a rescue boat or aircraft
can home.
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3.7 Gateways

“Gateway” systems interconnect channels of disparate systems (whether on different
frequency bands or radio operating modes), allowing first responders using their existing
radios and channels to be interconnected with the channels of other users outside of their
agency. Dispatch consoles that are able to create patches will also be captured as gateways.
Gateways are listed in the following table. More detailed information on each gateway is
provided in Appendix C.

Table 14 Westchester County Gateway Systems

Day-to-Day or Make /

Gateway Name @ Owning Agency Incident / Event Model Fixed / Mobile
DES FCl1 WCDES Incident SyTech | Mobile
Day-to-D :
DES ECC WCDES R 2AO(E)[0J Fixed
Event
DES S.O.W. WCDES Event ACU- Mobile
1000
DPS MCP WCDPS Incident AVTEC Mobile
Scout
ACU1000/
NYSP Incident ACU Mobile
TRP1000 1000
SyTech RIOS Greenburgh PD Incident SyTech | Mobile
ACU 1000 Yonkers FD Incident f‘(%g Mobile
RIOS . this W.m Mt Vernon FD Incident / Event SyTech Mobile
not yet in service.
AVTEC WCPD Mobile/Incident ACTEC | Mobile

3.7.1 Gateway Policies and Procedures

Gateway Rules of Use

The following rules of use shall govern interoperable communications between agencies via
gateways:

e National Incident Management System — Use an Incident Command System (ICS)
compliant with the National Incident Management System (NIMS) when using any
regional interoperability resource.

e Plain Language — All interoperable communications during multi-agency, multi-
discipline incidents will be in plain language. Avoid using radio codes, acronyms, and
abbreviations as they may cause confusion between agencies. Ensure that all verbal
requests for assistance or backup specify the reason for the request.

Page 43 of 137



Archived File - May Not Be ADA Compliant

TICP — Westchester County

e Unit Identification — Announce your home agency prior to announcing your unit
identifier during interoperable communication situations (i.e., “Yonkers Police-Unit M8,”
or “Hastings EMS, A-2”).

¢ Encryption — All encrypted radios users must operate in a “clear’” mode when a gateway
is used, unless otherwise arranged in advance. Never assume encryption carries across
the gateway.

e Monitoring — The Incident Commander, or their designee, will ensure that each activated
interoperability channel is monitored consistently while in use.
Gateway Communications Request

The COML and/or Incident Commander must be aware that activating multiple gateways to
support an incident can result in mutual interference. Interference issues are best resolved by
the technical support team assigned to the gateways.

The agency requesting the use of a fixed or mobile gateway device for incident/event
communications support should document and provide the following information to the
owning gateway agency POC, on request:

e Requesting agency

¢ On-scene agencies requiring interoperability

¢ Incident/event type (e.g., wild land fire, etc.)

e Equipment required

e Expected duration of event

e Location required/access information

e Incident POC

e User/requestor and/or servicing dispatch contact phone number

¢ Additional support services requested (e.g., gateway operator, generator, etc.)

Gateway Deployment Procedures

Upon receiving a request for the deployment of a mobile gateway, the owning agency
dispatcher should follow these deployment procedures:

e Contact the on-call mobile gateway operator/technician responsible for mobile gateway
deployment.

e Dispatch the mobile gateway operator to the incident scene.

e Inform the requesting agency that the mobile gateway is en route and provide an
estimated time of arrival (ETA), if available.

The mobile gateway operator should follow these deployment procedures:

e Provide dispatch with an ETA at the incident and method of communications while en
route (e.g., designated radio channel, cell number).
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e Retrieve the dedicated unit and mobile gateway from its storage location and deliver it to
the incident scene

e Report to the Incident Commander or Check-in on arrival.

¢ Once on-scene, establish patches via the mobile gateway in accordance with the Gateway
Activation Procedures listed below.

Gateway Activation Procedures

Once the owning agency grants authorization to use its fixed gateway, the region-wide
procedures for establishing communications connectivity are:

e Select a channel or talkgroup on the home system for use in the gateway patch.

e Verify the system-wide availability of required resources (coordinate among control
point dispatchers).

e Provide radio call sign/designator information to connected agencies as needed.
e Assign the requested unit/agency to that channel or talkgroup.

e Connect the agency to the appropriate talkgroup.

e Announce to users that interoperability is activated.

¢ Identify users on the interoperability channel using their agency name and unit identifier
through a roll call.

e Monitor the interoperability channel to address requests.

Gateway Deactivation Procedures

When the gateway connection(s) is (are) no longer required, agencies should follow these
deactivation procedures:

e Contact the monitoring dispatcher (for fixed gateways) or the mobile gateway operator
(for mobile gateways) to request patch/gateway deactivation.

e Announce over all patched channels/talkgroups that connections will be deactivated prior
to the connection being disabled.

e Return all personnel to their appropriate home system channel assignments.

Gateway Problem ID and Resolution
During an incident:

e Report gateway problems to the owning agency dispatcher (for fixed gateways) or
mobile gateway operator (for mobile gateways), who will follow established agency
procedures to resolve the problem.

e Following an incident, the following general problem ID and resolution processes apply
to all regional gateways:
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e Report any problems with the gateway to the appropriate POC for that agency listed in
Appendix C. The POC will be responsible for ensuring effective resolution to problems
that exist with the gateway.

e Report unresolved gateway problems directly to the Westchester County
Communications Coordinator/COML/designee.

Gateway Limitations

Interoperability provided through a gateway can connect participating agency responders but
has the following limitations:

e The number of simultaneous patches that can be supported by the gateway will be limited
by switch capacity and the number of lines connecting control centers and consoles. As a
result, a limited number of patches involving resources at different control points can be
supported simultaneously. Likewise, a limited number of patches involving resources that
are accessed through a communications center console may be supported simultaneously.

e Home system coverage may limit communications. Gateway users must be within the
footprint of their coverage area.

e Agencies not permanently configured on a given gateway will require additional
planning to establish interoperable communications through that gateway.
Gateway Test Procedures

To ensure that equipment components of the gateway operate properly, each agency will
participate in the following testing procedure:

e Representatives from multiple agencies should meet on a regular basis to test each
gateway.

e Testing should include deployment (mobile only), setup, operation, and deactivation of
each gateway.

e If an issue or problem is identified during the testing procedure, determine who will take
corrective action. If the issue or problem cannot be resolved, contact the appropriate
technical personnel to address the issue or problem.

(Note: Policies and procedures specific to a single gateway are listed subsequent to that
specific gateway below.)
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3.8 Cache Radios

Cache radios, also known as “swapped radios,” refer to maintaining a cache of standby radios
that can be deployed to support regional incidents. These radios may be from a regional cache
or from a participating agency. These radios allow all responders to use common, compatible
equipment during an incident. Specific caches within the Westchester County are listed in the
following table.

Table 15 Westchester County Radio Cache(s)

Radio Cache Owning / Managing Frequency .
Name Make / Model Agency Band Quantity
Westchester DES
Motorola/XTS2500 11 | WCDES UHF 200
UHF
Westchester DES
Motorola HT750 WCDES VHF 25
VHF
Yonkers Fire UHF Motorola/XTS2500 I | Yonkers Fire Department UHF 50

3.8.1 Cache Radio Policies and Procedures

Westchester County radio caches have the following characteristics:
e Portable radios are fully charged and maintained, ready for immediate deployment.
e Deployed equipment includes battery chargers to support extended deployments.
e Personnel are available to transport equipment to the incident scene.

e Technicians are available for on-scene support during the deployment.
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UHF Cache Radios

All Westchester County UHF radio caches are required to have the following channels
programmed:

Table 16 Required Channels for Westchester County UHF Cache Radio(s)

DISPLAY UCALL/UTAC Wideband InterOp Channels

1 UCALL UCALL Repeater
2 UCALLD UCALL Direct
3 UTACI1 UTACI Repeater
4 UTACID UTACI Direct
5 UTAC2 UTAC?2 Repeater
6 UTAC2D UTAC2 Direct
7 UTAC3 UTAC3 Repeater
8 UTAC3D UTACS3 Direct

Bank 2 DISPLAY UCALL/UTAC Narrowband InterOp Channels
1 UCALA40 UCALLAO Repeater
2 CAL40D UCALLAO Direct
3 UTACA41 UTAC41 Repeater
4 TAC41D UTACH41 Direct
5 UTAC42 UTACA42 Repeater
6 TAC42D UTAC42 Direct
7 UTAC43 UTAC43 Repeater
8 TAC43D UTAC43 Direct

Bank 3 DISPLAY NYMAC InterOP Channels
1 NYMACI NY Metro Advisory Committee
2 NYMAC2 NY Metro Advisory Committee
3 NYMAC3 NY Metro Advisory Committee
4 NYMAC4 NY Metro Advisory Committee
5 NYMACS NY Metro Advisory Committee
6 NYMAC6 NY Metro Advisory Committee
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Bank “A” DISPLAY WC Trunk System Fire Group
1 60- CONTROL 60 Control Hailing Channel
2 60-FIRE-10 Fire Battalion 10
3 60-FIRE-11 Fire Battalion 11
4 60-FIRE-12 Fire Battalion 12
5 60-FIRE-13 Fire Battalion 13
6 60-FIRE-14 Fire Battalion 14
7 60-FIRE-15 Fire Battalion 15
8 60-FIRE-16 Fire Battalion 16
9 60-FIRE-17 Fire Battalion 17
10 60-FIRE-18 Fire Battalion 18
11 60-FIRE-19 Fire Battalion 19
12 60-OPS-1 Operations 1
13 60-OPS-2 Operations 2
14 60-OPS-3 Operations 3
15 60-OPS-4 Operations 4
16 60-OPS-5 Operations 5
17 60-OPS-6 Operations 6
18 60-OPS-7 Operations 7
19 60-OPS-8 Operations 8
20 60-OPS-9 Operations 9
21 60-OPS-10 Operations 10
22 TAC 1 Tactical 1
23 TAC2 Tactical 2
24 TAC3 Tactical 3
25 TAC4 Tactical 4
26 TAC 5 Tactical 5
27 TAC6 Tactical 6
28 TAC7 Tactical 7
29 TAC 8 Tactical 8
30 TAC9 Tactical 9
31 TAC 10 Tactical 10
32 REGROUP Dynamic Regrouping
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Bank “B” DISPLAY WC Trunk System EMS Group
1 60-CONTROL 60 Control Hailing Channel
2 60-EMS-10 EMS Battalion 10
3 60-EMS-11 EMS Battalion 11
4 60-EMS-12 EMS Battalion 12
5 60-EMS-13 EMS Battalion 13
6 60-EMS-14 EMS Battalion 14
7 60-EMS-15 EMS Battalion 15
8 60-EMS-16 EMS Battalion 16
9 60-EMS-17 EMS Battalion 17
10 60-EMS-18 EMS Battalion 18
11 60-EMS-19 EMS Battalion 19
12 60-OPS-1 Operations 1
13 60-OPS-2 Operations 2
14 60-OPS-3 Operations 3
15 60-OPS-4 Operations 4
16 60-OPS-5 Operations 5
17 60-OPS-6 Operations 6
18 60-OPS-7 Operations 7
19 60-OPS-8 Operations 8
20 60-OPS-9 Operations 9
21 60-OPS-10 Operations 10
22 TAC 1 Tactical 1
23 TAC2 Tactical 2
24 TAC3 Tactical 3
25 TAC4 Tactical 4
26 TAC 5 Tactical 5
27 TAC6 Tactical 6
28 TAC7 Tactical 7
29 TAC 8 Tactical 8
30 TAC9 Tactical 9
31 TAC 10 Tactical 10
32 Dobbs Ferry Dobbs Ferry Hospital ER
33 HudsonVally Hudson Valley Hospital ER
34 Lawrence Lawrence Hospital ER
35 Mt Vernon Mt. Vernon Hospital ER

Page 50 of 137



Archived File - May Not Be ADA Compliant

TICP — Westchester County

36 N Westchstr Northern Westchester Hosp ER

37 Phelps Phelps Hospital ER

38 St Johns St Johns Hospital ER

39 St Joseph St Joseph Hospital ER

40 Soundshore Sound Shore Hospital ER

41 West MedCitr Westchester Medical Ctr ER

42 WhitePlains White Plains Hospital ER

43 Greenwich Greenwich Hospital ER
Bank “C” DISPLAY WC Conventional Ground

1 GND OPS 1 Ground Operations 1 Direct

2 GND OPS 2 Ground Operations 2 Direct

3 GND OPS 3 Ground Operations 3 Direct

4 GND OPS 4 Ground Operations 4 Direct

5 GND OPS 5 Ground Operations 5 Direct

6 GND OPS 6 Ground Operations 6 Direct

7 GND OPS 7 Ground Operations 7 Direct

8 GND OPS 8 Ground Operations 8 Direct
Bank “D” DISPLAY Narrowband InterOp

1 UCALLA40 UCALLAO Repeater

2 UCALLA40OD UCALLAO Direct

3 UTAC41 UTAC41 Repeater

4 UTAC41D UTAC41 Direct

5 UTAC42 UTAC42 Repeater

6 UTAC42D UTAC42 Direct

7 UTAC43 UTAC43 Repeater

8 UTAC43D UTAC43 Direct

9 UTAC EMS UTAC EMS Repeater

10 UTAC EMS-D UTAC EMS Direct

11 UTAC41digi UTACA41 Digital

12 UTAC42digi UTAC42 Digital

13 UTAC43digi UTAC43 Digital

14 UTACEMSdig UTAC EMS Digital

15 UTACEMSdig UTAC EMS Digital

16 UTACEMSdig UTAC EMS Digital
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Bank “E” DISPLAY Medical Channels
1 MED-A WC Med Tac A Direct
2 MED-B WC Med Tac B Direct
3 MED-C WC Med Tac C Direct
4 MED-D WC Med Tac D Direct
5 MED-1 MED 1 Repeater
6 MED-1D MED 1 Direct
7 MED-2 MED 2 Repeater
8 MED-2D MED 2 Direct
9 MED-3 MED 3 Repeater
10 MED-3D MED 3 Direct
11 MED-4 MED 4 Repeater
12 MED-4D MED 4 Direct
13 MED-5 MED 5 Repeater
14 MED-5D MED 5 Direct
15 MED-6 MED 6 Repeater
16 MED-6D MED 6 Direct
17 MED-7 MED 7 Repeater
18 MED-7D MED 7 Direct
19 MED-8 MED 8 Repeater
20 MED-8D MED 8 Direct
21 MED-9 MED 9 Repeater
22 MED-9D MED 9 Direct
23 MED-10 MED 10 Repeater
24 MED-10D MED 10 Direct
25 MED-12D MED 1 Direct
26 MED-22D MED 2 Direct
27 MED-32D MED 3 Direct
28 MED-42D MED 4 Direct
29 MED-52D MED 5 Direct
30 MED-62D MED 6 Direct
31 MED-72D MED 7 Direct
32 MED-82D MED 8 Direct
33 MED-92D MED 9 Direct
34 MED-102D MED 10 Direct
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VHF Cache Radios

All Westchester County VHF radio caches are required to have the following channels
programmed:

Table 17 Required Channels for Westchester County VHF Cache Radio(s)

Channel Name Rx Frequency ?C):(Tcsg-l(-Fc’:f)? Tx Frequency
1 | EMS 340 155.340 91.5 Tx 155.340
2 | EMS 280 155.280 91.5 155.280
3 | EMS 400 155.400 91.5 Tx 155.400
4 | EMS 220 155.220 91.5 Tx 155.220
5 |WCPDF.1 | 155310 192.8 Hz 158.970
6 |WCPDF2 | 155310 192.8 Hz 155.310
7 |WCPDF3 | 155.550 192.8 Hz 159.030
8 |WCPDF4 | 155550 103.5 155.550
9 | VTAC11 151.1375 156.7 Tx 151.1375
10 | VTAC 12 154.4525 156.7 Tx 154.4525
11 | VTAC13 158.7375 156.7 Tx 158.7375
12 | VTAC 14 159.4725 156.7 Tx 159.4725
13 | VFIRE 22 154.2650 156.7 Tx 154.2650
14 | VFIRE 23 154.2950 156.7 Tx 154.2950
15 | VMED 28 155.340 156.7 Tx 155.340
16 | Marine 16 156.800 CSQ 156.800
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Region-wide Radio Cache Rules of Use
The following are general rules of use and apply to all Westchester County radio caches:

e National Incident Management System — Use an Incident Command System (ICS)
compliant with the National Incident Management System (NIMS) when using any
regional interoperability resource.

e Plain Language — All interoperable communications during multi-agency, multi-
discipline incidents will be in plain language. Avoid using radio codes, acronyms, and
abbreviations as they may cause confusion between agencies. Ensure that all verbal
requests for assistance or backup specify the reason for the request.

e Unit Identification — Announce your home agency prior to announcing your unit
identifier during interoperable communication situations (i.e., “Yonkers Police-Unit M8,”
or “Hastings EMS, A-27).

e Equipment Return — The requesting agency is responsible for the return of any cache
radios/equipment in the condition that they were received. OR Responsibilities for lost or
damaged equipment lie with the appropriate agency as dictated by existing Memoranda
of Agreement (MOAS).

Radio Cache Request

The Incident Commander, or his/her designee, determines when a situation exists that
requires the use of a regional radio cache and notifies the appropriate dispatch center. The
dispatch center will follow internal agency procedures to contact the COML or Radio Cache
Agency POC and relay pertinent information regarding the event. The requesting agency
documents and provides the following information to the Radio Cache Agency POC, on
request:

e Requesting agency

¢ On-scene agencies requiring interoperability

e Incident/event type of event (e.g., wild land fire, etc.)

e Equipment requirements

e Expected duration of event

e Location required/access information

e Incident POC

e User/requestor and/or servicing dispatch contact phone number

e Additional support services requested (e.g., technician, chargers, etc.)

The Radio Cache Agency determines what radio caches are available for use, identifies a
specific cache, activates that cache, and coordinates the cache deployment with the
requesting agency Incident Commander or his/her designee.
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Radio Cache Equipment Activation

Upon receiving a request for the deployment of a radio cache, the owning agency dispatcher
should follow these deployment procedures:

e Contact the on-call technician responsible for radio cache deployment.
e Dispatch the radio cache technician (or an approved designee) to the incident scene.

e Inform the requesting agency that the radio cache is en route and provide an estimated
time of arrival (ETA), if available.

The radio cache technician (or designee) should follow these deployment procedures:
e Provide dispatch with an ETA at the incident.

e Retrieve the radio cache from its storage location and deliver it to the incident scene.
e Report to the Incident Commander or Check-in on arrival.

e Once on-scene, sign the cache over to the requesting agency for incident use or, if
assigned to remain on scene, coordinate radio cache deployment procedures with the
Communications Unit.

e FEach radio in the radio cache will have a unique identification number for inventory
tracking. Ask the receiving agency to sign a property transfer form if the agency takes
responsibility for managing the radio cache on scene.

The requesting Incident Commander, or their designee, will be responsible for:
e Supporting radio deployments on-scene

e Maintaining a record of each user and agency to whom a radio and associated accessories
have been distributed

e Documenting the identification number of each radio deployed

e Documenting the channel(s) in use

e Each user and/or agency that receives a radio from the radio cache will be responsible for
returning that radio and all associated accessories to the cache at the end of the incident.

Radio Cache Equipment Deactivation

When the radio cache is no longer required, agencies should follow these deactivation
procedures:

e Coordinate the return of all cache radios to the Communications Unit through the
Incident Commander or his/her designee.

e The Communications Unit will be responsible for inventorying all radios and accessories
returned to the cache. Before leaving the incident scene, the Communications Unit will
determine if any radios have not been returned to the radio cache and note the user and
agency to which the radio was distributed. Provide this information to the Incident
Commander or his/her designee.
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e [f the missing radios cannot be recovered at the incident scene, the Communications Unit
will provide this information to the Radio Cache Agency POC for resolution.

Radio Cache Problem ID and Resolution

During an incident:

e Report radio cache problems to the radio cache technician or his/her designee who will
follow established agency procedures to resolve the problem.

e Following an incident, the following general problem ID and resolution processes apply
to all regional radio caches:

e Report any problems with the radio cache to the appropriate POC for the owning agency
listed in 0. The POC will be responsible for ensuring effective resolution to problems that
exist with the radio cache.

e Report unresolved radio cache problems directly to the Westchester County
Communications Coordinator/COML/designee.

(Note: Policies and procedures specific to a single radio cache are listed subsequent to that
specific cache below.)
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3.9 Mobile Communications Units

A Mobile Communications Unit (MCU) (also known as a Mobile Communications Center —
MCC - or Mobile Emergency Operations Center, or Mobile Command Center) refers to any
vehicular asset that can be deployed to provide or supplement communications capabilities in
an incident area. Examples of the types of communications devices an MCU can house are:
subscriber and base station radios of various frequency bands, gateway devices, satellite
phones, wireless computer networks, video broadcasting/receiving equipment, etc. Typically,
these communications devices are permanently stored in the MCUs when not used. The
MCU should also be able to temporarily provide the electrical power required to operate the
communications devices. More detailed information is provided in Appendix E.

Table 18 Westchester County Mobile Communications Unit(s)

FEMA
Type

Owning Agency Unit ID / Designator

Deployment Area

Empress Ambulance Service/

Yonkers EMS MCU 1 I Westchester County

Greenburgh Police GPD 132 I Town of Greenburgh

Harrison Police Field HQ 11T Wherever Needed

Mamaroneck Village Police 319 v Village of Mamaroneck

Mount Vernon Police PD- 5500 II Mount Vernon

New Rochelle Police Mobile Precinct 1701 I City Wide

New York State Police H912 I Statejw1de - deployed from
Scotia, NY

North Castle Police ES-5 v Countywide

Westchester County DES Field Comm. 1 Other | Regional

Westchester County DES Site on Wheels (SOW) | Other | Regional

. WCPD Mobile .
Westchester County Police Command Post II County-wide plus
Yonkers Yonkers Fire Mobile II Wherever Needed
Command

3.9.1.1 Mobile Communications Unit Policies and Procedures

A number of MCUs are available in Westchester County. An MCU can be requested to
support a large-scale or long-term operation. The primary function of an MCU is to
support voice and data communications at an event. The MCU should be requested as
part of a mutual aid response by contacting the County or the primary MCU asset agency.
The MCU can be requested by an Incident Commander (IC) or by his/her representative.
MCU technology varies and should be requested based on specific needs. Each MCU is
minimally equipped with a mobile gateway to connect disparate radio system users.
MCU staffing is agency-specific and may vary by agency.
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Mobile Communications Unit Technology Overview

An MCU’s primary function is to provide the Incident Commander or Incident Command
Post with voice and data communications at the scene of an event. Support can include radio
systems, repeaters, radio caches, telecommunications, video and access to the Internet and to
Geographic Information System (GIS) data and mapping.

Mobile Communications Unit Rules of Use

An agency Incident Commander or his/her representative can request an MCU. The
agency operating the MCU should be provided the resource if available along with the
appropriate staffing based on the primary mission request.

Mobile Communications Unit Interoperable Communication Request

The Incident Commander, or his/her designee, determines when a situation exists that
requires the use of an MCU and notifies the appropriate dispatch center. The dispatch center
will follow internal agency procedures to contact the COML or MCU POC and relay
pertinent information regarding the event. The requesting agency documents and provides the
following information to the MCU POC, on request:

e Requesting agency

e Agencies requiring interoperability

e Incident/event type (e.g., wild land fire, etc.)

e Expected duration of event

e Location required/access information

e Incident POC

e User/requestor and/or servicing dispatch contact phone number
e Additional support services requested

The MCU Agency determines if the MCU is available for use and coordinates the
deployment with the requesting agency Incident Commander or his/her designee.

Mobile Communications Unit Activation Method

Contact the County DES or DPS to request the most appropriate resource.

Mobile Communications Unit Deactivation Method

The COML will plan for the deactivation of the MCU and assure the assigned equipment if
accounted for and all the proper paperwork is filed for equipment reimbursement or repair.
Mobile Communications Unit Problem ID and Resolution

An after-action report should be completed at the end of the event to address Best Practices
or to adjust the policies or guidelines for future deployments or requests.
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3.9.1.2 Regional Emergency Resource Staffing

Emergency Resource Directory

The Emergency Resource Directory establishes a list of personnel who will respond to fill the
Communication Unit positions. Identified personnel must train and exercise to a regional
response level.

Table 19 Regional Emergency Resource Personnel

Specialists
Available Contact
No. and Type
Michael Volk
7 - COML Chief, EMS & Communications
g?ﬁ:f;ig‘;‘gﬁ:pmmem | - COMT 4 Dana Road, Valhalla, NY 10595
25 -RADO Office (914) 231-1684
24/7 (914) 231-1905
Joseph DeCarlo
Chief of Police
Greenburgh Police Department 3-COML 188 Tarrytown Road

White Plains, NY 10607

24/7 (914) 682-5300
James Bradley

Chief of Police

White Plains Police Department 1-COML 77 S Lexington Ave

White Plains, New York 10601
24/7 (914) 422-6111
Russell Beckley

Mount Pleasant Police Department
Mt. Pleasant PD 2-COML 1 Town Hall Plaza

Valhalla, NY 10595

2417 (914) 769-1941

Greg Chapeton

Lieutenant
Yonkers FD / 1-COML Yonkers, NY Fire Dept. Special Operations
Yonkers Office of Emergency 1-COML 460 Nepperhan Ave.
Management 1-COMT Yonkers, NY 10701

Days  (914)377-7522
24/7  (914) 423-7100
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Job descriptions and qualified personnel for each Communications Unit position are detailed
below.

Dispatch Center

o  Communications Coordinator (COMC) — The COML will work with the COMC to
coordinate communications with other dispatch centers and the incident
communication plan. Locally, the jurisdictional dispatch center supervisor or
dispatcher will act as the Communications Coordinator. Coordinators may also be
located at the region/County, State, and Federal level.

At an Incident/Event

o Communications Unit Leader (COML) -Manages the technical and operational
aspects of the Communications Function during an incident or event. Develops
National Incident Management System (NIMS)/Incident Command System (ICS)
Form 205 Incident Radio Communications Plan and supervises the communication
unit.

o Technical Specialist (THSP) — Allows for the incorporation of personnel who may
not be formally certified in any specific NIMS/ICS position. THSPs may include
Local Agency Radio Technicians (as opposed to the COMT), Telephone Specialists,
Gateway Specialists, Data/IT Specialists, and or Cache Radio Specialists.

o Incident Communications Technician (COMT) — Deploys advanced equipment and
keeps it operational throughout the incident/event.

o Incident Communications Center Manager (INCM) — Supervises the operational
aspects of the Incident Communications Center (ICC) (Mobile Unit and/or Fixed
Facility). During an incident, the ICC is designed to absorb incident traffic in order to
separate that traffic from the day-to-day activities of the dispatch center. The ICC is
typically located at the Incident Command Post (ICP) in a fixed site, tent, trailer,
mobile communications unit.

e Radio Operator (RADO) — Staffs a radio at the ICC and is responsible for
documenting incoming radio and telephone messages. Incident Dispatchers or
Tactical Dispatchers are used as RADO:s.
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4 CASM

4.1 Overview

The Communication Assets Survey and Mapping (CASM) tool provides the ability for
representatives of public safety agencies within an urban area or State to collect, store, and
visualize data about agencies, communication assets, and how agencies use those assets.

The purpose of CASM is to:

e Provide a single repository for information about land mobile radio systems, other
interoperability methods, and how they are used by public safety agencies within a state
or urban area.

e Provide a method to display the data.

e Provide tools to analyze the data and visualize interoperability gaps in accordance with
the Interoperability Continuum framework.

The CASM tool is composed of two components: the Communication Assets Survey (CAS)
and the Communication Assets Mapping (CAM) tool. The CAS component provides a
means to enter, edit and delete information about agencies, communication assets (such as
radio systems, dispatch centers, mutual aid channels/systems, gateways and radio caches),
and agency usage of those assets. The CAM component provides a means to display this
information in a map-based interface and provides analysis tools for displaying agency-to-
agency interoperability, including interoperability gaps, in various ways.

The CASM tool is web-based and requires the user to have an active Internet connection in
order to access both the CAS and CAM components. CAS is a website that may be accessed
via any Internet browser, such as Internet Explorer, Netscape Navigator, or Mozilla Firefox.
CAM is a client application that must be downloaded, installed, and executed on the user’s
computer. A user must have Internet access in order to operate CAM.

Authorization to view data for a particular urban area or State is controlled by the
Westchester County Administrative Manager (AM); each user must have a user name and
password in order to login.

The CASM AM POC is listed in the following table:
Table 20 CASM AM POC Information

Area of

Responsibility
Michael K. Volk (914) 231-1684 mkv1 @westchestergov.com | Assigns rights
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Appendix A Points of Contacts

A.1 Dispatch Centers
Table A - 1 Dispatch Center Points of Contact

Served Agency PSAP Dispatch Name Contact
Ardsley Police Department

Yes Ardsley Police Department Vincent Coulehan
Ardsley - Secor VAC
Bedford Fire Department Bedford Fire Department
Bedford Police Department
Katonah Bedford Hills Volunteer Yes Bedford Police Department William Hayes
Ambulance Corps
Bedford Hills Fire Department. Bedford Hills Fire Department.
Briarcliff Manor Police Yes Briarcliff Manor Police Norman Campion
Bronxville Police Headquarters Yes Bronxville Police Headquarters Richard Bunyan
Buchanan Fire Department. Buchanan Fire Department. Brian Tubbs
Chappaqua Fire Department. Chappaqua Fire Department. Russell Maitland
Chappaqua Volunteer Ambulance Chappaqua Volunteer Ambulance Jim Novak
Corps, Inc. Corps, Inc.
New Rochelle Police Department New Rochelle Police Department Robert D'Andrea
City of Peekskill Police City of Peekskill Police Sean Echols
Croton-On-Hudson Police Yes Croton-On-Hudson Police John Munson
Dobbs Ferry Fire Department.
Dobbs Ferry Police Department Yes Dobbs Ferry Police Department Robert Casino
Dobbs Ferry Volunteer Ambulance
Corps, Inc.
Eastchester Volunteer Ambulance
Corps, Inc.

Yes Eastchester Police Department Donald Riga
Eastchester Police Department,
Town of
Elmsford Fire Department
Elmsford Village Police Yes Elmsford Village Police Department

Douglas Ramirez

Department
Fairview Fire Department Yes Fairview Fire Department Michael Danyko
Greenburgh Police Department, Yes Greenburgh Police Department, John Jakasal
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Served Agency PSAP Dispatch Name Contact
Town of Town of
Harrison Volunteer Ambulance Richard Di Buono
Corps, Inc. DBA Yes Harrison Police Department
Harrison Police Department
Hartsdale Fire District Yes Hartsdale Fire District Anthony Visalli
Hastings-on-Hudson Vol. Fire
Department. Ambulance Co
Hastings-On-Hudson Police Yes Hastings-On-Hudson Police Ron Gagliardi
Hastings-On-Hudson Fire
Department.
Irvington Police Department Yes Irvington Police Department Michael Morano
Larchmont Fire Department
Larchmont Fire Department Grant Nishanian

Larchmont Police Department
Mamaroneck/Larchmont Volunteer
Ambulance Corps Yes Mamaroneck Police Department Timothy Galvin
Mamaroneck Police Department
Mohegan Vol Fire Assn. Mohegan Vol Fire Assn. Barry Brown
Mount Vernon Fire Department, Mount Vernon Fire Department,

. Yes . James Hurley
City of City of
Mt Kisco Police Department Yes Mt Kisco Police Department Louis Terlizzi
Mt Pleasant Police Department

Yes Mt Pleasant Police Department Peter Sciliano
Valhalla Ambulance Corps, Inc.
Mount Vernon Police Department | Yes Mount Vernon Police Department James Hurley
Chappaqua Fire Department.
Chappaqua Volunteer Ambulance Yes New Castle Police Department
Corps, Inc.
New Castle Police Department
New Rochelle Police Department Yes New Rochelle Police Department
North Castle Police Department, Yes North Castle Police Department, William Fisher
Town of Town of
North Salem Volunteer Ambulance North Salem Volunteer Ambulance
Kurt Guldan

Corps

Corps
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Served Agency

PSAP

Dispatch Name

Contact

Ossining Fire Department.

Ossining Volunteer Ambulance

Corps, Inc Yes Ossining Police Department Peter Carpenter
Ossining Police Department

City of Peekskill Police Yes City of Peekskill Police Sean Echols
Pelham Manor Fire Department. Pelham Manor Fire Department. David Donahue
Pelham Police Department Yes Pelham Police Department James DiNapoli
Pleasantville Police HQ Yes Pleasantville Police HQ Mark Cestaro
Port Chester Police Department

Port Chester Rye-Rye Brook Vol. | Yes Port Chester Police Department Scott Moore
Ambulance Corp

Pound Ridge Police Department Pound Ridge Police Department David Ryan
Purchase Fire Department. Purchase Fire Department. Joseph Brefere, Jr.
Rye Police Department Yes Rye Police Department

gzga}irrcl);lr(nVillage Police Yes gzga}il’;zlr(lyillage Police Gregory Austin
Scarsdale Police Department

Scarsdale Volunteer Ambulance Yes Scarsdale Police Department ..
Corps Thomas Altizio
Sleepy Hollow Police Department )

Sleepy Hollow Volunteer Yes Sleepy Hollow Police Department g}fﬁ:ﬂm dro
Ambulance Corps

Somers Fire District Yes Somers Fire District John Meeker
South Salem Fire Department South Salem Fire Department Ian Llewellyn
SUNY Purchase SUNY Purchase Joseph Olenik
Tarrytown Police Headquarters Yes Tarrytown Police Headquarters Peter Saracelli
Thornwood Fire Department. Thornwood Fire Department. Richard Benkwitt
Tuckahoe Police Headquarters Yes Tuckahoe Police Headquarters Ray Stabile
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Served Agency

Ardsley Fire Department.

Banksville Independent Fire Company, Inc.

Bedford Fire Department

Buchanan Fire Department.

Cortlandt Community Volunteer Ambulance
Corps,

Croton Falls Fire District

Greenville Fire Department

Larchmont Fire Department

Mamaroneck/Larchmont Volunteer Ambulance
Corps

Mamaroneck Fire Department, Town of

Mamaroneck Police Department

Montrose

New Rochelle Fire Department, City of

North White Plains Volunteer Fire Department

Peekskill Community Volunteer Ambulance
Corps

Pelham Fire Department

Pelham Manor Fire Department.

Sleepy Hollow

South Salem Fire Department

Thornwood Fire Department.

Vista Fire Department, Inc.

West Harrison Fire Department.

Yorktown Heights Fire Department.

Owning
Agenc

Westchester
County

PSAP

Yes

Dispatch
Name

Westchester
County

Contact

Edward
Devlin

White Plains City Police Department

Trans-Care AMB

White Plains
City Police
Department

White Plains
City Police
Department

Yonkers Police Department, City of

Yonkers Fire Department, City of

Yonkers Police
Department,
City of

Yonkers
Police
Department,
City of

Gregory
Chapeton

Yorktown Police Department

Yorktown Volunteer Ambulance Corps, Inc.

Yorktown
Police
Department

Yorktown
Police
Department

Kevin
Soravilla
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A2 Nongovernmental Agency Contact Information

Table A - 2 Nongovernmental Agency Contact Information

Position
American Thomas Communications .
Red Cross Raffaelli Chairman 914-962-1846 | Wb2nhc@optonline.net
RACES Thomas Communications 914-962-1846 | Wb2nhc @optonline.net
Raffaelli Chairman e nhefoptoniine.ne

A.3 WCICC Member Information
Table A - 3 WCICC Contact Information

Agency Name Position Phone Email
John M. Commissioner (O14) 231- mailto:jmc5 @westchestergov.com
Cullen 1850
) Chief, EMS & (914) 231-
Westchester Michael Volk Communications | 1684 mkv1 @westchestergov.com
County
Department | Edward (914) 864-
of Devlin Sergeant 1674 ead6 @westchestergov.com
Emergency
Services Assistant to the | (914) 231- .
Dana Tavano Chief 1677 djt]l @westchestergov.com
. Radio Systems (914) 231- .
Tom Alessi Manager 1691 tja@westchestergov.com
Rye Brook
Police Greg Austin | Chief (O14)939- gaustin @ryebrook.org
8320
Department
New York (917) 886-
State Police Brad Becker | Sergeant 3554 bbecker@troopers.state.ny.us
Yonkers
Fire Greg Lieutenant Ol4) 377- gregory.chapeton @yonkers.gov
Chapeton 7505
Department

Page A-6 of 137



Archived File - May Not Be ADA Compliant

TICP — Westchester County

Appendix B Shared Systems

Detailed information on shared systems available for use within the region is listed in
subsequent pages of Appendix B. The table below lists the shared system(s).

Table B - 1 Westchester County Shared System(s)

Radio System Name Make / Model Service Area
Westchester DES UHF Motorola/XTS2500 11 | UHF WCDES Countywide
Westchester DES VHF Motorola HT750 VHF WCDES Countywide
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Appendix C  Gateways

Detailed information on gateways available for use within the region is listed in subsequent
pages of Appendix D. The table below lists the owning or managing agency, gateway
name(s), make/model and whether the device is fixed or mobile.

Table C - 1 Westchester County Gateway System(s)

Gateway Owning Device Fixed/ Daily/ .
Name Agency Make Mobile Incident MBS FERE TR e
ACU1000/ NYSP Raytheon | Mobile | Incident 8 16 New York State
TRP1000 New York State Police Communications Specialist 518-457-6811

Greenburgh PD %(];gCh Mobile | Incident unknown 16 Countywide
SyTec RIOS

Town of Greenburgh 914-682-5300

E"“kers Fire 1 AcU1000 | Mobile | Tncident 4 12 | Countywide
TRP1000 epartment

Yonkers FD  914-377-7522
AT ll:’i[r"eng‘;; VA | ACU1000 | Mobile | Incident unknown | 6 | Countywide

Unit
Montrose VA Fire Department 914-760-5892

Westchester

Westchester County DES ~ 914-231-1905

SyTech Mobile | Incident unknown | unknown | Countywide

Westchester Avtec

DPS MCP County DPS Scout Mobile | Incident unknown | unknown | Countywide

Westchester County PD 914-864-7701

estehestel | ACU2000 | Fixed | Dt Countywide
DES ECC ounty vent

Westchester County DES 914-231-1905

gVestchci;tEerS ACU-1000 | Mobile | Incident/Event Countywide
DES S.0.W. [ tounty

Westchester County DES 914-231-1905

Mt Vernon Fire | SyTech Mobile | Incident/Event | unknown | 16 TBD

SyTec RIOS Department RIOS

Mt. Vernon Fire Department — to be determined. This unit not yet in service.
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Appendix D Radio Caches

Information on radio caches available for use within the region is listed in subsequent pages
of Appendix E. The table below lists the owning or managing agency, cache, frequency band
and quantity of radios in each cache.

Table D - 1 Westchester County Radio Cache(s)

Owning / Managing Frequency

Radio Cache Name Make / Model Agency Band Quantity
Shift S isor,
Westchester PSIC UHF | MOWrol/XTS2500 | STt supervisor UHF 200
I 914-231-1905
Scarsdale PD VHF Ericsson Scarsdale Police Dept. ]\3/;—2:1 High- 30
Yonkers Fire .
Department UHF Motorola HT 1000 Yonkers Fire Department | UHF 100
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Appendix E Mobile Communications Units

Contact information on mobile communications units (MCU) (also known as Mobile
Communications Center (MSS) or Mobile EOC) available within the region is listed below.
Detailed information regarding Westchester County’s WCDES Field Comm 1 unit follows.

Table E - 1 Westchester County Mobile Communications Unit(s)

Owning Agency

Unit ID / Designator

Deployment Area

Contact

Westchester County DES Field Comm. 1 Other Regional 914-231-1905
Westchester County DES Site on Wheels Other Regional 914-231-1905
. WCPD Mobile .

Westchester County Police Command Post IT County-wide plus 914-864-7701
Empress Ambulance Service/

Yonkers EMS MCU 1 I Westchester County 914-377-7519
Greenburgh Police GPD 132 I Town of Greenburgh 914-682-5300
New Rochelle Police Mobile Precinct 1701 I City Wide 914-654-2300
New York State Police H912 I Statewide - deployed | 516 457 6811

from Scotia, NY
Harrison Police Field HQ I Wherever Needed 914-813-7411
Yonkers Yonkers Fire Mobile 1l Wherever Needed 914-377-7522
Command

North Castle Police ES-5 v Countywide 914-238-4422
Mamaroneck Village Police 319 v Village of Mamaroneck | 914-777-7782
Mount Vernon Police PD- 5500 I Mount Vernon 914-654-2500
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E.1 Field Comm 1

Equipment Location

This Mobile Communications Unit equipment is located at 4 Dana Road in Valhalla, NY

Responsible Agency

This Mobile Communications Unit is owned or managed by Westchester County Department
of Emergency Services

Deployment Area

This Mobile Communications Unit is available for deployment throughout Westchester
County.

System Type and Capacit

Unit ID / Designator WCDES Field Comm. 1

Owning Agency WCDES

Type/Make/Model Freightliner / Diesel

Quantity 1

Primary Deployment Method (Other) Vehicle Chassis Mount

Deployment Method Drive

MCU Storage Address 4 Dana Road, Valhalla, NY

Year Activated 2008

FEMA Type Other

Activation Method Shift Supervisor 24/7 (914) 231-1905

Time to Setup 30 Minutes

Chassis Size 45

Capability to Extend a Regional LMR
System

No

Dispatch Capability Yes
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Number of Dispatch Consoles 2

SATCOM Capability Yes Voice / Data

SATCOM Type Iridium / Motosat

Number of Phone/Data Lines Upto 12

Microwave Connectivity Capability No

PBX Capability Yes (VoIP)

Cellular PBX Yes

Capability FAX Capability Yes

Computer Server Capability Yes

LAN Capability Yes

Number of Workstations 2

Conference No

Internet Access Yes

Network Access Speed in KBPS 1800KBs Downstream 600KBs Upstream

Video Teleconference Capability Yes

On Scene Video Monitoring Capability BR'GS

Self-contained Power Supply Capacity .
(Watts) 20KW Diesel

TV Reception Capability Yes — Direct TV

Expandable Mast Yes 2 — 60’ Pneumatic Masts
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DDEPARTMENT OF EMERGENCY SERVICES

Figure E - 1 Westchester County Mobile Communications Unit
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E.2 Site on Wheels

Equipment Location

This Mobile Communications Unit equipment is located at 4 Dana Road in Valhalla, NY

Responsible Agency

This Mobile Communications Unit is owned and managed by Westchester County
Department of Emergency Services

Deployment Area

This Mobile Communications Unit is available for deployment throughout Westchester
County

System Type and Capacity

Unit ID / Designator WCDES Site on Wheels

Owning Agency WCDES

Type/Make/Model Other (Trailer)

The SOW is equipped with a Heavy duty 80' self-
erecting guyless radio tower with a 12 Kilowatt
generator.

100 Watt base and repeater stations are pre-
configured for use on VTAC, UTAC and ITAC
interop channels, but can also be quickly field-
configured for use on most other public safety
Description frequencies from 134-869 MHz.

The SOW also has a 24-channel interoperability
system with radios for HF through 869 MHz. The
base and repeater stations and the interoperability
system operate separately or together so that the
interop system may provide remote access to the
bases and repeaters.
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Figure E - 2 Westchester County Site on Wheels
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This Mobile Communications Unit is available for deployment throughout Westchester
County.

System Type and Capacity

Unit ID / Designator WCDPS Mobile Command Post

Owning Agency WCDPS

Type/Make/Model Freightliner / Diesel

Quantity 1

Primary Deployment Method (Other) Vehicle Chassis Mount

Deployment Method Drive

MCU Storage Address 1 Saw Mill Pkwy, Hawthorne, NY 10532

Year Activated 2011

FEMA Type II

Activation Method Desk Officer 914-864-7890

Time to Setup 30 Minutes

Chassis Size 39’

Capability to Extend a Regional LMR BN
System

Dispatch Capability Yes

Number of Dispatch Consoles 2

SATCOM Capability TBA

SATCOM Type TBA

Number of Phone/Data Lines 5

Microwave Connectivity Capability No

PBX Capability Yes (VolP)

Cellular PBX Yes

Capability FAX Capability Yes
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Computer Server Capability No

LAN Capability Yes

Number of Workstations 12

Conference Yes

Internet Access Yes

Network Access Speed in KBPS unknown

Video Teleconference Capability No

On Scene Video Monitoring Capability Yes

Self-contained Power Supply Capacity Esiq\apiTl
(Watts)

TV Reception Capability Yes — Direct TV and Off-Air

Expandable Mast Yes 1 — 30’ Pneumatic Mast

Figure E - 3 WCDPS Mobile Command Post
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Appendix F  Policy Documents, Governing Documents, MOUs, and
Agreements

This space reserved for agreements, contracts, MOUs and other governing documents between and among
Westchester County municipalities regarding interoperable public safety communications.

F.1 The Mutual Aid and Rapid Response Plan for the Police Departments of Westchester
County, NY

PURPOSE

To establish procedures for the Police Departments of Westchester County to provide the uninterrupted delivery of
police service during those situations that exceed the resources of any individual Department.

BACKGROUND

It is the responsibility of the police to be prepared and guided when dealing with major incidents whether they are
criminal in nature or natural disasters. Rapid response and sound planning can often prevent loss of life, damage to
property and prevent an incident from escalating.

POLICY

It is the policy of the Police Departments of Westchester County to promptly provide Mutual Aid and Rapid Response
in the form of manpower and equipment under the County Mutual Aid and Rapid Response Plan, (hereinafter referred
to as the “Plan”) upon the request of any participating agency.

DEFINITIONS

1. Mutual Aid and Rapid Response Incident: An incident requiring activation of the Mutual Aid and Rapid
Response is defined as a major incident or occurrence which necessitates a Police Department, within
Westchester County, to summon immediate wide scale assistance.

2. Major Incidents: Means any event, generally of an emergency nature, that involves actual or potential
personal injury or property damage arising from a natural disaster, manmade disaster, civil disturbance or
terrorist action.

3. Natural Disaster: Means those incidents in which the forces of nature threaten the lives, safety or property of
numerous persons; i.e., floods, hurricanes, earthquakes, explosions, tornadoes, landslides, drought, infestation
or significant snowfall/blizzard.

4. Manmade Disaster: Means incidents in which the forces of man threaten the lives, safety or property of
numerous persons; i.e., nuclear/radiological accidents, chemical spills, major railroad accidents or aircraft
crashes.

5. Civil Disturbance: Means an action by any group that poses a substantial threat to peace, life or property or any
tumultuous or violent activity that creates a Grave risk of causing public alarm.

6. Terrorist Action: s defined as a politically motivated, hostile action taken by a person or group whose intent is
the commission of violent acts designed to instill fear, communicate a message and/or demand some
governmental action.

7. Requesting Agency: A Police Department located within the geographical confines of the County of
Westchester that is requesting Mutual Aid from other police agencies, which are signatories to the Mutual Aid
and Rapid Response Plan for the Police Departments of Westchester County, New York.

8. Responding Agency: A Police Department located within the geographical confines of the County of
Westchester that is responding to a request for Mutual Aid from other police agencies, which are signatories to
the Mutual Aid and Rapid Response Plan for the Police Departments of Westchester County, New York.
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9. Zone Coordinator: Each Zone of response will designate a Zone Coordinator, who shall be responsible for
coordinated Zone response; e.g., response to locations outside of Westchester County as well as coordination
of mock activations of the Plan.

10. Incident Command System: The accepted system to be utilized to coordinate multi-agency responses to
incidents.

11. Incident Commander: Is defined as the highest ranking member of the requesting Department at the scene, or
his/her designee.

12. Inner Perimeter: |s defined as the immediate area of containment around an incident site.

13. OQuter Perimeter: Is defined as the peripheral control area surrounding the inner perimeter, providing a safe
zone for access to or egress from the inter perimeter as well as defining the limit of access by unauthorized
persons.

14. Staging Area: Is defined as a location selected generally within the outer perimeter to facilitate arriving
resources and personnel responding for assignments.

15. Command Post: Is defined as the post from which the Incident Commander and his staff coordinate the
Department’s response to a major emergency.

LEGAL CONSIDERATIONS

16. General Municipal Law §209-M. Outside service by local police; civil disturbance control.

A. (Subdivision 2). Notwithstanding the provisions of any general, special or local law, or any county, city or
village charter, the Chief Executive Officer of a local government, whenever he deems that the public
interest requires it, may request the Chief Executive Officer of any other local government to detail,
assign and make available for duty and use in the local government for which the request is made, any
part of the forces, equipment and supplies of the Police Department, police force or parkway police force
of the local government of which the request is made. The Chief Executive Officer of the local
government of which the request is made is hereby authorized and empowered to grant the request so
made.

B. (Subdivision 3). A local government may, by local law, delegate to the Chief of Police of its Police
Department or police force, the powers hereby granted to the Chief Executive Officer to request and grant
police assistance.

C. (Subdivision 4). If the Chief Executive Officer of any such local government is absent or disabled, the
Chief of Police of the local government may make any such request or may grant any such request, as
the case may be.

D.  (Subdivision 5). The local government receiving police aid pursuant to this Section shall assume the
liability for all damages arising out of any act performed in rendering such aid and shall reimburse the
assisting local government of any monies paid by it for salaries or for other expenses incurred by it
including damage to or loss of equipment and supplies. As assisting local government may assume such
loss, damage expenses or cost for such equipment and supplies and donate such services to the
receiving local government. While engaged in duty and rendering such services in such local
government, the Officers and members of such Police Department or police force shall have the same
powers, duties, rights, benefits, privileges and immunities as if they were performing their duties in the
local government in and by which they are normally employed.
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ZONES OF RESPONSE

Mutual Aid and Rapid Response Plan Map
for the Police Departments of Westchester County, New York

LEVELS OF RESPONSE
ALERT NOTIFICATION
Cipartments wﬂiinhZunE of Alert should prepare

DO HOT RESPOND AT THIS TIME!

PRE-ZONE RESPOMNSE

The Westchester County Depanment of
Public Safety respond with minimiem manpower

LEVEL ONE (1) RESPONSE
Drepartments within Zone of Ak
immediaely dispatch minimum manpower

LEVEL TWO {2} RESPONSE
D within fone of Alert and 3
Second Zone dispatch minimuET: Manpower

LEVEL THREE (3} RESPONSE
Diepanments from all Zones dispatch minmum
manpower

LEVEL FOUR (4) RESPONSE
Depariments from &l Zones dispatch maxmum
Manpower

@ Tactical Team

MukhJursdicional Teams: EastchesianTuckahoePeinam

MY State Potios Tacical Team locaion not mapped.
Updaledon 10430011 by PER
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Westchester County Police
Hotline Station and Muo nicipality Numbers

POLICE
IONE | NUMBER MUNICIPALITY TYPE AGENCY HOTLINE PHONE
1*  |CORTLANDT TOWN ) M
2*  [BUCHAMAN VILLAGE ¥ N
3 |CROTON-ON-HUDSON VILLAGE ¥ ¥ 271-5177
4 |PEEKSKIL CITY ¥ ¥ 737-8000
5  [YORKTDWN TOWN ¥ ¥ 962-4141
6*  |SOMERS TOWN ¥-FT N
7*  [NORTH SALEM TOWN ¥-PFT N
8*  |LEWISBORO TOWN ¥-FT N
g*  [POUND RIDGE TOWN ¥-PT N
A 10 [BEDFORD TOWN ¥ ¥ 241-3111
11 |MTKISCO TOWN/VILLAGE ¥ ¥ 666-5146
12  [NEW CASTLE TOWN ¥ ¥ 238-8412
13 [TOWN OF DSSINING TOWN ¥ Y 762-6007
14 [VILLAGE OF O55INING VILLAGE ¥ Y 941-5700
15 |BRIAACLFF MANOR VILLAGE ¥ ¥ 941-2130
16 |MT PLEASANT TOWN ¥ Y 765-1941
17  |PLEASANTVILLE VILLAGE ¥ ¥ 765-1500
18  [SLEEPY HOLLOW VILLAGE ¥ ¥ 531-0800
¥ ¥

WESTCHESTER COUNTY DPS COUNTY ¥ ¥ B64-7600
46 |NYSP-HAWTHONE [TMIC) STATE ¥ ¥ 769-2600
ALL |__37__|nvysP1aRRYTOWN STATE ¥ ¥ 5240223
48 |DEP OTHER ¥ ¥ 245-6694
49 [MTA OTHER ¥ ¥ 212-340-2723
50 [CARMEL TOWN ¥ ¥ 845-628-1300
51 |GREENWICH OTHER Y Y 203-622-8006
52 |Fal FEDERAL ¥ Y 98565000
53 |WESTCHESTER COUNTY DOC COUNTY N/A ¥ 231-1220
54 |WESTCHESTER COUNTY DA COUNTY ¥ ¥ 995-3459

* denotes no hotline station

Effective lanuary 1,201
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17. County-Wide participants shall consist of the following Departments:

Department Rapid Response | Delayed Response
Metropolitan Transportation Authority Police Department Four (4) Ten (10)
New York State Police Eight (8) Twelve (12)
New York City Department of Environmental Protection Three (3) Ten (10)
Westchester County Department of Public Safety Eight (8) Twenty (20)
TOTALS | Twenty-Three (23) Fifty-Two (52)

18. When a County-Wide participant requests assistance to this Plan, they will become a member of any Zone in
which they have the need for assistance.
A. E.g., assistance for an event at Tibbett’'s Brook Park, a County park, the Westchester County Department
of Public Safety will be a member of Zone “B” for the purpose of requesting aid.

B. For an event at the Croton/Harmon Train Station, the Metropolitan Transportation Authority Police
Department will be a member of Zone “A” for the purpose of requesting aid.

19.  When a County-Wide participant receives a request for assistance under this Plan, they will become a member
of the Zone from which the request for assistance is being made and will respond accordingly.

20. Zone “A” (ADAM) shall consist of the following Departments:

Department Rapid Response Delayed Response
Bedford (Town); One (1) Two (2)
Briarcliff (Village); One (1) Two (2)
Buchanan (Village); Zero (0) One (1)
Croton-on-Hudson (Village); One (1) One (1)
Lewisboro (Town); Zero (0) Zero (0)
Mt. Kisco (Village); One(1) Two (2)
Mount Pleasant (Town); One (1) Three (3)
New Castle (Town); One (1) Three (3)
North Castle (Town); One (1) Two (2)
North Salem (Town); Zero (0) Zero (0)
Ossining (Town); Zero (0) Zero (0)
Ossining (Village); Two (2) Eight (8)
Peekskill (City); Four (4) Seven (7)
Pleasantville (Village); One (1) Two (2)
Pound Ridge (Town); Zero (0) Four (4)
Sleepy Hollow (Village); One (1) Three (3)
Somers (Town); Zero (0) Zero (0)
Yorktown (Town). One (1) Five (5)
TOTALS Sixteen (16) Forty-five (45)
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21.

22.

Zone “B” (BAKER) shall consist of the following Departments:

Department Rapid Response | Delayed Response
Ardsley (Village) One (1) Three (3)
Dobbs Ferry (Village) One (1) Three (3)
Eimsford (Village) One (1) Three (3)
Greenburgh (Town) Three (3) Twelve (12)
Hastings-on-Hudson (Village) One (1) Three (3)
Irvington (Village) Zero (0) Three (3)
Scarsdale (Village) Two (2) Four (4)
Tarrytown (Village) One (1) Three (3)
White Plains (City) Five (5) Ten (10)
Yonkers (City) Five (5) Ten (10)
TOTALS Twenty (20) Fifty-Four (54)

Zone “C” (CHARLIE) shall consist of the following Departments:

Department Rapid Response | Delayed Response
Bronxville (Village) One (1) Three (3)
Eastchester (Town) Two (2) Five (5)
Harrison (Town) Two (2) Eight (8)
Larchmont (Village) One (1) Two (2)
Mamaroneck (Town) Two (2) Two (2)
Mamaroneck (Village) Two (2) Four (4)
Mt. Vernon (City) Four (4) Ten (10)
New Rochelle (City) Four (4) Six (6)
Pelham (Village) One (1) Four (4)
Pelham Manor (Village) One (1) Three (3)
Port Chester (Village) Three (3) Five (5)
Rye (City) Two (2) Four (4)
Rye Brook (Village) One (1) Three (3)
SUNY Purchase One (1) Two (2)
Tuckahoe (Village) One (1) Five (5)
TOTALS | Twenty-eight (28) Sixty-six (66)
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LEVELS OF RESPONSE

24. Alert Notification: A situation exists of serious proportions and Departments within the Zone of Alert should prepare
to send the minimum pre-arranged manpower (rapid response) to the identified location. DO NOT RESPOND AT THIS
TIME!

25. Pre-Zone Response: (Approximately eight (8) uniformed officers). A situation exists that requires additional police
resources but does not require a full Zone response. The Westchester County Department of Public Safety will respond
with the minimum pre-arranged manpower for a rapid response to the identified location.

Note: The Westchester County Department of Public Safety is prepared to initiate Incident Command System protocols if
requested to do so by the requesting agency.

26. Level One (1) Response: (Approximately forty five (45) uniformed officers). Departments within the Zone of Alert are
requested to immediately dispatch, the minimum pre-arranged manpower for a rapid response to the identified location.

27. Level Two (2) Response: (Approximately sixty five (65) uniformed officers). A second Zone is being requested to
dispatch the minimum pre-arranged manpower for a rapid response to the identified location.
Note: The second Zone of response will be identified by the requesting agency.

28. Level Three (3) Response: (Approximately ninety (90) uniformed officers). Departments from all Zones are requested
to dispatch the minimum pre-arranged manpower for a rapid response to the identified location.

29. Level Four (4) Response: (Approximately two hundred twenty (220) uniformed officers). Departments from all Zones
are requested to dispatch the maximum number of pre-arranged manpower (delayed response) to the identified location.

ACTIVATION OF THE PLAN

30. All requests for assistance under the Plan will be made via the Westchester County Hot Line System (Hot Line).
31. The following are example announcements to be followed when activating the Plan via the Hot Line:
Alert Notification [Prepare Only]:

Station (number and jurisdiction) announcing an Alert Notification. A situation exists that may require a mutual aid
response. Specifically, there is a (nature of the incident). Departments in Zone should prepare to dispatch
the pre-arranged rapid response to this jurisdiction. NO NOT RESPOND AT THIS TIME!

Pre-Zone Response:

Station (number and jurisdiction) to the Westchester County Department of Public Safety, a situation exists requiring a
mutual aid Pre-Zone Response. Specifically, there is a (nature of incident) we are requesting the Westchester
County Department of Public Safety send its pre-arranged rapid response. The scene is located at (specific
address). The designated staging area is located at (specific address). At this time (rank & name) is in
command and the Command Post is located at (specific address).
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Level One (1) Response [One Zone]:
Station (number and jurisdiction) to all stations on the Hot Line, a situation exists within this jurisdiction requiring a mutual

aid Level One (1) Response. Specifically, there is a (nature of incident) we are requesting rapid response from
Zone

The scene is located at (specific address).

The designated staging area is located at (specific address). At this time (rank & name) is in command
and the Command Post is located at (specific address).

Level Two (2) Response [Two Zones]:
Station (number and jurisdiction) to all stations on the Hot Line, a situation exists within this jurisdiction requiring a mutual

aid Level 2 Response. Specifically, there is a (nature of incident) we are requesting rapid response from Zones
and . The scene is located at (specific address). The designated staging area is located at
(specific address). At this time (rank & name) is in command and the Command Post is located at

(specific address).

Level Three (3) Response [All Zones]:
Station (number and jurisdiction) to all stations on the Hot Line, A situation exists within this jurisdiction requiring a mutual

aid Level 3 Response. Specifically, there is a (nature of incident) we are requesting rapid response from all
Zones. The scene is located at (specific address). The designated staging area is located at (specific
address). At this time (rank & name) is in command and the Command Post is located at (specific
address).

Level Four (4) Response [All Zones]:

Station (number and jurisdiction) to all stations on the Hot Line, A situation exists within this jurisdiction requiring a mutual
aid Level 4 Response. Specifically, there is a (nature of incident) we are requesting all available uniform
personnel amounting to a delayed response from all Zones. The scene is located at (specific address). The
designated staging area is located at (specific address). At this time (rank & name) is in command and
the Command Post is located at (specific address)

DUTIES OF REQUESTING AGENCY
32. Identify the nature and location of the incident.

33. Identify the location of the Command Post.

34. Identify the Staging Area or location of response.

35. ldentify the Incident Commander or any change in command.

36. Identify any and all specialized equipment with which responding officers should be equipped.
37. Memorialize the name, rank and command of responding officers.

38. Commence internal Departmental mobilization.

DUTIES OF RESPONDING AGENCY

39. Authorize only the designated pre-arranged number of UNIFORMED officers specific to the level of alert to respond.

40. Proceed directly to the location of requested response or the Staging Area as directed.
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RESPONSIBILITIES AT THE SCENE OF THE INCIDENT

41. The Incident Commander designated by the requesting agency shall be in charge at the scene of the incident.
42. Uniformed officers detailed to the incident shall follow the direction of the Incident Commander.

43. However, where the provided assistance involves the loan of a Specialized Weapons and Tactical (SWAT), hostage
negotiation, bomb disposal or canine unit, the Commander of that specialized unit shall be responsible for implementation
of the specific mission, as determined by the Incident Commander of the requesting agency.

44. When taking law enforcement actions at the scene of the incident, including use of force, uniformed officers from the
responding agency shall at all times adhere to their agency policies and procedures and utilize only those weapons and
tactics that they have been trained and deemed qualified to use.

45. Uniformed officers on loan from the responding agency at an emergency site shall regularly apprise the Command
Post concerning the continued status of the emergency, line-of-duty injuries or their need for relief.

RELEASE OF PERSONNEL
46. The Incident Commander or his/her designee shall authorize release of personnel from all responding agencies.

POST OCCURRENCE REPORTINGS

47. Within thirty (30) days of any activation of the Plan, the Chief Executive Officer of the Requesting Agency shall
prepare or cause to be prepared, a memorandum including a summary of the facts and circumstances surrounding the
Incident, comments related to the effectiveness of the Plan and recommendations for modification of the Plan and submit
same for the review of the Executive Board of the Westchester County Chiefs of Police Association.

48. Within thirty (30) days of receipt of the aforementioned memorandum, the Executive Board of the Westchester County
Chiefs of Police Association will make a determination if modification to the Plan is necessary.

ANNUAL TRAINING

49. In order to maintain an appropriate level of readiness, annual training will be conducted.

ANNUAL REVIEW AND REVISION

50. A sub-committee of the Westchester County Chiefs of Police Association will review the Plan at least once a year and
formulate recommendations for revisions as the need arises.

Updated October 5, 2011
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WESTCHESTER COUNTY MUTUAL AID PLAN
HOTLINE WORKSHEET/CHECKLIST

I WCPD requesting Mutual Aid:

A. Alert Notification [Prepare Only]:
Station (number and jurisdiction) announcing an Alert Notification. A situation exists that may require a mutual aid
response. Specifically, there is a (nature of the incident). Departments in Zone __ should prepare to
dispatch the pre-arranged rapid response to this jurisdiction. NO NOT RESPOND AT THIS TIME!

B. Pre-Zone Response:
Station (number and jurisdiction) to the Westchester County Department of Public Safety, a situation exists
requiring a mutual aid Pre-Zone Response. Specifically, there is a (nature of incident) we are requesting
the Westchester County Department of Public Safety send its pre-arranged rapid response. The scene is located
at (specific address). The designated staging area is located at (specific address). At this time
(rank & name) is in command and the Command Post is located at (specific address).

C. Level One (1) Response [One Zone]:
Station (number and jurisdiction) to all stations on the Hot Line, a situation exists within this jurisdiction requiring a

mutual aid Level One (1) Response. Specifically, there is a (nature of incident) we are requesting rapid
response from Zone .

The scene is located at (specific address).

The designated staging area is located at (specific address). At this time (rank & name) is in
command and the Command Post is located at (specific address).

D. Level Two (2) Response [Two Zones]:
Station (number and jurisdiction) to all stations on the Hot Line, a situation exists within this jurisdiction requiring a

mutual aid Level 2 Response. Specifically, there is a (nature of incident) we are requesting rapid
response from Zones and . The scene is located at (specific address). The designated
staging area is located at (specific address). At this time (rank & name) is in command and the
Command Post is located at (specific address).

E. Level Three (3) Response [All Zones]:
Station (number and jurisdiction) to all stations on the Hot Line, A situation exists within this jurisdiction requiring a

mutual aid Level 3 Response. Specifically, there is a (nature of incident) we are requesting rapid
response from all Zones. The scene is located at (specific address). The designated staging area is
located at (specific address). At this time (rank & name) is in command and the Command Post is
located at (specific address).

F. Level Four (4) Response [All Zones]:
Station (number and jurisdiction) to all stations on the Hot Line, A situation exists within this jurisdiction requiring a

mutual aid Level 4 Response. Specifically, there is a (nature of incident) we are requesting all available
uniform personnel amounting to a delayed response from all Zones. The scene is located at (specific
address). The designated staging area is located at (specific address). At this time (rank & name)
is in command and the Command Post is located at (specific address).

L. Other Agency Requesting Mutual Aid:

WCPD Communications Personnel will:
Notify Desk Officer
Rebroadcast Hotline message for requesting Agency
Perform Roll-Call of responding Agencies (use check list on reverse side)
Document number of responding personnel from each Agency along with specialized equipment if any (use check
list on reverse side)
5. Provide total numbers to requesting Agency (use check list on reverse side).
Act as liaison for requesting Agency by answering questions, providing directions etc.

POON= >
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STATION # OFFICERS SPECIAL
ZONE | NUMBER MUNICIPALITY PHONE RESPONDING | EQUIPMENT NOTES
3 CROTON-ON-HUDSON 271-5177
4 PEEKSKILL 737-8000
5 YORKTOWN 962-4141
10 BEDFORD 241-3111
11 MT KISCO 666-5146
A 12 NEW CASTLE 238-4422
14 VILLAGE OF OSSINING 941-5700
15 BRIARCLIFF MANOR 941-2130
16 MT PLEASANT 769-1941
17 PLEASANTVILLE 769-1500
18 SLEEPY HOLLOW 631-0800
19 NORTH CASTLE 273-9500
20 GREENBURGH 682-5300
21 TARRYTOWN 631-5544
22 ELMSFORD 592-8383
23 IRVINGTON 591-8080
B 24 DOBBS FERRY 693-5500
25 ARDSLEY 693-1700
26 HASTINGS-ON-HUDSON 478-2344
27 SCARSDALE 722-1200
28 WHITE PLAINS 422-6000
29 YONKERS 377-7777
30 HARRISON 967-5111
31 RYE 967-1234
32 RYE BROOK 937-1020
33 PORT CHESTER 939-1000
34 TOWN OF MAMARONECK 381-6100
35 VILLAGE OF MAMARONECK 777-1122
36 LARCHMONT 834-1000
c 37 NEW ROCHELLE 654-2300
38 EASTCHESTER 961-3464
39 TUCKAHOE 961-4800
40 BRONXVILLE 337-0500
4 MT VERNON 664-3838
42 PELHAM 738-2800
43 PELHAM MANOR 738-1000
44 SUNY PURCHASE 251-6900
45 WESTCHESTER COUNTY DPS 864-7600
46 NYSP-HAWTHORNE (TMC) 769-2600
47 NYSP-TARRYTOWN 524-0223
48 DEP 245-6694
ALL 49 MTA 212-878-1000
50 CARMEL 628-1300
51 GREENWICH 203-622-8006
52 FBI 989-6000
53 WESTCHESTER COUNTY DOC |  231-1220
54 WESTCHESTER COUNTY DA 995-3459
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Appendix G

Incident Command System Planning

This appendix contains forms for incident command system (ICS) planning.

ICS Forms can also be found at the following website:

http://training.fema.gov/EMIWeb/IS/ICSResource/ICSResCntr Forms.htm

Note: A copy of completed ICS Forms should also be distributed to the COML.

ICS no. Form ‘ Typically Completed By:

ICS 201 Incident Briefing Initial Incident Commander

ICS 202 Incident Objectives Planning Section Chief

1CS 203 Organization Assignment List Resources Unit Leader

ICS 204 Assignment List lsieecst(i)glc?hgflit Leader and Operations
ICS 205 Incident Radio Communications Plan Communications Unit Leader

1CS 206 Medical Plan g/[g“ﬁ:?)l Unit Leader (reviewed by Safety
1CS 207 Incident Organization Chart Resources Unit Leader

ICS 209 Incident Status Summary Situation Unit Leader

1CS 210 Resource Status Change Communications Unit Leader

ICS 211 Incident Check-In List Resources Unit/Check-In Recorder
1CS 213 General Message Any Message Originator

ICS 214 Activity Log All Sections and Units

ICS 215 Operational Planning Worksheet Operations Section Chief

ICS 215A Incident Action Plan Safety Analysis Safety Officer

ICS 216 Radio Requirements Worksheet Communications Unit Leader

IC@ 217 Radio Frequency Assignment Worksheet Communications Unit Leader

ICS 218 Support Vehicle/Equipment Inventory Ground Support Unit

ICS 219-2 Crew Card Communication Unit Leader

ICS 2194 Crew Card (Helicopter) Situation Unit Leader

ICS 219-6 Crew Card (Aircraft) Situation Unit Leader

ICS 219-7 Crew Card (Dozer) Situation Unit Leader

ICS 220 Air Operations Summary Worksheet gge;rczité;)ns Section Chief or Air Branch
ICS 221 Demobilization Check-Out Demobilization Unit Leader

ICS 226 Individual Personnel Rating Supervisor at the incident

ICS 308 Resource Order Form (Example) Resources Unit Leader
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Instructions for Completing the Incident Briefing (ICS 201 Form)

N ITEM TITLE INSTRUCTIONS

1 Incident Name Print the name assigned to the incident.

2 Date Prepared Enter date prepared (month, day, year).

3 Time Prepared Enter time prepared (24-hour clock).
Show perimeter and control lines, resources assignments, incident

4 Map Sketch facilities, and other special; information on a sketch map or attached to
the topographic or orthophoto map.

5 Resources Summar Enter the following information about the resources allocated to the

Y| incident. Enter the number and type of resource ordered.
6 Resources Ordered Enter the number and type of resource ordered.
7 Resource Enter the agency three letter designator, S/T, Kind/Type and resource
Identification designator.

8 ETA/On Scene Enter 'ﬂle estlmett’ed arrival time aqd place the arrival time or a checkmark
in the “on scene” column upon arrival.

9 Location/Assignment | Enter the assigned location of the resource and/or the actual assignment.

10 Current Oreanization Enter on the organization chart the names of the individuals assigned to

& each position. Modify the chart as necessary.
11 Sun}mary of Current Enter the name and position of the person completing the form.
Actions
12 Prepared By Enter Name and position of the person completing the form.
*Note Additional pages maybe to ICS Form 201 if needed.

Purpose: The Incident Briefing form provides the Incident Commander (and the Command and
General Staffs assuming command of the incident) with basic information regarding the incident
situation and the resources allocated to the incident. It also serves as a permanent record of the initial
response to the incident.

Preparation: The briefing form is prepared by the Incident Commander for presentation to the
incoming Incident Commander along with a more detailed oral briefing. Proper symbology should be
used when preparing a map of the incident.

Distribution: After the initial briefing of the Incident Commander and General Staff members, the
Incident Briefing is duplicated and distributed to the Command Staff, Section Chiefs, Branch
Directors, Division/Group Supervisors, and appropriate Planning and Logistic Section Unit Leaders.
The sketch map and summary of current action Resources Summary portion are given to the
Resources Unit.
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INCIDENT BRIEFING 1. Incident Name 2. Date Prepared 3. Time Prepared

4. Map Sketch

ICS 201

Page 1 of 4 5. Prepared by (Name and Position)
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6. Summary of Current Actions

ICS 201 Page 2
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7. Current Organization

ICS 201 Page 3
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8. Resources Summary

Resources Ordered Resource Identification ETA | On Scene Location/Assignment

ICS 201 Page 4
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ICS Form 202

INCIDENT OBJECTIVES L INCIDENT NAME 2. DATE 3. TIME

4. OPERATIONAL PERIOD (DATE/TIME)

5. GENERAL CONTROL OBJECTIVES FOR THE INCIDENT (INCLUDE ALTERNATIVES)

6. WEATHER FORECAST FOR OPERATIONAL PERIOD

7. GENERAL SAFETY MESSAGE

8. Attachments (M if attached)

O Organization List (ICS 203) [0 Medical Plan (ICS 206) O Weather Forecast
O Assignment List (ICS 204) [ Incident Map O
[0 Communications Plan (ICS 205) [ Traffic Plan O

9. PREPARED BY (PLANNING SECTION CHIEF) 10. APPROVED BY (INCIDENT COMMANDER)
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ORGANIZATION ASSIGMENT LIST

1. INCIDENT NAME 2. DATE PREPARED

3. TIME PREPARED

POSITION NAME

5. INCIDENT COMMAND AND STAFF

4. OPERATIONAL PERIOD (DATE/TIME)

9. OPERATIONS SECTION

INCIDENT COMMANDER

DEPUTY

SAFETY OFFICER

INFORMATION OFFICER

LIAISON OFFICER

6. AGENCY REPRESENTATIVES

AGENCY NAME

7. PLANNING SECTION

CHIEF

DEPUTY

RESOURCES UNIT

SITUATION UNIT

DOCUMENTATION UNIT

DEMOBILIZATION UNIT

TECHNICAL SPECIALISTS

8. LOGISTICS SECTION

CHIEF

DEPUTY

a. SUPPORT BRANCH

DIRECTOR

SUPPLY UNIT

FACILITIES UNIT

CHIEF

DEPUTY

a. BRANCH I- DIVISION/GROUPS

BRANCH DIRECTOR

DEPUTY

DIVISION/GROUP

DIVISION/ GROUP

DIVISION/ GROUP

DIVISION/GROUP

DIVISION /GROUP

b. BRANCH II- DIVISIONS/GROUPS

BRANCH DIRECTOR

DEPUTY

DIVISION/GROUP

DIVISION/GROUP

DIVISION/GROUP

DIVISION/GROUP

c. BRANCH lll- DIVISIONS/GROUPS

BRANCH DIRECTOR

DEPUTY

DIVISION/GROUP

DIVISION/GROUP

DIVISION/GROUP

d. AIR OPERATIONS BRANCH

AIR OPERATIONS BR. DIR.

AIR TACTICAL GROUP SUP.

AIR SUPPORT GROUP SUP.

HELICOPTER COORDINATOR

AIR TANKER/FIXED WING CRD.

GROUND SUPPORT UNIT

10. FINANCE/ADMINISTRATION SECTION

b. SERVICE BRANCH

DIRECTOR

COMMUNICATIONS UNIT

MEDICAL UNIT

FOOD UNIT

CHIEF

DEPUTY

TIME UNIT

PROCUREMENT UNIT

COMPENSATION/CLAIMS UNIT

COST UNIT

PREPARED BY (RESOURCES UNIT)
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Sample Assignment List, ICS Form 204

1. BRANCH 2. DIVISION/GROUP ASSIGNMENT LIST
3. INCIDENT NAME 4. OPERATIONAL PERIOD
DATE TIME
5. OPERATIONAL PERSONNEL
OPERATIONS CHIEF DIVISION/GROUP SUPERVISOR
BRANCH DIRECTOR AIR TACTICAL GROUP SUPERVISOR
6. RESOURCES ASSIGNED TO THIS PERIOD
DROP

STRIKE TEAM/TASK FORCE/ ﬂga"ggﬁs Lgéggb I';!IF/}'(I':JNTE OFF

RESOURCE DESIGNATOR | EMT LEADER : PT.TIME
7. CONTROL OPERATIONS
8. SPECIAL INSTRUCTIONS

9. DIVISION/GROUP COMMUNICATIONS SUMMARY
FUNCTION FREQ. | SYSTEM | CHAN. | FUNCTION FREQ. | SYSTEM CHAN.
LOCAL LOCAL
COMMAND SUPPORT
REPEAT REPEAT

DIV./.GROUP GROUND
TACTICAL TO AIR
PREPARED BY (RESOURCE UNIT LEADER) APPROVED BY (PLANNING SECT. CH.) DATE TIME
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Instructions for Completing the Incident Radio Communications Plan (ICS 205 Form)

ITEM NO. ITEM TITLE INSTRUCTIONS
1 Incident Name Print the name assigned to the incident.
Date/Time .
2 Prepared Enter date (month, day, year) and time prepared (24-hour clock).
3 Operational Period | Enger the date and time. Interval for which the Radio Communications
Date/Time Plan applies. Record the start time and end time and include date(s).
Basic Radio
4 Channel Enter the radio cache system(s) assigned and used on the incident
Utilization (e.g., Boise Cache, FIREARMS, Region 5 Emergency Cache, etc).
System/Cache
5 Channel Number Enter the radio channel numbers assigned.
. Enter the function each channel number is assigned (i.e., command,
6 Function o . .
support, division tactical, and ground-to-air).
7 Frequenc Enter the radio frequency tone number assigned to each specified
q y function (e.g., 153.400).
] Assionment Enter the ICS organization assigned to each of the designated
g frequencies (e.g., Branch I, Division A).
9 Remarks Thls §ect10n should include narrative information regarding special
situations
10 Prepared By ]fi)lﬁi:lr the name of the Communications Unit Leader preparing the

Purpose: The Incident Radio Communications Plan provides in one location information on all radio frequencies
assignments for each operational period. The plan is a summary of information obtained from the Radio
Requirement Worksheet (ICS Form 216) and the Radio Frequency Assignment Worksheet (ICS Form 217).
Information from the Radio Communications Plan on frequency assignment is normally placed on the
appropriate Assignment List (ICS Form 204).

Preparation: The Incident Radio Communications Plan is prepared by the Communications Unit Leader and
given to the Planning Section Chief.

Distribution: The Incident Radio Communications Plan is duplicated and given to all recipients of the Incident
Objectives form including the Incident Communications Center. Information from the plan is placed on

Assignment List.




Archived File - May Not Be ADA Compliant

Incident Communications Plan, ICS Form 205

1. Incident Name 2. Date/Time Prepared 3. Ope_rational Period
INCIDENT RADIO COMMUNICATIONS PLAN Date/Time

4. Basic Radio Channel Utilization
System/Cache Channel Function Frequency/Tone Assignment Remarks

5. Prepared by (Communications Unit)
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Medical Plan, ICS Form 206

1. Incident Name 2. Date Prepared 3. Time Prepared 4. Operational Period
MEDICAL PLAN
5. Incident Medical Aid Station
Medical Aid Stations Location Paramedics
Yes No
6. Transportation
A. Ambulance Services
Name Address Phone Paramedics
Yes No
B. Incident Ambulances
. Paramedics
Name Location Yes No
7. Hospitals
Travel Time Helipad Burn Center
Name Address Air Ground Phone Yes No Yes No

8. Medical Emergency Procedures

Prepared by (Medical Unit Leader) 10. Reviewed by (Safety Officer)
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Organization Chart, ICS Form 207

Incdent Commander
Siley Offcer Incident Name
Liaison Officer or Agency Re presentative Operational Period
Date Time
Information Officer
. |
Operations Section Chief Planning Section Chief Logistics Section Chief Finance Secton Chief
Staging AreaManager
Communications Unit Leader | Supply Uni Leader
Branch Direclor Branch Direclor Air Operations Direclor Resources Unt Leader
Time Unit Leader
MidcalibALasis Facilfies Unit Leader
Divisi Divisi p Supervisor Alr Supp ort Supevisor Air Attack Supervisor Situetion Unit Le-ader —
Procurement Unit Leader
) Food Unt Leader Greund Support UnitLeader
Dision/Group Sup Divsion/Group Sup Helbase Manager Hellcopter Coordinator Demcbifzation Unt Leader I
— — — 1
Comp/Claims Unit Leader
I Security Urit Leader
isi i isi & | | Documentation Unit Leader
Diision/Group Supervior Division/Group Supervisor Helispot Manager Air Tanker Coordinator ||
Cost Unit Leader

Divsion/Group Supervior Division/Group Supervisor | Fixed Wing Base Coordinalor Technical Specalsts
Division/Group Superv Division/Group Supervisor

ICS 207 NFES 1332



Archived File - May Not Be ADA Compliant

Incident Status Summary, ICS Form 209

INCIDENT STATUS SUMMARY
FS-5100-11
1. Date/Time 2. Initial O | 3. Incident Name 4. Incident Number
Update [
Final O
5. Incident Commander 6. Jurisdiction 7. County 8. Type incident 9. Location 10. Started Date/Time
14. Expected Containment 15. Estimated Controlled 16. Declared Controlled
11. Cause 12. Area Involved 13. % Controlled ] ) .
Date/Time Date/Time Date/Time
17. Current Threat 18. Control Problems
19. Est. Loss 20. Est. Savings 21. Injuries Deaths 22. Line Built 23. Line to Build
24. Current Weather 25. Predicted Weather 26. Cost to Date 27. Est. Total Cost
WS Temp WS Temp
WD RH WD RH
28. Agencies
Resources Totals
Kind of Resource R|ST|R|ST|R|ST|R|ST|R|ST|R|ST|R|ST|R|ST|R|ST|R]| ST
ENGINES
DOZERS
CREWS Number of Crews:
Number of Crew Personnel:
HELICOPTERS
AIR TANKERS
TRUCK COS.
RESCUE/MED.
WATER TENDERS
OVERHEAD PERSONNEL
TOTAL PERSONNEL
30. Cooperating Agencies
31. Remarks
32. Prepared by 33. Approved by 34. Sent to:
Date Time By
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Status Change Card, ICS Form 210

DESIGNATOR
NAME/ ID. NO.

STATUS |

[C]ASSIGNED [CJAVAILABLE [Jo/s REST
[Jo/s MECHANICAL [CJo/s MANNING

ETR (O/S= Out of Service)

FROM | LOCATION TO

DIVISION/GROUP

STAGING AREA

BASE/ICP

CAMP

ENROUTE ETA

HOME AGENCY
MESSAGES

RESTAT

TIME PROCESS[]
ICS STATUS CHANGE CARD
FORM

210 6/83 NFES 1334




Archived File - May Not Be ADA Compliant

Check-In List, ICS Form 211

INCIDENT CHECK-IN LIST 1. Incident Name 2. Check-In Location (complete all that apply) 3. Date
/Time
Check one: [ Base O Camp |0 Staging Area| [JICP Restat | [ Helibase
[ Personnel [ Handcrew
[ Engines [ Dozers
[ Helicopters [ Aircraft
[ Misc.
Check-In Information
4(.)é4isl Personnel (overhead) by Agency & Namd|5. 6. 7. 8. 9. 10. 11. 12. 13. 14. 16. 16.

List equipment by the following format:

Order/Request| Date/ Time | Leader’s Total No. Manifest [ Crew or Home | Departure| Method of Incident Other Sent to
Number. Check-In Name Personnel Individual’s|  Base Point Travel Assignment Quals RESTAT
Agency | Single | Kind | Type LD.No Yes No Weight Time/Int

/Name

17. Prepared by (Name and Position) Use back for remarks or comments

Page _ of
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General Message, ICS Form 213

GENERAL MESSAGE
TO: POSITION:
FROM: POSITION:
SUBJECT: DATE: TIME:
MESSAGE:
SIGNATURE: POSITION:
REPLY:
DATE: TIME: SIGNATURE/POSITION:
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Unit Log, ICS Form 214
1. Incident Name 2. Date Prepared 3. Time Prepared
UNIT LOG
4. Unit Name/Designators 5. Unit Leader (Name and Position) 6. Operational Period
7. Personnel Roster Assigned
Name ICS Position Home Base
8. Activity Log
Time Major Events

9. Prepared by (Name and Position)
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Operational Planning Worksheet, ICS Form 215

1. Incident Name 2. Date Prepared 3. Operational Period
(Date/Time)

OPERATIONAL PLANNING Time Prepared
WORKSHEET

4. 5. Resource by Type 6. 7.

Show Strike Teamas S .
Division/ Work Assignments ¢ T Reporting Requested
Group or Location Arrival

Other Time
Location 1 23| 41|1 2| 3] 4 1 2| 3| 4 1 2| 3] 4

Req

Have

Need

Req

Have

Need

Req

Have

Need

9 Req

Total Resources -
Single Have

Need

Req Prepared by
(Name & Position)

Total Resources -
Strike Teams

Have

Need
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Incident Action Plan Safety Analysis, ICS Form 215A

INCIDENT ACTION PLAN SAFETY 1. Incident Name 2. Date 3. Time
ANALYSIS

Mitigations (e.g., PPE, buddy system,

Division or Group Potential Hazards escape routes)

Bl B| Bl B| B| 8| B| ®
«© © © © «© © © ©
N N N H N N H N
[} [1+] [1+] [} [1+] [1+]
I I I I I I I I
P e Y e P e e P
o o o o o (<] o (<]
[ (] (] [ [ (] (] (]
(=3 Q. Qo Q. (=3 Q. Q. Qo
> > > > > > > >
(- - - - (- - - -

Prepared by (Name and Position)
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Radio Requirements Worksheet, ICS Form 216

RADIO REQUIREMENTS 1. Incident Name 2. Date 3. Time
WORKSHEET

4. Branch 5. Agency 6. Operational Period | 7. Tactical Frequency
8. Division/Group Division/Group Division/Group

Agency Agency Agency

9.Agency | ID No. Radio Requirements Agency ID No. | Radio Requirements || Agency ID No. Radio Requirements

Page G-8 of 10. Prepared by (Name and Position)
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Archived File - May Not Be ADA Compliant

Card Stock - Green (Crew), ICS Form 219-2

GEREEN CARD STOCK (CREW)

AGENCY ST KIND | TYPE 1.0, NO. AGEMCY TF| KIND | TYPE 1.0, NOLMAME
I |
| |
I [
ORDER/REQUEST NO. DATE/TIME CHECK IN |
INCIDENT LOGATION | TIME
HOME BASE
STATUS
|| AssiGNED |_|ovs resT [ ovs PeRS.
AVAILABLE /S MECH Llemr
DEPARTURE POINT O 0 0
NOTE
LEADER NAME
INCIDENT LOCATION TIME
CREW ID NO/NAME (FOR STRIKE TEAMS)
STATUS
[] assicnen [Jos rest [Jors pers.
[ avaiLasLe [Cors mecH (e
NOTE
NO. PERSONNEL MANIFEST WEIGHT
INCIDENT LOCATION TIME
[ ves [ ne
METHOD OF TRAVEL
] own Heus O ar STATUS
[] assiGNED [TJovs resT [ |ovs PERS.
OTHER
] avaiLasLe [losmecH Llem
DESTINATION POINT ETA
NOTE
TRANSPORTATION NEEDS
INCIDENT LOCATION TIME
[Jown [eus ] ar
OTHER
ORDERED DATE/TIME CONFIRMED DATE/TIME STATUS
[] assiGNED ["]ovs resT []ors PERS.
REMARKS
[[] avaiLasLE [ois mech Cemr
NOTE
ICS 219-2 (Rev. 4/82) CREW NFES 1344 U5, GPO: 1990-794-001
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Card Stock - Blue (Helicopter), ICS Form 219-4

BLUE CARD STOCK (HELICOPTER)

AGENCY sT KIND | TYPE 1.D. NO. AGENCY TYPE | MANUFAGTURER 1.D. NO.
|
|
|
ORDER/REQUEST NO DATE/TIME CHECK IN
INCIDENT LOCATION TIME
HOME BASE
STATUS
[] AssIGNED [] oisRresT [] orsPERS.
DEPARTURE POINT ] AvAILABLE ] ois mecH [ e
NOTE
PILOT NAME
INGIDENT LOCATION TIME
DESTINATION POINT ETA
STATUS
["] AssiGNED [] orsresT [] orsPERs.
REMARKS [ avaiLasLe [ ois MECH [ ewr
NOTE
INCIDENT LOCATION
INCIDENT LOCATION TIME
STATUS
[] ASSIGNED [] oisReEST [] osPeRrs
STATUS
[[] avaiLaBLE [ ors mecH [ emr ] ASSIGNED [] o)sresT [] ors PERs.
NOTE [J avaiLasLe [] ors mecH [J emw
NOTE
INCIDENT LOCATION TIME
INCIDENT LOGATION TIME
STATUS
[] AssIGNED [] oisRresT [] oisPERS STATUS
[] AssiGNED [] oisResT [] orsPERS.
] avaiLaBLE [ ois MeCH [] e
NoTE [] avaiLasLE [] ors MECH [] er
NOTE
ICS 219-4 (Rev. 4/82) HELICOPTER NFES 1346 *U.S. GPO; 1986-594-771 NFES 1346
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Card Stock - Orange (Aircraft), ICS Form 219-6

ORANGE CARD STOCK (AIRCRAFT)

AGENCY TYPE | MANUFACTURER 1.D. NO. AGENCY TYPE | MANUFACTURER 1.D. NO.
NAME/NO.
ORDER/REQUEST NO. DATE/TIME CHECK IN
INCIDENT LOCATION TIME
HOME BASE
STATUS
[] ASSIGNED [] orsResT [Jois PERS
DATE TIME RELEASED [ avaiasLe [ ors mecH et
NOTE
INCIDENT LOCATION TIME
INCIDENT LOCATION TIME
STATUS
[T] ASSIGNED [] orsResT [] ors PeRs.
STATUS
L avaiasLe [ osmech Ler [] AssiGNED [[] oisResT [JorsPERS.
NOTE [ avaiLaeLE [ ors MecH Oemr
NOTE
INCIDENT LOCATION TIME
INCIDENT LOCATION TIME
STATUS
[ ] ASSIGNED [ ] ors ReST [ ] ors PERS,
] AVAILABLE ] ors MECH CJetr STATUS
["] AssiGNED [] oisResT []ors PERS.
NOTE
[] AvaILABLE [ ors mecH Jemr
NOTE
INCIDENT LOCATION TIME
INCIDENT LOCATION TIME
STATUS
[] ASSIGNED []ors REST ] ors PERS.
] AvaiLaBLE [] ors MeCH CJemwr STATUS
NOTE [] AssiGNED [] orsResT [] ors PeRs.
[ AvaiLaBLE [ ors mecH [emr
NOTE
ICS 219-6 (4/82) AIRCRAFT *U.S. GPO: 695-162-1986 NFES 1348




Archived File - May Not Be ADA Compliant

Card Stock - Yellow (Dozer), ICS Form 219-7

YELLOW CARD STOCK (DOZERS)

AGENCY ST TF | KIND | TYPE 1.D. NO. AGENCY ST TF | KIND | TYPE 1.D. NO.
| |
I I
I I
ORDER/REQUEST NO DATE/TIME CHECK IN |
INGIDENT LOCATION TIME
HOME BASE
STATUS
[] AssiGNED [“JoisResT ["]ors PERs.
[] AvaiLABLE [Jors mecH CJetr
DEPARTURE POINT
NOTE
LEADER NAME
INCIDENT LOCATION TIME
RESOURCE ID. NO.S/NAMES
STATUS
[] ASSIGNED [JorsResT [Jors PERS.
[] AvaiLABLE [Jors mecH [lemr
NOTE
DESTINATION POINT ETA
INGIDENT LOCATION TIME
REMARKS
STATUS
[] AssiGNED [JorsresT [“]ors PERs.
] avaiLasLE [Jors mecH Cetr
NOTE
INCIDENT LOCATION TIME
INCIDENT LOCATION TIME
STATUS
] AssIGNED [Jois REST [Jors PERS.
[] avaiLaBLE [Jors MECH [Tetr STATUS
ASSIGNED 0/S REST OIS PERS.
NOTE J U U
] avaiLABLE [“lorsmecH Cerr
NOTE
ICS 219-7 (Rev. 4/82) DOZERS NFES 1349 *U.S. GPO: 1990-794-006
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Air Operations Summary, ICS Form 220

1. lncident Name Helbases

AIR O PERATIO NS SUMMARY Fixed Wing Bases

4. Personnel and Name A Air ArGround |5. Remarks (Spec. Instructions, Safety Notes,
Communic a tions FHequency HRequency Ha zard s, Prio ritie s)
AirOperations
Diector

AirAttack Supewisor

Helicopter
Coordinator

AirTanker
Coordinator

6. 7. 8. Fxed Wing 9. Helicopters |10. Time 11 Aicraft |[12. Operating
Io c ation/Func tion Assignment Assigned Base

No. | Bpe No. TBpe |Avaiable|Commence

13. Btals

14. ArOperations Support Eyuipment 15. Prepared by (inc lude Date and Time)
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Instructions for completing the Demobilization Checkout (ICS Form 221)

Prior to actual Demob Planning Section (Demob Unit) should check with the Command Staff (Liaison Officer)
to determine any agency-specific needs related to demob and release. If any, add to line Number 11.

Item No. Item Title Instructions

1. Incident Name/No. Enter Name and/or Number of Incident.

2. Date & Time Enter Date and Time prepared.

3. Demob. No. Enter Agency Request Number, Order Number, or Agency Demob

Number if applicable

4. Unit/Personnel Enter appropriate vehicle or Strike Team/Task Force ID Number(s) and
Released Leader’s name or individual overhead or staff personnel being released.

5. Transportation Enter Method and vehicle ID number for transportation back to home

unit. Enter N/A if own transportation is provided. Additional specific
details should be included in Remarks, block # 12.

6. Actual Release To be completed at conclusion of Demob at time of actual release from
Date/Time incident. Would normally be last item of form to be completed
7. Manifest Mark appropriate box. If yes, enter manifest number. Some agencies

require a manifest for air travel.

8. Destination Enter the location to which Unit or personnel have been released. i.e.
Area, Region, Home Base, Airport, Mobilization Center, etc.

9. Area / Agenc}’ Identify the Area, Agency, or Region notified and enter date and time
/ Region Notified of notification.
10. Unit Leader Self-explanatory. Not all agencies require these ratings.
Responsible for
Collecting Performance
Ratings
11. Resource Supervision Demob Unit Leader will identify with a check in the box to the left of

those units requiring check-out. Identified Unit Leaders are to initial to
the right to indicate release.

12. Remarks Any additional information pertaining to demob or release.

13. Prepared by Enter the name of the person who prepared this Demobilization
Checkout, including the Date and Time.
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Demobilization Checkout, ICS Form 221

DEMOBILIZATION CHECKOUT

1. Incident Name/Number 2. Date/Time 3. Demob. No.

4, Unit/Personnel Released

5. Transportation Type/No.

6. Actual Release Date/Time 7. Manifest? ] Yes [1 No Number

8. Destination 9. Notified: [0 Agency O Region O Area O Dispatch

Name:

Date:

10. Unit Leader Responsible for Collecting Performance Rating

11. Unit/Personnel

You and your resources have been released subject to sign off from the following:
Demoh. Unit Leader check the appropriate box

Logistics Section
O Supply Unit
(] Communications Unit
| Facilities Unit

O Ground Support Unit Leader

Planning Section

(] Documentation Unit

Finance Section

(] Time Unit

Other

O

O

Remarks

13. Prepared by (include Date and Time)
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Instructions for Completing the Demobilization Checkout (ICS Form 221)

Prior to actual demobilization, Planning Section (Demobilization Unit) should check with the Command Staff
(Liaison Officer) to determine any agency-specific needs related to demobilization and release. If any, add to
line Number 11.

Item No. Item Title Instructions
1. Incident Name/No. Enter Name and/or Number of Incident.
2. Date / Time Enter Date and Time prepared.
3. Demob. No. Enter Agency Request Number, Order Number, or Agency Demob
Number if applicable
4. Unit/Personnel Enter appropriate vehicle or Strike Team/Task Force ID Number(s) and
Released Leader’s name or individual overhead or staff personnel being released.
5. Transportation Method and vehicle ID Number for transportation back to home unit.
Type/No. Enter N/A if own transportation is provided. *Additional specific
details should be included in Remarks, block # 12.
6. Actual Release To be completed at conclusion of demobilization at time of actual
Date/Time release from incident. Would normally be last item of form to be
completed
7. Manifest Mark appropriate box. If yes, enter manifest number. Some agencies

require a manifest for air travel.

8. Destination Enter the location to which Unit or personnel have been released. i.e.
Area, Region, Home Base, Airport, Mobilization Center, etc.

9. Area./ Agenc}’ Identify the Area, Agency, or Region notified and enter date and time
/Region Notified of notification.
10. Unit Leader Self-explanatory. Please note, not all agencies require these ratings.

Responsible for
Collecting Performance
Ratings

11. Unit/Personnel Demob Unit Leader will identify with a check in the box to the left of
those units requiring check-out. Identified Unit Leaders are to initial to
the right to indicate release.

12. Remarks Any additional information pertaining to demobilization or release.
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Demobilization Checkout, ICS Form 221, Page 1

DEMOBILIZATION CHECKOUT ICS-221

1. INCIDENT NAME/NUMBER 2. DATE/TIME 3. DEMOB NO.

4. UNIT/PERSONNEL RELEASED

5. TRANSPORTATION TYPE/NO.

6. ACTUAL RELEASE DATE/TIME 7.MANIFEST YES NO
NUMBER

8. DESTINATION 9. AREA/AGENCY/REGION NOTIFIED
NAME
DATE

10. UNIT LEADER RESPONSIBLE FOR COLLECTING PERFORMANCE RATING

11. UNIT/PERSONNEL YOU AND YOUR RESOURCES HAVE BEEN RELEASED SUBJECT TO SIGNOFF FROM THE FOLLOWING:

(DEMOB. UNIT LEADER CHECK\/ APPROPRIATE BOX)
LOGISTICS SECTION

[] SUPPLY UNIT

[] COMMUNICATIONS UNIT

["] FACILITIES UNIT

"] GROUND SUPPORT UNIT LEADER

PLANNING SECTION

] DOCUMENTATION UNIT

FINANCE/ADMINISTRATION SECTION

] TIME UNIT

OTHER
O

O

12. REMARKS

221 ICS 1/83

NFES 1353 INSTRUCTIONS ON BACK
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Individual Personnel Rating, ICS Form 226

INDIVIDUAL PERFORMANCE RATING

INSTRUCTIONS: The immediate supervisor will prepara this form for a subordinate

person. Rating will be

d with the individual who will sign and date the form.

The completed rating will be given to the Planning Section Chief bafore the rater

leaves the incident.

1. NAME

2. INCIDENT NAME AND NUMBER

START DATE OF INCIDENT

3. HOME UNIT ADDRESS

4. INCIDENT AGENCY AND ADDRESS

3. DATE OF ASSIGNMENT

5. POSITION HELD ON INCIDENT | €. TRAINEE POSITION 7. INCIDENT COMPLEXITY
[Jyes [] no O O Ow | From: T0:
PERFORMANCE LEVEL
List the main duties from the Position Checklist, on which the = o 5 -
position will be rated. =3 5 = 2
g‘ﬂ ﬁ i -1 'g ]
=
Enter X under the appropriate col indicating the individuals level .2.; g . g 3§
of performance for each duty listed. g = g § 4 a3a
as 5
T8
EXPLAIN IN REMARKS -
10. REMARKS
1. THIS RATING HAS BEEN DISCUSSED WITH ME (Signature of individual being rated ) 12. DATE
13. RATED BY (Signature) 14, HOME UNIT 15. POSITION HELD ON THIS INCIDENT | 18, DATE

*y.5. GPO: 1991-594-696/40141

NFES 2074

1CS FORM 226 (6/89)
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ICS Form 308, Resource Order Form — Example

/4 INITIAL | 2. INCIDENT/PROJECT NAME 3, INCIDENT /PROJECT ORDER NUMBER 4, OFFICE REFERENCE NUMBER
!
g o RESOURCE ORDER | puremme
= | - Mormon Cricket #1 10-03-E6-1234 -APHIS-I4
% o | Personnel 04-05-03 HPRy ATt
w
g 3 |5. DESCRIPTIVE LOCATION/RESPONSE AREA|6. SEC. | N | RNG lBese MOM| 8. INCIDENT BASE/PHONE NUMBER 9, ,}%@%rg&ﬂoofurgasucv
= . | Southern Elmore Count il 10. ORDERING OFFICE
5 ﬁ Y 7. MAP REFERENCE 208-123-4567 1D Dept of Ag.
é 7 [11. AIRCRAFT INFORMATION LAT. LONG
£ ; [ BEARING | DISTANCE | BASE OR OMNI JAIR CONTACT| FREQUENCY | Ground Contact| FREQUENCY | RELOAD BASE | OTHER AIRCRAFT/IHAZARDS
g 2
S 3
£ 4
12 Q Needed : o 9
Ordered | & e Deliver| < | Agency <0/| RELEASED | &%
Request ) < T | RESOURCE REQUESTED T RESOURCE ASSIGNED | < QA
Number | DateTime| % o | paermime| o | 4| "™ | S ome | 0 |/€
04705 | 1% : 0407 [ |T ™' | 1030 | PPQ | Bill Paxton osod =
0-1 1000 :'413- 1 Entomologist 1200 |taken |C Davis 05 1030
04/05 [1% ; 04-07 [T |7 potes PPQ : = [
0-2 1000 ity 1 Entomologist 1200 "::I e pauis | 1030 o Martha Hill iy
04/06 107 Frays ; 04-08 T. Pole/ PPQ iR I [
. |1310 5
0-3 1300 |7 1 | Operations S.C. 0800 ICP ¢ pauis 2= Brent Woods :‘;‘:eri .
=] [
] L]
] [
] [
] L]
[ [
] [
= ]
13. ORDER RELAYED ACTION TAKEN ORDER RELAYED ACTION TAKEN
Req.No.| Date | Time ToiFrom Req. Mo. | Date | Time TolFrom
0-1/2|04/05|1030 |T Pole/C. Davis | pequest filled. ETA 04-07 Will be met in BOI by Kelly
1030 UA 235 departs LAX Phone#: 208-344-7825.
0800 arrives BOI 1100. Plane. 04/ 05| 1030 M. Smith/ T.Pole | Relayed. Confirmed phone #.
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o

=
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:
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Appendix| Reference Materials

SAFECOM

http://www.safecomprogram.gov

The National Emergency Communications Plan (NECP) is a strategic plan that sets goals and
identifies key national priorities to enhance governance, planning, technology, training and
exercises, and disaster communications capabilities. The NECP provides recommendations,
including milestones, to help emergency response providers and relevant government
officials make measurable improvements in emergency communications over the next three
years.

National Public Safety Telecommunications Council (NPSTC)
http://www.npstc.org

The National Interoperability Field Operations Guide (NIFOG) is a collection of technical
reference material for radio technicians responsible for radios that will be used in disaster
response applications. The NIFOG includes information from the National Interoperability
Frequency Guide (NIFG), the instructions for use of the NIFG, and other reference material;
formatted as a pocket-sized guide for radio technicians to carry with them.

Federal Emergency Management Agency (FEMA)

http://www.fema.gov

The Department of Homeland Security Target Capability List (TCL describes the capabilities
related to the four homeland security mission areas: Prevent, Protect, Respond, and Recover.
It defines and provides the basis for assessing preparedness. It also establishes national
guidance for preparing the Nation for major all-hazards events, such as those defined by the
National Planning Scenarios.

New York State Division of Homeland Security and Emergency Services

http://www.dhses.ny.gov/

The New York State Statewide Communications Interoperability Plan (SCIP) is a strategic
plan providing a framework to identify strategic initiatives to enhance emergency
communications interoperability. New York State has an approved SCIP that addresses
designated critical elements for statewide interoperability and a process to frequently update
the SCIP as progress is made and new initiatives emerge.

http://www.dhses.ny.gov/oiec/interoperability-plans/
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AppendixJ Glossary

Item/Acronym  Definition

Audio bridge used in fixed and mobile configurations. Requires radio
ACU-1000 from each connected communications system. Gateway device used to
link disparate radio systems.

AM Administrative Manager

Audio Bridge Slct)enrr(l)zcetrsa tfi({ili;Wire audio from disparate radio systems to provide
CASM Communication Assets Survey and Mapping

CAM Communication Assets Mapping

CAS Communication Assets Survey

CERT Community Emergency Response Team

COMC Communications Coordinator

COML Communications Unit Leader

COMT Incident Communications Technician

Console Patching  Ability to connect channels via dispatch consoles

CTCSS Continuous Tone-Coded Squelch System
DHS Department of Homeland Security

EMS Emergency Medical Services

EOC Emergency Operations Center

ESF Emergency Support Function

FEMA Federal Emergency Management Agency
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Definition

ltem/Acronym

FCC Federal Communication Commission

IC Incident Command

ICC Incident Communications Center

ICALL Calling Channel for ITAC

ICP Incident Command Post

ICS Incident Command System

ICTAP Interoperable Communications Technology Assistance Program
ID Identification

INCM Incident Communications Center Manager

Inter-agency

Located or occurring between two or more agencies

Interoperable Ability of a system to use the parts or equipment of another system
IT Information Technology

ITAC Conventional mutual aid channel 800 Mhz

JFO Joint Field Office

MCC Mobile Communicaiton Center

MCU Mobile Communications Unit

MHz Abbreviation for megahertz. 5 MHz = 5,000,000 Hz or 5,000 kHz.
MOA Memorandum of Agreement

MOU Memorandum of Understanding

Mutual Aid Personnel, equipment, or services provided to another jurisdiction
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Item/Acronym Definition

NIMS National Incident Management System

NPSPAC National Public Safety Planning Advisory Committee
NSSE National Special Security Event

POC Point of Contact

RACES Radio Amateur Civil Emergency Service

RADO Radio Operator

RF Radio Frequency

SHARES Shared Resources High Frequency Radio Program
SOP Standard Operating Procedure

Term ususally used with trunked radio systems. A talkgroup is a
Talkgroup predefined list of radios/users assigned a unique ID which allows them
to communicate with each other over the trunked radio system.

THSP Technical Specialist

TICP Tactical Interoperable Communications Plan

Ultra High Frequency — Range of 300 to 3,000 MHz. For public safety

UHF LMR, usually refers to two bands. 380 to 460 MHz (low) and 460 to
512 MHz (high).
USCG United States Coast Guard

Very High Frequency — For public safety LMR, usually refers to VHF
VHF High Band with a range of 136 to 164 MHz. VHF Low Band has a
frequency range below 100 MHz.

Page J-3 of 137



