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Preface

This document establishes a Tactical Interoperable Communications Plan (TICP) for Westchester County,
New York. The TICP is intended to document the interoperable communications resources available
within the County, who controls each resource, and what rules of use or operational procedures exist for
the activation and deactivation of each resource.

Westchester County is part of the Hudson Valley Interoperable Communications Consortium and the
New York City Urban Area Security Initiative (UASI), and participates in the New York City Interagency
Communications Committee (ICC), which prepared the New York City Urban Area Tactical
Interoperable Communications Plan (TICP) for the region.

This project was supported by a grant administered by the New York State Division of Homeland Security
and Emergency Services and the U.S. Department of Homeland Security. Points of view in this document
are those of the author and do not necessarily represent the official position or policies of the New York
State Division of Homeland Security and Emergency Services or the U.S. Department of Homeland
Security.
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1. Westchester County Information

1.1.  Participating Jurisdictions/Agencies/Disciplines

This Tactical Interoperability Communication Plan (TICP) has been created for Westchester County. The
plan is intended for use by first responders and may be used by governmental or non-governmental
organizations and personnel requiring communications or coordination during an incident or planned

event. The jurisdictions, agencies, and disciplines represented in the TICP are listed below:

Served Agency I Dispatch Name

Table 1, Jurisdictions, Agencies, and Disciplines Represented in the TICP

Archville Archville Fire Department 60-Control (914) 231-1905
Archville Mt Pleasant Police Department Yes Mt Pleasant Police (914) 769-1941
Department
Ardsley Ardsley - Secor Volunteer No Ardsley PD (914) 693-1700
Ambulance Corps
Ardsley Ardsley Fire Department. No 60-Control (914) 231-1905
Ardsley Ardsley Police Department Yes Ardsley PD (914) 693-1700
Armonk North Castle Police Department, Yes North Castle Police (914) 273-9500
Town of Department, Town of
Bedford Banksville Independent Fire No 60-Control (914) 231-1905
Company, Inc.
Bedford Bedford Village Fire Department No 60-Control (914) 231-1905
Bedford Hills Bedford Hills Fire Department. No 60-Control (914) 231-1905
Bedford Hills Bedford Police Department Yes Bedford Police (914) 241-3111
Department
Briarcliff Manor Briarcliff Manor Fire Department No Briarcliff Manor (914) 941-2130
Police
Briarcliff Manor Briarcliff Manor Fire No Briarcliff Manor (914) 941-2130
Department/EMS Police
Briarcliff Manor Briarcliff Manor Police Yes Briarcliff Manor (914) 941-2130
Police
Bronxville Bronxville Police Yes Bronxville Police (914) 337-0500
Buchanan Buchanan Fire Department. No 60-Control (914) 231-1905
Chappaqua Chappaqua Fire Department. No 60-Control (914) 231-1905
Chappaqua Chappaqua Volunteer Ambulance ~ No 60-Control (914) 231-1905
Corps, Inc.
Chappaqua New Castle Police Department Yes New Castle Police (914) 238-4422
Department
Croton Falls Croton Falls Fire District No 60-Control (914) 231-1905
Croton Falls North Salem Volunteer No 60-Control (914) 231-1905
Ambulance Corps
Croton-On-Hudson Croton EMS No 60-Control (914) 231-1905
Croton-On-Hudson Croton-on-Hudson Fire No 60-Control (914) 231-1905
Department
Croton-On-Hudson Croton-On-Hudson Police Yes Croton-on-Hudson 914) 271-5177
Police
Dobbs Ferry Dobbs Ferry Fire Department. No 60-Control (914) 231-1905
Dobbs Ferry Dobbs Ferry Police Department Yes Dobbs Ferry Police (914) 693-5500
Department
Dobbs Ferry Dobbs Ferry Volunteer No Dobbs Ferry Police (914) 693-5500
Ambulance Corps. Department
Eastchester Eastchester Fire Department No 60-Control (914) 231-1905
Eastchester Eastchester Police Department Yes Eastchester Police (914) 961-3464

Department
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Served Agency PSAP Dispatch Name

Eastchester
Elmsford
Elmsford
Elmsford
Greenburgh

Harrison
Harrison

Harrison

Harrison
Hartsdale

Hastings-On-Hudson
Hastings-On-Hudson
Hastings-On-Hudson

Hawthorne
Hawthorne

Irvington
Irvington
Irvington
Katanoah

Larchmont
Larchmont

Mamaroneck
Mamaroneck
Mamaroneck
Mamaroneck

Mohegan Lake
Montrose

Montrose
Montrose VA
Mount Kisco
Mount Kisco
Mount Vernon

Mount Vernon

New Rochelle

Eastchester Volunteer Ambulance
Corps.
Elmsford Fire Department

Elmsford Fire Department / EMS

Elmsford Village Police
Department

Greenburgh Police Department,
Town of

Harrison Fire Department
Harrison Police Department

Harrison Volunteer Ambulance
Corps, Inc.

West Harrison Fire Department.
Hartsdale Fire District

Hastings-On-Hudson Fire
Department.
Hastings-On-Hudson Police

Hastings-on-Hudson Vol. Fire
Department Ambulance
Hawthorne Fire District
Hawthorne Fire District
Ambulance

Irvington Police Department

Irvington Volunteer Ambulance
Corps

Irvington Volunteer Fire
Department

Katonah Bedford Hills Volunteer
Ambulance Corps

Larchmont Fire Department
Larchmont Police Department

Mamaroneck Fire Department,
Town of

Mamaroneck Police Department,
Town of

Mamaroneck Police Department,
Village of
Mamaroneck/Larchmont
Volunteer Ambulance Corps
Mohegan Vol Fire Assn.
Cortland Community Volunteer
Ambulance Corps

Montrose Fire Department
Montrose VA Fire Department
Mt. Kisco Fire Department

Mt. Kisco Volunteer Ambulance
Corps

Mount Vernon Fire Department

Mount Vernon Police Department

New Rochelle Fire Department

No

Yes

Yes

60-Control

Elmsford Police
Department
Elmsford Police
Department
Elmsford Police
Department
Greenburgh Police
Department
60-Control
Harrison Police
Department
Harrison Police
Department
60-Control
Hartsdale Fire District
(secondary psap)
60-Control

Hastings-On-Hudson
Police
Hastings-On-Hudson
Police

60-Control
60-Control

Irvington Police
Department
Irvington Police
Department
60-Control

60-Control

60-Control
Larchmont Police
Department
60-Control

Mamaroneck Police
Department (Town)
Mamaroneck Police
Department (Vill)
60-Control

60-Control
60-Control

60-Control
60-Control
60-Control
60-Control

Mount Vernon Fire
Department, City of
Mount Vernon Police
Department
60-Control

(914) 231- 1905
(914) 592-8383
(914) 592-8383
(914) 592-8383
(914) 682-5300

(914) 231-1905
(914) 813-7411

(914) 813-7411

(914) 231-1905
(914) 949-2324

(914) 231-1905
(914) 478-2344
(914) 478-2344

(914) 231-1905
(914) 231-1905

(914) 951-8080
(914) 951-8080
(914) 231-1905
(914) 231-1905

(914) 231-1905
(914) 834-1000

(914) 231-1905
(914) 381-6100
(914) 777-7782
(914) 231-1905

(914) 231-1905
(914) 231-1905

(914) 231-1905
(914) 231-1905
(914) 231-1905
(914) 231-1905
(914) 665-2600
(914) 665-2500

(914) 231-1905
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Served Agency PSAP Dispatch Name

New Rochelle

North White Plains

Ossining
Ossining
Ossining
Peekskill

Peekskill
Peekskill

Pelham
Pelham

Pelham Manor
Pleasantville
Pleasantville

Pleasantville

Port Chester
Port Chester

Port Chester

Pound Ridge
Pound Ridge

Pound Ridge

Purchase
Purchase

Rye

Rye Brook
Scarsdale
Scarsdale
Scarsdale

Scarsdale

Sleepy Hollow
Sleepy Hollow

Sleepy Hollow

Somers
South Salem

South Salem
South Salem

Tarrytown

Tarrytown

New Rochelle Police Department

North White Plains Volunteer Fire
Department
Ossining Fire Department

Ossining Police Department

Ossining Volunteer Ambulance
Corps, Inc

Peekskill Community Volunteer
Ambulance Corps

Peekskill Fire Department
Peekskill Police, City of

Pelham Fire Department
Pelham Police Department

Pelham Manor Fire Department.
Pleasantville Fire Department
Pleasantville Police
Pleasantville Volunteer
Ambulance Corps

Port Chester Fire Department
Port Chester Police Department

Port Chester Rye-Rye Brook Vol.
Ambulance Corp

Pound Ridge Fire Department
Pound Ridge Police Department

Pound Ridge Volunteer
Ambulance Corps
Purchase Fire Department.
SUNY Purchase Police

Rye Police Department

Rye Brook Village Police
Department

Greenville Fire Department
Scarsdale Fire Department
Scarsdale Police Department

Scarsdale Volunteer Ambulance
Corps

Sleepy Hollow Fire Department
Sleepy Hollow Police Department

Sleepy Hollow Volunteer
Ambulance Corps

Somers Fire District

Lewisboro Volunteer Ambulance
Corps.

South Salem Fire Department
Vista Fire Department, Inc.
Tarrytown Fire Department

Tarrytown Police Department

Yes

Yes

New Rochelle Police
Department
60-Control

Ossining Police
Department
Ossining Police
Department
Ossining Police
Department
60-Control

60-Control

City of Peekskill
Police

60-Control

Pelham Police
Department
60-Control
60-Control
Pleasantville Police
Pleasantville Police

60-Control

Port Chester Police
Department

Port Chester Police
Department
60-Control

Pound Ridge Police
Department
60-Control

60-Control

SUNY Purchase
Police

Rye Police
Department

Rye Brook Village
Police Department
60-Control
60-Control

Scarsdale Police
Department
Scarsdale Police
Department
60-Control

Sleepy Hollow Police
Department

Sleepy Hollow Police
Department
60-Control
60-Control

60-Control
60-Control
Tarrytown Police
Department
Tarrytown Police

(914) 654- 2300
(914) 231-1905
(914) 941-5700
(914) 941-5700
(914) 941-5700
(914) 231-1905

(914) 231-1905
(914) 737-8000

(914) 231-1905
(914) 738-2000

(914) 231-1905
(914) 231-1905
(914) 769-1500
(914) 769-1500

(914) 231-1905
(914) 939-6332

(914) 939-6332

(914) 231-1905
(914) 764-4334

(914) 231-1905

(914) 231-1905
(914) 251-6900

(914) 967-8514
(914) 937-1020
(914) 231-1905
(914) 231-1905
(914) 722-1200
(914) 722-1200

(914) 231-1905
(914) 631-0800

(914) 631-0800

(914) 248-5555
(914) 231-1905

(914) 231-1905
(914) 231-1905
(914) 631-5544

(914) 631-5544
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Served Agency PSAP Dispatch Name

Department
Tarrytown Tarrytown Volunteer Ambulance No Tarrytown Police (914) 631-5544
Corps Department
Thornwood Thornwood Fire Department. No 60-Control (914) 231-1905
Tuckahoe Tuckahoe Police Department Yes Tuckahoe Police (914) 961-4800
Department
Valhalla Valhalla Ambulance Corps, Inc. No Mt Pleasant Police (914) 769-1941
Department
Valhalla Valhalla Fire Department No 60-Control (914) 231-1905
White Plains Fairview Fire Department Yes Fairview Fire (914) 949-5600
Department
(secondary psap)
White Plains White Plains EMS (Contractor) No White Plains City (914) 422-6000
Police Department
White Plains White Plains Fire Department No White Plains City (914) 422-6000
Police Department
White Plains White Plains Police Department, Yes White Plains City (914) 422-6000
City of Police Department
Yonkers Yonkers EMS, City of No Empress EMS (914) 965-5040
(Contractor)
Yonkers Yonkers Fire Department, City of ~ No Yonkers Fire (914) 423-7100
Department
Yonkers Yonkers Police Department, City Yes Yonkers Police (914) 377-7777
of Department
Yorktown Yorktown Heights Fire No 60-Control (914) 231-1905
Department.
Yorktown Yorktown Police Department Yes Yorktown Police (914) 962-4141
Department
Yorktown Yorktown Volunteer Ambulance No Yorktown Police (914) 962-4141
Corps, Inc. Department
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1.2. TICP Point of Contact

The primary and alternate points of contact (POC) for copies of, or questions regarding, this Plan are as
follows:

Table 2, Primary and Alternate Points of Contact

Agency Name Westchester County Department of Emergency Services
POC Name Michael Volk

Title Chief, EMS & Communications

Address 4 Dana Road, Valhalla, NY 10595

Office Phone (914) 231-1684

24/7 Phone (914) 231-1905

E-Mail mkv1 @westchestergov.com

Agency Name Westchester County Department of Public Safety
POC Name Robert Pavone

Title Sergeant

Address #1 Saw Mill River Parkway, Hawthorne, NY 10532
Office Phone 914-864-7674

24/7 Phone 914-864-7701

E-Mail rapb @westchestergov.com

Agency Name Westchester County Department of Information Technology
POC Name Adam Epstein

Title Radio Group Program Coordinator

Address 148 Martine Avenue, White Plains, NY 10601
Office Phone (914) 995-6375

24/7 Phone (914) 804 7962

E-Mail asel @westchestergov.com
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2. Governance

2.1. Overview

The Westchester County TICP addresses interoperable communications equipment and planning for the
County. Although each agency, discipline, and jurisdiction participating in this plan is unique in its
interoperable communication needs and capabilities, proximity to one another, population, and shared
incident/event responsibilities allow them to develop a single, consolidated regional TICP.

This TICP was developed under the authority of the Westchester County Interoperability Committee
(WCIC) in August, 2011. 2). The Commissioner of the Westchester County Department of Emergency
services appointed members to the WCIC, designated as an advisory committee to the Department of
Emergency Services. Members include representatives from the following public safety and public
service disciplines:

o Communications

« Emergency Medical Services
« Fire/Rescue

o Information Technology (IT)
o Law Enforcement

2.2. Governing Body
The WCIC is comprised of representatives from the following agencies:

o New York State Police

o Yonkers Fire Department

e Rye Brook Police Department

o Westchester County Department of Public Safety

o Westchester County Department of Information Technology
o Westchester County Department of Emergency Services

Furthermore, the WCIC is assigned the following primary responsibilities:

« Maintain and update the TICP at regular intervals, or as critical updated information is identified

« Disseminate updated plans to all participating agencies

« Establish training requirements in support of the TICP

« Promote interoperable communications capabilities through trained communications personnel

o Initiate Memoranda of Understanding (MOUs), Agreements (MOAs) and Intermunicipal
Agreements (IMAs) for interoperable communications

» Promote regular interoperable equipment/solutions testing, assist agencies with test evaluations
and dissemination of the results

« Re-evaluate regional requirements as technology evolves and circumstances dictate

« Review communications-related Standard Operating Procedures (SOPs) created by the included
agencies, to preclude conflicts or non-compliance with current standards or initiatives
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Table 3, WCIC Point-of-Contact List

L Agency | Name | ___Posiion | __ Phone | ______ Email _____|

Westchester County Dept. Michael Volk Chief (914) 231-1684 mkv1 @westchestergov.com

of Emergency Services Thomas Alessi Radio Systems Manager  (914) 231-1691 tja@westchestergov.com
Westchester County Dept. . )

SIS St Robert Pavone Sergeant (914) 864-7674 rapb @westchestergov.com

Rye Brook Police . . .

Department Gregory Austin Chief (914) 939-8320 gaustin @ryebrook.org

New York State Police Bradley Becker Sergeant (917) 886-3554 bbecker@troopers.state.ny.us
Yonkers Fire Department Gregory Chapeton  Lieutenant (914) 377-7505 gregory.chapeton @yonkers.gov

2.3. Meeting Schedule

The WCIC meets annually for a TICP review, as well when ad-hoc as situations arise. Meetings are called
by the Commissioner of the Department of Emergency Services and/or their designee.

24. TICP Maintenance and Update

The WCIC has the responsibility to review the TICP annually. Requests for modifications or additions to
this document should be submitted to the TICP POC for distribution to the WCIC. Updates to this
document can be recommended by any of the participating agencies; agencies participating in this plan
will be formally notified of any approved modifications or additions to this TICP.

2.5. Agency Responsibilities and Rights
Agencies will retain the following rights and responsibilities:

o Agencies are responsible for considering and, if agreeing to, complying with the guidance
developed by the WCIC in coordination with their respective jurisdictions. Authorized
representatives of agencies participating in this plan have the authority to request the use of
equipment, including systems and mobile assets, in accordance with SOPs.

o Where applicable, agencies will be responsible for consistently maintaining, testing, and
exercising connectivity to interoperable communications.

e Agencies retain the right to decide when and where to participate in interoperable
communications. For example, agencies will retain the right to accept or decline a patch to a
gateway system to provide interoperable communications during an incident.

2.6. Prioritization and Shared Use of Westchester Countywide Interoperable Assets

In response to events or incidents that cross political jurisdictions, there can be competing demands and
priorities for interoperable communications assets. Until an Incident Command structure is established,
the lead agency designee (i.e., communications supervisor/command personnel), in cooperation with
assisting agencies, will have the authority to designate the use of interoperable assets. Once an Incident
Command Structure has been established, Command Staff or Communication Unit Leaders (when
designated) direct the further coordination and delegation of the interoperable communications assets
assigned to the event or incident in question.

Agencies should judiciously activate needed interoperable assets to effectively respond to the event or
incident and to minimize any negative impact on surrounding agencies or jurisdictions. Specifically,
interoperable communications should be attempted with the following order of operations (subject to
variability based on the agencies involved and the nature of the event/incident):

1. Leverage face-to-face communications wherever appropriate:
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— Collocate all Command and General Staff at the incident command post (ICP) to provide the
best direct communications and reduce the demand on interoperability resources.

— Employ local communications assets until such time as those assets become either taxed or
inadequate, based on the nature and/or scope of the incident.

2. If response agencies are users of a shared system, utilize that shared system to establish
interoperable communications.

3. If response agencies operate on disparate systems, utilize shared or mutual aid channels to
establish interoperable communications. If response agencies do not share systems or channels,
utilize a gateway solution to establish interoperable communications.

4. Where interoperable communications cannot otherwise be established between response agencies,
utilize swap or cache radios to establish operable communications for responders.

5. If no other method of interoperability can be established, relay communications through staff
members.

6. When the same resources are requested for two or more incidents, resource assignments should
be based on the priority levels listed below:

— Disasters, large-scale incidents, or extreme emergencies requiring mutual aid or interagency
communications.

— Incidents where imminent danger exists to life or property.

— Incidents requiring the response of multiple agencies.

— Pre-planned events requiring mutual aid or interagency communications.

— Incidents involving a single agency where supplemental communications are needed for
agency use.

— Drills, tests, and exercises.

7. In the event of multiple simultaneous incidents within the same priority level, the resources
should be allocated with the following priorities in mind:

— Incidents with the greatest level of exigency (greater threat to life or property, more
immediate need, etc.) have priority over less urgent incidents.

— Agencies with single/limited interoperable options have priority use of those options over
agencies with multiple interoperable options.

8. When possible, agencies already using an interoperable asset during an event should not be
redirected to another resource.
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3. Interoperability Equipment, Policies, and Procedures

3.1. Overview

Each law enforcement, fire, and EMS agency manages its own radio assets, or in some instances,
subcontracts radio communications to a vendor. Some agencies within the same municipality may share a
radio system and dispatch services (e.g., fire and EMS or law enforcement and fire). The fire and EMS
services in Westchester County use several UHF and VHF (high and low) systems.

The Westchester County Department of Emergency Services (WCDES) utilizes a
number of radio systems for dispatch and response throughout the County.
Through its Emergency Communications Center (ECC or “60 Control”), the
WCDES coordinates fire and EMS and mutual aid for the County Office of
Emergency Management. Console patching capabilities are also maintained by 60-
Control to connect agencies on a number of systems through the dispatch center.

EMS-Hospital communications are currently managed via mobile phones or utilizing the WCDES UHF
trunked system. The Westchester County Office of Emergency Management (WCOEM) operates a single
repeater UHF system and utilizes a multi-channel UHF trunked radio system.

In addition to the radio systems owned and operated by Westchester County, other radio interoperability
assets are available to county public safety and emergency services personnel. Further details about all of
these systems are provided in the following sections.

3.2. Shared Systems and Channels

Shared System(s) refers to a single radio system used to provide service to several public safety or public
service agencies. The table below lists all radio systems shared by more than one public safety or service
agency operating in Westchester County.

Table 4, Westchester County Shared System(s)

Radio System Name Make / Model Sreduersy (i Service Area
Band Agency
Westchester DES UHF Motorola/XTS2500 IT UHF WCDES Countywide
Westchester DES VHF Motorola HT750 VHF WCDES Countywide

Intra-system Shared Channel(s) refers to common frequencies/talk groups established and programmed
into radios to provide interoperable communications among agencies using the same shared radio system.
Channel in this context refers to the name of a common frequency/talk group visually displayed on a
user’s radio.

Table 5, Westchester County’s shared channels

Radio System Name Discipline Service Area
Westchester County VHF . Westchester .
DPS F3 Analo Police County Countywide

& Public Safety
EMS Westchester
UHF .
Westchester County Digital/Analo Fire County Countywide
UCALL/UTAC g £ Police Emergency y
12.5 kHz .
Other Services
Westchester County VHF EMS Westchester Countywide
VCALL/VTAC Digital/Analog Fire County Y




Archived File - May Not Be ADA Compliant

Westchester County TICP

Radio System Name Discipline Owner Service Area
12.5 KHz Police Emergency
Other Services
EMS Westchester
Westchester County Fire County .
Trunked UHF UHF Police Emergency Countywide
Other Services
NYMAC UHF EMS
(managed by NYPD, UHF Fire .
NYMAC 2 for use in Analog 25 kHz Police NYPD Countywide
Westchester County) Other
VHF P25 . Region
NYC Federal IO 25 kHz Police FBI wide

3.2.1. Shared System Access

The following procedures should be used when requesting access, while in or discontinuing use of any
shared radio system in Westchester County:

o Use of a shared system should be coordinated by the primary system dispatch center. The
dispatch center can identify and designate an appropriate channel or talk group to accommodate
communications.

Note: In cases where no dispatcher intervention is required, responders shall notify their dispatch
agency that they are switching to a shared channel. This will assist in maintaining responder
accountability.

o Notify the dispatch agency when the interoperability channel(s)/talk group(s) are no longer being
utilized. The agencies shall be notified to return to their normal operations channels.

For extended or large-scale incidents:

e The Incident Commander or their designee shall contact the dispatch center and request the
communications system(s)/asset(s) required for the incident. A request for the following can be
made if required:

- Communications Unit Leader (COML) — Plans and manages the technical and operational
aspects of the incident.

- Communications Technician (COMT) — Responsible for the technical activities of
Communications Unit.

- Incident Communications Center Manages (INCM) — Manages the operational aspects of
the ICC. Supervises the RADOs

- Radio Operator (RADO) — Staffs the radios at the ICC and is responsible for documenting
all radio and telephone messages.

- Technical Specialist (THSP) — May be a local radio technician, telephone/computer
technician, gateway specialist, radio cache specialist, or GIS specialist. (May not qualify
under NIMS/ICS position.)

10.
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3.2.2. Shared System General Rules of Use
The following are industry-accepted guidelines while using a shared system:

« National Incident Management System (NIMS) — Use an Incident Command System (ICS)
compliant with the NIMS when using any regional interoperability resource.

o Plain Language — All interoperable communications during multi-agency, multi-discipline
incidents will be in plain language. Avoid using radio codes, acronyms, and abbreviations, as they
may cause confusion among agencies. Ensure that all verbal requests for assistance or backup
specify the reason for the request.

o  Unit Identification — Announce your home agency prior to announcing your unit identifier
during interoperable communication situations (e.g., “Empire County Police-Unit 18,” or
“Empire County Fire-Ladder 4”).

3.2.3. Shared System Problem Identification and Resolution

During activation, report shared system problems to the Communications Leader (COML),
Communications Technician (COMT), or their designee assigned to the incident/event. That individual
shall follow established agency procedures to resolve the problem. Following an incident, the below
general problem identification and resolution processes apply to all shared systems:

« Report any problems with the shared system to the appropriate POC for the owning agency listed
in Section 3.2, Error! Reference source not found.. The POC will be responsible for ensuring
ffective resolution to problems that exist with the shared system.

o Report any unresolved problems with that system directly to the Westchester County
Communications Coordinator/COML/designee. The Westchester County Communications
Coordinator/COML/designee ensures effective resolution to the reported shared system problems.

Note: policies and procedures specific to a single, shared system are listed subsequent to that
specific shared system below.

3.3. Westchester County VHF Interoperability

The Westchester County Department of Public Safety (WCDPS) utilizes a VHF simulcast system to
allow for countywide interoperable law enforcement communications, known as F3 (155.550/159.030
MHz — repeated).

The NYS Division of Homeland Security and Emergency Services (DHSES) Office of Interoperability
and Emergency Communications (OIEC) defines the rules for use of the NYLAWI1 Inter-system shared
Channel (formally the New York State Police MRD Frequency, 155.3700 MHz). NYLAWI1 is available
in many patrol units (see Section 3.8 below for additional information on NYLAWT) .

Table 4, VHF Shared Channels (mobile, portable)

WCDPS F3 Tactical 155.55000 192.8 159.03000 103.5
NYLAWI1 Command/Tactical 155.37000 110.9 (Optional) 155.3700 110.9

3.4. Westchester County UHF Interoperability (UCALL/UTAC)

Westchester County maintains a countywide UCALL/UTAC system to support voice interoperability on
the national UHF interoperability channels. The system includes a UCALL 40 half duplex site for

11.
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calling/hailing requests, located in the northern and central parts of the County. The system consists of
nine repeater sites spread throughout the County, capable of UTAC 41, 42 and 43 (Figure 1)

The UCALL 40 channel is monitored 24/7 by the Westchester County Emergency Communications
Center (ECC) [aka: 60-Control]. When a request is received over the UCALL or by phone at 914-231-
1905 requesting the activation of a UHF channel, the ECC shift supervisor will enable the appropriate
repeater, based on the location of the incident and available resource. The system is controlled by the
ECC, and the repeaters remain deactivated unless an activation is requested. When a request is received
and a UTAC channel assigned, an e-mail notification will be made on the Connecticut State Police /O
Listserv (I/O Reflector) by the ECC. When the repeater is deactivated following an incident, an additional
e-mail notification shall be made, releasing the channel and making it available in other areas.

See Section 3.8.4 below for more details on the National Interoperability Channels.

Figure 1, Westchester UHF interoperability tower map

12.
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3.5. Westchester County VHF Interoperability (VCALL/VTAC)

Westchester County maintains a countywide VCALL/VTAC system to support voice interoperability on
the national VHF interoperability channels. The system includes a VCALL 10 half duplex site for
calling/hailing requests, located in the northern and central parts of the County. The system consists of
nine repeater sites spread throughout the County, capable of VTAC 36 & 37 (Figure 2).

The VCALL 10 channel is monitored 24/7 by the Westchester County Department of Public Safety (DPS)
[aka: County Police]. When a request is received over VCALL 10 or by phone (914-864-7890) for the
activation of a VTAC channel, the DPS desk officer will enable the appropriate repeater, based on the
location of the incident and available resource. The system is controlled by DPS, and the repeaters remain
deactivated unless activation is requested. When a request is received and a VTAC channel assigned, an
e-mail notification will be made on the Connecticut State Police I/O Listserv (I/O Reflector) by the ECC.
When the repeater is deactivated after an incident, an additional e-mail notification shall be made,
releasing the channel and making it available in other areas. White Plains Police also operates a
UCALL/UTAC repeater system independent of the system owned by Westchester County.

See Section 3.8.4 below for more details on the National Interoperability Channels.

VTAC 38
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Figure 2, Westchester VHF interoperability tower map
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3.6. Westchester County Trunked UHF System

Westchester County manages a 12-channel countywide UHF SmartZone Type II trunked system for
Fire/EMS/Police HQ/Hospitals, WCOEM, and Specialty Response Teams. All County buses are
equipped with trunked radios utilizing their own talk groups. The system operates on 470 MHz and
consists of nine tower sites throughout Westchester County. All Fire and EMS agencies, police HQs, and
hospital emergency departments have been supplied with radios that operate on the system. The trunk
system is currently being used for primary communication for many Fire and EMS agencies. The
Motorola SmartZone II system requires specialized programming and permission to add additional
subscriber units.

Primary agency talk groups have been assigned; permission is required when altering the talk group
utilization. If an operations or tactical talk group is being requested, contact the ECC at (914) 231-1905 or
via radio to request permission.

Table7, UHF System Talkgroups

Fire EMS

60-CONTROL — Hailing Channel 60-EMS 10 ( EMS Battalion 10)
60-FIRE 10 (Fire Battalion 10) 60-EMS 11 ( EMS Battalion 11)
60-FIRE 11 (Fire Battalion 11) 60-EMS 12 ( EMS Battalion 12)
60-FIRE 12 (Fire Battalion 12) 60-EMS 13 ( EMS Battalion 13)
60-FIRE 13 (Fire Battalion 13) 60-EMS 14 ( EMS Battalion 14)
60-FIRE 14 (Fire Battalion 14) 60-EMS 15 ( EMS Battalion 15)
60-FIRE 15 (Fire Battalion 15) 60-EMS 16 ( EMS Battalion 16)
60-FIRE 16 (Fire Battalion 16) 60-EMS 17 ( EMS Battalion 17)
60-FIRE 17 (Fire Battalion 17) 60-EMS 18 ( EMS Battalion 18)
60-FIRE 18 (Fire Battalion 18) 60-EMS 19 ( EMS Battalion 19)
60-FIRE 19 (Fire Battalion 19)

Scene Operations Incident Tactical

(Monitored by 60-CONTROL) (NOT Monitored by 60-CONTROL)

60 OPS 1 (Operations 1) TAC 1 (Tactical 1)
60 OPS 2 (Operations 2) TAC 2 (Tactical 2)
60 OPS 3 (Operations 3) TAC 3 (Tactical 3)
60 OPS 4 (Operations 4) TAC 4 (Tactical 4)
60 OPS 5 (Operations 5) TAC 5 (Tactical 5)
60 OPS 6 (Operations 6) TAC 6 (Tactical 6)
60 OPS 7 (Operations 7) TAC7 (Tactical 7)
60 OPS 8 (Operations 8) TAC 8 (Tactical 8)
60 OPS 9 (Operations 9) TAC9 (Tactical 9)
60 OPS 10 (Operations 10) TAC 10 (Tactical 10)

14.
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Table 5, UHF System Hospitals and Miscellaneous Services

Hospitals

DOBBS (Dobbs Ferry) WPMC (White Plains Medical Center)
GREENWICH (Greenwich, CT) SOUNDSHORE (New Rochelle Hospital)
HVHC (Hudson Valley Hospital) ST JOHNS (St. John’s Riverside Hospital)
LAWRENCE (Lawrence Hospital) ST JOSEPHS (St. Joseph’s Medical Center)
MT VERNON (Mt. Vernon Hospital) PHELPS (Phelps Hospital Center)

NWHC (Northern Westchester Hospital) WMC (Westchester Medical Center)

WMC (Westchester Medical Center)

3.6.1. NYMAC UHF Interoperability System

Command and Control interoperability in the UHF band is provided by a Regional Wide Area
Interoperability system consisting of six analog wideband voted channels, known as the New York
Metropolitan Advisory Committee (NYMAC) channels. NYMAC is a user group established to oversee
radio channels assigned to the New York Metropolitan Area within the 482-488 MHz frequency range.
The New York City Police Department, Nassau County Police Department, and Suffolk County Police
Department all hold valid FCC station licenses for six radio channels designated as the NYMAC
Interoperability Channels. The frequency pairs licensed for these channels appear in the table below, with
transmit and receive relative to mobile and portable users. The NYMAC system has recently been
extended into Westchester County by the City of New York Police Department (NYPD).

Westchester County has countwide coverage on NYMAC 2. Agencies may utilize the NYMAC-2
channel, also known as the Regional Simulcast Interoperability Channel, with prior permission from the
NYPD. Prior to programming any radio transmitters with the NYMAC channels, written approval
from the NYPD is required.

To request the utilization of NYMAC 2 or any other NYMAC channel, contact the NYPD Platoon
Commander at (347) 250-1300.

Table 6, NYMAC UHF Frequencies (mobile, portable)

Rx (MHz) | CTCSS (PL)Tone (Hz) |  Tx (MHz) PL-Tone (Hz)

NYMAC 1 482.68750 27— 110.9 485.68750 2B - 118.8

| NYMAC 2 482.71250 37— 123.0 485.71250 2B - 118.8 |
NYMAC 3 482.81250 6Z—167.9 485.81250 2B - 118.8
NYMAC 4 482.73750 4Z-136.5 485.73750 2B - 118.8
NYMAC 5 482.78750 5Z-1514 485.78750 2B - 118.8

NYMAC 6 482.83750 7Z—-186.2 485.83750 2B -118.8
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3.6.2. New York City 25 Cities Project — Federal Interoperability System

The Federal Interoperability System is comprised of two separate radio channels, NYC FIO and NYC
FIO2. Both channels are VHF P25 narrowband, each with its own separate voted radio network with sites
providing reliable on-street portable coverage (see coverage map below):

Channel NYC FIO: (Multi-cast voted repeater VHF P25 system)

o  Throughout the five boroughs of New York City (channel NYC FIO), comprised of Manhattan,
Bronx, Queens, Brooklyn, and Staten Island

o Nassau County, Suffolk County (channel NYC FIO-E), and Westchester County in New York
State

e Rockland County, Orange County, Putnam County, Ulster County, and Dutchess County in New
York State

« Western Fairfield County in Connecticut (channel NYC FIO-N)

« Eastern Bergen, Essex, Hudson, Middlesex, Monmouth, eastern Passaic, northern Union, Mercer,
Somerset and northern Burlington counties in New Jersey (channel NYC FIO-S)

The frequency pairings authorized for these channels appear in the table below, with transmit and receive
relative to mobile and portable users. P25-compatible transceivers are required to be operational with the
Fed IO system.

Channel NYC FIO2:
o This voted VHF P25 channel is utilized exclusively in the New York City Metropolitan area.

Table 7, NYC 25 Cities Project Federal Interoperability System Channels

Channel Name Analog / Digital \ Wide / Narrow Rx (MHz) P25 NAC Tx (MHz) P25 NAC
NYC FIO Digital Narrow 167.7875 $653 164.7375 $653
NYC FIO-N Digital Narrow 173.9250 $653 164.7375 $653
NYC FIO-E Digital Narrow 173.1875 $653 164.7375 $653
NYC FIO-S Digital Narrow 173.8625 $653 164.7375 $653
NYC FIO2 Digital Narrow 171.1750 $653 162.2875 $653

(g N %,

Figure 3, New York City 25 Project Coverage Area

16.
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Partner agencies can gain access to the Federal Interoperability System via any one of three user groups:

Group 1 contains ATF, CBP, DEA, DOC, FAMS, ICE, IRS, FBI, FEMA, HHS, JCOEM, NPS, TSA,
USAO-EDNY, USCG, USMS, USPP, USP, and USSS. Group 1 Federal users are equipped with VHF
P25 narrow banded radios. These agencies can connect directly into the Federal Interoperability System
channels, NYC FIO, NYC FIO-N, NYC FIO-E, NYC FIO-S and NYC FIO2. The DEA has direct access
via VHF P25 mobile radios or UHF radios through a DEA console patch.

Group 2 contains USPIS. This group of radio users does not have VHF P25 narrow banded radios or
control stations at their dispatch center. These agencies may request access from the FBI Communications
Center, which has the capability of using wide-band UHF control stations controlled by the FBI
Dispatcher to patch to the agency’s designated channel.

Group 3 contains NYPD, NCPD, ECSO, and CSP and FPS. Typically, users should request a patch by
contacting their agency’s dispatcher, who will then contact the FBI Dispatcher. The contact between
agencies will be accomplished via the agency’s control station that provides access to the 25 Cities
Project Federal Interoperability System channel, NYC FIO, and in turn to NYC FIO-N, NYC FIO-E, or
NYC FIO-S. Before a patch is established, FBI personnel and home system personnel must agree that a
patch should be established between the two systems.

3.6.2.1. Activating Interoperability

Once authorization has been granted by a user’s agency to use the Federal Interoperability System for
interoperability, each agency should follow its internal procedures for activating the interoperability.
procedures for establishing communications as follows:

Group 1

A radio user will switch to the 25 Cities Project Federal Interoperability System channel and
identify himself or herself using the agency name and unit identifier. For example, if an
interoperability connection were made between Unit 123 from the U.S. Secret Service (USSS)
and Unit 234 of the FBI, the USSS unit would need to identify itself as “Secret Service 123 to
FBI234.”

Group 2

« Every involved dispatcher shall verify system-wide availability of the required channel by
checking the activity log.

« Every involved dispatcher shall select and/or pre-designate a channel on his/her home system that
may be patched to one of the 25 Cities Project Federal Interoperability System channels.

« The FBI Dispatcher shall connect the agency’s identified channel to the Federal Interoperability
System channel designated NYC FIO, NYC FIO-N, NYC FIO-E, NYC FIO-S or NYC FIO2,
using the agency’s internal procedures for establishing a patch between agencies. The FBI
Dispatcher shall notify the requesting agency’s dispatcher that the patch has been established.

« Every home system dispatcher shall announce to his or her users that interoperability is activated
and instruct said users to switch to the designated channel.

« Radio users shall switch to their system’s identified channel that is patched to the 25 Cities
Project Federal Interoperability System channel and identify themselves using their agency name
and unit identifier.

o The FBI dispatcher, if requested, shall monitor the interoperability channel to address requests.
Each radio user should predetermine whether the FBI dispatcher or home system dispatcher needs
to monitor the 25 Cities Project Federal Interoperability System channel.
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Group 3

o Every involved dispatcher shall verify system-wide availability of the required channel.

« Every involved dispatcher shall select and/or pre-designate a channel on his/her home system that
may be patched to the 25 Cities Project Federal Interoperability System channels (i.e., NYC FIO,
NYC FIO-N, NYC FIO-E, NYC FIO-S, or NYC FIO2).

o The home system dispatcher (NYPD, NCPD, ECSO, CSP, or FPS) shall connect the agency’s
identified channel to the 25 Cities Project Federal Interoperability System channel resource
located on the dispatch console, using the agency’s internal procedures for establishing a patch
between agencies.

o The home system dispatcher shall notify the FBI dispatcher that the patch has been established.

o The home system dispatcher shall announce to users that interoperability is established and
instruct users to switch to the designated channel.

« Radio users shall switch to their system’s identified channel that is patched to the 25 Cities
Project Federal Interoperability System channel and identify themselves using their agency name
and unit identifier.

o The home system dispatcher and FBI dispatcher shall monitor the interoperability channel, if
directed to by their supervisor, to address requests.

3.6.2.2. Deactivating Interoperability

When the interoperable communications connection or patch is no longer required, agencies should
follow the following deactivation procedures:

Group 1

Radio users shall return to their appropriate home system channel assignments and notify the FBI
dispatcher that they are no longer operating on the 25 Cities Project Federal Interoperability
System channel. This notification may be done via the 25 Cities Project Federal Interoperability
System channel they are using (NYC FIO, NYC FIO-N, NYC FIO-E, NYC FIO-S or NYC
FI102), or via telephone communication to the FBI dispatcher.

Group 2

The requesting agency/user or incident commander shall contact the FBI Dispatcher and their
home system dispatcher so that the patch can be deactivated. This contact should be via the
agency’s home radio system or via telephone.

The FBI dispatcher shall make an announcement on the interoperability channel indicating that
the connection will be deactivated prior to the connection being disabled. The FBI dispatcher
monitoring the 25 Cities Project Federal Interoperability Channel (NYC FIO, NYC FIO-N, NYC
FIO-E, NYC FIO-S or NYC FIO2) shall deactivate the patch.

All personnel shall return to their appropriate home system channel assignment.

Group 3

The requesting agency/user or incident commander shall contact the FBI Dispatcher and their
home system dispatcher (i.e., NYPD, NCPD, ECSO, CSP, or FPS) so that the patch can be
deactivated. This contact may be made via the 25 Cities Project Federal Interoperability Channel,
landline, wireless telephone, in-person, etc.
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The home system dispatcher (i.e., NYPD, NCPD, ECSO, CSP, or FPS) shall make an
announcement on the interoperable channel/talk group indicating that the connection will be
deactivated prior to the connection being disabled.

The home system dispatcher (i.e., NYPD, NCPD, ECSO, CSP, or FPS) monitoring the 25 Cities
Project Federal Interoperability Channel shall deactivate the patch. All personnel shall return to
their appropriate home system channel assignment.

3.6.2.3. New York City 25 Cities Project Federal Interoperability System Shared System
Rules of Use

The following rules of use govern interoperable communications between agencies according to the
Federal Interoperability Shared Systems protocol:

Table 8, New York City 25 Cities Project (Federal) General Rules of Use

Interoperable, Non-Emergency Communications: Second priority will be given to agencies requiring interoperable
communications during “regular” investigations. These agencies may use their agency-specific encryption codes to
conduct their operations. If an emergency situation occurs and the interoperable channel is required for use, a clear
message will be broadcast to all of the units operating on the channel to surrender use of the channel to all of the units
requiring the channel for emergency use. Agencies using the interoperability channel for “regular” communications will be

required to provide a contact telephone number to the FBI Dispatcher.

Agencies shall identify themselves by agency name and radio call sign/designator. For example, if “505”
from the FBI has requested communications with NYPD “Adam 1,” and a patch has been established,
then “FBI 505” will call “NYPD Adam 1” or “Adam 1” on the designated channel. All radio traffic
should be in plain language. The use of 10-Codes and specific agency acronyms is discouraged. During
an “emergency incident,” all radio users are encouraged to work in the clear mode during the initial
response. Depending on the length and complexity of the incident, radio users may use encryption to
protect sensitive communications, either on a part-time or full-time basis.

All agencies are requested to have at least one of the following U.S. Department of Homeland Security-
generated encryption keys loaded into their radio equipment:

INTOP DES ALL 1 — All network users (DES) (Local, State, and Federal)
INTOP DES FED 2 — Justice/Treasury/DHS only (DES)
INTOP AES ALL 3 — All network users (AES) (Local, State, and Federal)
INTOP AES FED 4 — Justice/Treasury/DHS only (AES)

During emergency events with multiple agencies, the designated incident commander may limit the
interoperable channel/talk group to command-level staff. When patching is required, the requesting
agency’s dispatcher should advise the FBI dispatcher when the patch can be deactivated.
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3.6.24. Radio Programming Requirements

The New York City 25 Cities Project Federal Interoperability System channels operate on a set of seven
VHF frequencies authorized by the National Telecommunications and Information Administration, U.S.
Department of Commerce. All users can program the repeater channels into their VHF P25 radios in the
repeater mode and direct or talk around mode. Direct Mode can be used when repeater coverage cannot
be accessed inside some buildings or when operations are limited to a small geographical area. The
frequency pairs are authorized for use in the New York City (NYC) metropolitan area.

Participating federal agencies without VHF narrowband subscriber units must provide their frequency
data to the FBI for configuring the wideband control stations located at the FBI Field Office, or program
their VHF P25 control stations for RF access to the system.

3.6.2.5. Key Management Requirements

Participating federal agencies should work closely with the FBI to establish proper protocols for
communicating in the encrypted mode. Agencies must seek to obtain common and interoperable
encryption keys and methods of distribution to appropriate personnel. Interoperable encryption keys can
be programmed into the NYPD, NCPD, ECSO, CSP, and FPS base station equipment by FBI technical
personnel on a scheduled basis.

3.6.2.6. General Limitations

o Coverage is limited to the footprint of the existing 25 Cities Project Federal Interoperability
System. Participating agencies that plan to use the VHF narrowband channels for interoperability
during any major operations should coordinate with the FBI to validate the coverage
requirements.

« VHF P25 narrowband subscriber units are required to gain direct access to the 25 Cities
Project Federal Interoperability System. Although the VHF federal P25 narrowband channels are
capable of patching UHF wideband legacy equipment via control stations, the 25 Cities Project
Federal Interoperability System channels are intended for providing direct access to those
participating federal agencies with VHF P25 narrowband subscriber units.

« Interoperability with local agencies is limited to clear communications. Although the federal
narrowband channels are capable of providing encrypted communications between participating
federal agencies, the federal channels are not capable of providing encrypted communications
with NYPD subscriber units at this time. The VHF Quantar control station located at the NYPD
Brooklyn PSAC is capable of transmitting and receiving encrypted communications but is
currently configured for clear communications only.

o Transmissions are recorded when the Federal Interoperability System channel (NYC FIO) is
patched to any of the NYPD radio channels.

3.6.2.7. Testing Preparation
Prior to testing, agencies will need to enable connectivity to the 25 Cities Project Federal Interoperability

System.

Group 1

Home system dispatchers shall switch to the 25 Cities Project Federal Interoperability System
channel and monitor communications to participate in the test.
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Group 2

Home system dispatchers shall contact the FBI Dispatcher to request activation of a patch
between their home system and the 25 Cities Project Federal Interoperability System. Home
system dispatchers shall monitor communications to participate in the test.

Group 3

Home system dispatchers shall contact the FBI Dispatcher and notify him/her that they are
preparing to activate a patch to one of the 25 Cities Project Federal Interoperability System
channels. Home system dispatchers shall monitor communications to participate in the test.

3.6.2.7.1. Testing Conduct

To ensure that equipment components are operating properly, each agency should participate in the
following weekly Wednesday 1000 hours Roll Call testing procedure, as long as the channel is not being
used;

1. FBI Technical staff shall send out a weekly e-mail announcing a test of the interoperability
channel.

Beginning at 1000 hours, FBI Dispatch shall initiate roll call by contacting each agency.
Each agency shall respond when called and requested to respond.

FBI Dispatch personnel shall document and maintain a checklist of agency responses.

A

After the roll call list is complete, FBI Dispatch shall listen to determine if any agencies are
attempting to contact the FBI Dispatcher.

6. FBI Dispatch shall make an official announcement, via radio, that the test is complete.
7. All patches shall be deactivated after roll call is complete.

If during the roll call, a problem is identified, dispatch personnel shall agree on who will take corrective
action. If the issue or problem cannot be identified, FBI Dispatch shall contact the appropriate technical
personnel to address the issue or problem.

3.7. Countywide Inter-System Shared Channel(s) Policies and Procedures

Inter-system “shared channels” refers to common frequencies/talk groups established and programmed
into radios to provide interoperable communications among agencies using disparate radio systems.
“Channel,” in this context, refers to the name of a common frequency/talk group visually displayed on a
user’s radio.

The Department of Emergency Service (DES) has implemented a UHF tactical ground operations system
(often referred to as “Fire Ground”) support line-of-site direct communications at the scene of an incident.
To fully utilize the tactical frequencies, departments should consider programming the narrowband UHF
(450-512 MHz) channels into their UHF portable radio transceivers. The following 2 Watt narrowband
(12.5 KHz) simplex frequencies are licensed to Westchester County. Fire and EMS agencies within the
County may utilize these tactical ground frequencies in accordance with this frequency plan. These
ground ops frequencies shall not be programmed to transmit in “high power” mobile units. The radios
shall be programmed in accordance with the following plan:
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Table 9, Countywide UHF Tactical Shared Channel Frequencies

Channel Name CTCSS (PL)-Tone (Hz) Frequency/Band
Ground Ops 1 453.03750 100.0 CTCSS (PL) UHF Narrow 12.5 kHz
Ground Ops 2 458.03750 100.0 CTCSS (PL) UHF Narrow 12.5 kHz
Ground Ops 3 453.88750 100.0 CTCSS (PL) UHF Narrow 12.5 kHz
Ground Ops 4 458.88750 100.0 CTCSS (PL) UHF Narrow 12.5 kHz
Ground Ops 5 453.96250 100.0 CTCSS (PL) UHF Narrow 12.5 kHz
Ground Ops 6 458.96250 100.0 CTCSS (PL) UHF Narrow 12.5 kHz
Ground Ops 7 453.98750 100.0 CTCSS (PL) UHF Narrow 12.5 kHz
Ground Ops 8 458.98750 100.0 CTCSS (PL) UHF Narrow 12.5 kHz

3.7.1. Countywide Inter-system Shared Channel Policies and Procedures

A primary and secondary channel has been assigned to each fire department and EMS agency for tactical
ground operations. These frequencies will be shared by other fire and EMS agencies within the County.
They are only to be used with “low power” (2 Watt) handheld transceivers (H/Ts). All radios should be
programmed with a private line [CTCSS (PL)] of 100.0 Hz on both transmit (Tx) and receive (Rx). If two
or more are operating in the same district, the Incident Commander may order a shift to the secondary
frequency at one of the incident locations. All mutual-aid units responding to the incident may operate on
the primary tactical ground channel assigned to the incident.

If additional channels are required at an incident, the County ECC (60-Control) will assign additional
channels as needed. DES highly recommends that portable UHF transceivers be programmed in the same
manner as the layout. Channels 1-8 on a portable transceiver should match the County’s frequency layout.
This will prevent confusion when in operation at an incident.

The policies and procedures in this section apply to the local, regional, State, and Federal channels shared
across multiple systems. These frequencies are designated for fire and EMS communications at the scene
of an incident. Each jurisdiction has been assigned a primary and secondary channel for fire and EMS
operations. These channels are licensed at 2 watts, and mobile (vehicle) radios shall not transmit on these

channels.
Table 10, Countywide UHF Tactical Shared Channel Assignments
Department Dept. # Firel Fire2 EMS1 EMS2 Avail Avail Avail Avail
Yonkers 252 1 2 3 4 5 6 7 8
Port Chester/Rye Brook 239 1 2 3 4 5 6 7 8
Irvington 220 1 2 3 4 5 6 7 8
Hawthorne 219 1 2 3 4 5 6 7 8
Bedford Hills 203 1 2 3 4 5 6 7 8
Somers 244 1 2 3 4 5 6 7 8
Mohegan Lake 226 1 2 3 4 5 6 7 8
Eastchester 210 2 3 4 5 6 7 8 1
Purchase 259 2 3 4 5 6 7 8 1
Dobbs Ferry 209 2 3 4 5 6 7 8 1
Armonk 202 2 3 4 5 6 7 8 1
Briarcliff Manor 205 2 3 4 5 6 7 8 1
Elmsford 211 2 3 4 5 6 7 8 1
Katonah 221 2 3 4 5 6 7 8 1
Verplanck 249 2 3 4 5 6 7 8 1
Pelham 235 3 4 5 6 7 8 1 2
Ardsley 201 3 4 5 6 7 8 1 2
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Department Dept.# Firel Fire2 EMS1 EMS2 Avail Avail Avail Avail
Sleepy Hollow 231 3 4 5 6 7 8 1 2
Rye City 242 3 4 5 6 7 8 1 2
Ossining 233 3 4 5 6 7 8 1 2
Bedford Village 204 3 4 5 6 7 8 1 2
Croton on Hudson 208 3 4 5 6 7 8 1 2
Pelham Manor 236 4 5 6 7 8 1 2 3
Scarsdale 243 4 5 6 7 8 1 2 3
Pocantico Hills 238 4 5 6 7 8 1 2 3
Harrison 216 4 5 6 7 8 1 2 3
Millwood 225 4 5 6 7 8 1 2 3
Buchanan 255 4 5 6 7 8 1 2 3
South Salem 245 4 5 6 7 8 1 2 3
New Rochelle 230 5 6 7 8 1 2 3 4
Hastings on Hudson 218 5 6 7 8 1 2 3 4
North White Plains 232 5 6 7 8 1 2 3 4
Pleasantville 237 5 6 7 8 1 2 3 4
Banksville 258 5 6 7 8 1 2 3 4
Pound Ridge 240 5 6 7 8 1 2 3 4
Golden's Bridge 214 5 6 7 8 1 2 3 4
Montrose V.A. 257 5 6 7 8 1 2 3 4
White Plains 251 6 7 8 1 2 3 4 5
Hartsdale 217 6 7 8 1 2 3 4 5
Tarrytown 246 6 7 8 1 2 3 4 5
Mamaroneck Town 223 6 7 8 1 2 3 4 5
Chappaqua 206 6 7 8 1 2 3 4 5
Croton Falls 207 6 7 8 1 2 3 4 5
Montrose 227 6 7 8 1 2 3 4 5
Greenville 215 7 8 1 2 3 4 5 6
Mount Vernon 229 7 8 1 2 3 4 5 ()
Larchmont 222 7 8 1 2 3 4 5 ()
Vista 256 7 8 1 2 3 4 5 6
Yorktown 253 7 8 1 2 3 4 5 6
Continental Village 213 7 8 1 2 3 4 5 6
Grasslands Brigade 254 7 8 1 2 3 4 5 6
Archville 263 7 8 1 2 3 4 5 6
Fairview 212 8 1 2 3 4 5 6 7
West Harrison 250 8 1 2 3 4 5 6 7
Mamaroneck Village 224 8 1 2 3 4 5 6 7
Mt Kisco 228 8 1 2 3 4 5 6 7
Thornwood 247 8 1 2 3 4 5 6 7
Peekskill 234 8 1 2 3 4 5 6 7
Valhalla 248 8 1 2 3 4 5 6 7
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3.7.2. Countywide Inter-system Shared Channel Rules of Use

Inter-system shared channels are reserved for situations that require interoperable communications to
coordinate multiple public safety entities and/or activities across two or more separate radio systems. The
following rules of use apply to these channels:

o National Incident Management System — Use an Incident Command System (ICS) compliant
with the National Incident Management System (NIMS) when using any regional interoperability
resource.

« Plain Language — All interoperable communications during multi-agency, multidiscipline
incidents will be in plain language. Avoid using radio codes, acronyms, and abbreviations, as they
may cause confusion among agencies. Ensure that all verbal requests for assistance or backup
specify the reason for the request.

«  Unit Identification — Announce your home agency prior to announcing your unit identifier
during interoperable communication situations (i.e., “Yonkers Police-Unit M8,” or “Hastings
EMS, A-27).

3.7.3. Countywide Inter-system Shared Channel Problem ID and Resolution
[During an incident]

o During activation, report shared channels problems to the Communications Technician (COMT)
or COML/designee assigned to the incident/event, who will follow established agency procedures
to resolve the problem.

[Following an incident] the following general problem ID and resolution processes apply to all shared
channels:

« Report any problems with the inter-system shared channel to the appropriate POC for the owning
agency. The POC will be responsible for ensuring effective resolution to problems that exist with
the inter-system shared channel.

« Report any unresolved problems with that system directly to the Westchester County
Communications Coordinator/COML/designee. The Westchester County Communications
Coordinator/COML/designee ensures effective resolution to the reported inter-system shared
channel problems.

3.8. Statewide Inter-System Shared Channels

Specific Statewide shared interoperable communication channels available within the Westchester County

are listed in this section.
Table 11, Statewide Inter-System Shared Channel(s)

Channel Name ‘ Frequency (MHz) ‘ Primary Use Agencies Supported
Statewide Police I/O Channel 155.370 CTCSS Rx Statewide Law Interoperability channel for use by all local,
NYLAWI 110.9Hz (optional) Enforcement county, state, and federal Law Enforcement

CTCSS Tx: Interoperability agencies

Ch 1. C d
110.9Hz (required) an;I"}IjZC u;)emman

LFIRE4D 45.88 Command and 1-National I/O Channel designated as a Low
CTCSS Rx: 156.7 Tactical Use Band TAC channel
(optional)/ 2-County PSAP to PSAP Mutual Aid
CTCSS Tx: 156.7 coordination.
(required)
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3.8.1. Statewide Inter-system Shared Channel(s) General Rules of Use

Inter-system shared channels are reserved for situations that require interoperable communications to
coordinate multiple public safety entities and/or activities across two or more separate radio systems. The
following rules of use apply to these channels:

o National Incident Management System — Uses an Incident Command System (ICS) compliant
with the National Incident Management System (NIMS) when using any regional interoperability
resource.

« Plain Language — All interoperable communications during multi-agency, multidiscipline
incidents will be in plain language. Avoid using radio codes, acronyms, and abbreviations, as they
may cause confusion among agencies. Ensure that all verbal requests for assistance or backup
specify the reason for the request.

o  Unit Identification — Announce your home agency prior to announcing your unit identifier
during interoperable communication situations (e.g., Westchester County Sheriff Unit M12
“White Plains EMS, A-2”).

3.8.2. Statewide Inter-system Shared Channel Problem ID and Resolution

[During an incident]

o During activation, report shared channel problems to the Communications Supervisor assigned to
the incident/event, who will follow established agency procedures to resolve the problem.

[Following an incident] the following general problem ID and resolution processes apply to all shared
channels:

« Report any problems with the intra-system shared channel to the Communications Supervisor for
the owning agency listed in Appendix A. The owning agency Communications Supervisor will be
responsible for ensuring effective resolution of problems that exist with the intra-system shared
channel.

« Report any unresolved problems with that system directly to the Westchester County
Communications Coordinator/COML/designee, who will ensure effective resolution of problems
that exist with the intra-system shared channel.

3.8.3. Statewide NYLAWI1 (VHF) Inter-system Shared Channel Policies and
Procedures

The NYS Division of Homeland Security and Emergency Services (DHSES) Office of Interoperability
and Emergency Communications (OIEC) defines the rules for use of the NYLAW1 Inter-system shared
Channel.

The FCC has designated specific VHF, UHF, and 800 MHz channels for interoperability (mutual aid).
These channels are intended to be deployed nationwide so they may be used for multi-agency emergency
response in neighboring counties and states. The following tables provide details on these channels:
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NPSTC Name Sh(‘;rzgi;“e (l\ﬁ’;z) CTCSS (PL) Tone (Hz)  Tx (MHz) CTCSS(I({?)‘) Tone
Low Band
LLAWI1 LLAW1 39.4600 | 156.7 45.8600 156.7
LLAWID LLAWI1D 394600 | 156.7 Simplex 156.7
| LFIRE2 (proposed) | LFIRE2 | 39.4800 | 156.7 45.88 156.7
LFIRE2D (proposed) | LFIRE2D 39.4800 | 156.7 Simplex 156.7
LLAW3 LLAW3D 45.8600 | 156.7 39.46 156.7
LLAW3D LLAW3D 45.8600 | 156.7 Simplex 156.7
LFIRE4 (proposed) | LFIRE4 45.8800 | 156.7 39.48 156.7
LFIRE4D LFIRE4 45.8800 | 156.7 Simplex 156.7
High Band
VCALLI10 VCALI10 155.7525 | none* Simplex 156.7
VTACI11 VTACI11 151.1375 | none* Simplex 156.7
VTACI12 VTACI12 154.4525 | none* Simplex 156.7
VTACI3 VTAC13 158.7375 | none* Simplex 156.7
VTAC14 VTAC14 159.4725 | none* Simplex 156.7
VTAC33 VTAC33 159.4725 | CSQ 151.1375 136.5
VTAC34 VTAC34 158.7375 | CSQ 154.4525 136.5
VTAC35 VTAC35 159.4725 | CSQ 158.7375 136.5
VTAC36 VTAC36 151.1375 | CSQ 159.4725 136.5
VTAC37 VTAC37 154.4525 | CSQ 158.7375 136.5
VTAC38 VTAC38 158.7375 | CSQ 159.4725 136.5
VFIRE21 VFIR21 154.2800 | 156.7 Simplex 156.7
VFIRE22 VFIR22 154.2650 | 156.7 Simplex 156.7
VFIRE23 VFIR23 154.2950 | 156.7 Simplex 156.7
VFIRE24 VFIR24 154.2725 | 156.7 Simplex 156.7
VFIRE25 VFIR25 154.2875 | 156.7 Simplex 156.7
VFIRE26 VFIR26 154.3025 | 156.7 Simplex 156.7
VMED28 VMED28 155.3400 | 156.7 Simplex 156.7
VMED29 VMED29 155.3475 | 156.7 Simplex 156.7
VLAW31 VLAW31 155.4750 | 156.7 Simplex 156.7
VLAW32 VLAW32 155.4825 | 156.7 Simplex 156.7

Table 13, UHF National Interoperability Channels

NPSTC Name Sltzrzlll‘;‘)“e (h?:lz) CTCSS (PL) Tone (Hz)  Tx (MHz) CTCSS(I‘{I; f’ Tone
UCALLA40 UCALA40 453.2125 | none* 458.2125 156.7
UCALL40D CAL40D 453.2125 | none* Simplex 156.7
UTAC41 UTAC41 453.4625 | none* 458.4625 156.7
UTAC41D TAC41D 453.4625 | none* Simplex 156.7
UTAC42 UTAC42 453.7125 | none* 458.7125 156.7
UTAC42D TAC42D 453.7125 | none* Simplex 156.7
UTAC43 UTAC43 453.8625 | none* 458.8625 156.7
UTAC43D TAC43D 453.8625 | none* Simplex 156.7
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Table 14, 800 MHz National Interoperability Channels

NPSTC Name Sh(‘;rzgi;“e d\ﬁ’;z) CTCSS (PL) Tone (Hz) Tx MHz)  C1CSS (PL) Tone
8CALL90 CAL90 851.0125 | 156.7 806.0125 156.7
8CALL9OD CAL90D 851.0125 | 156.7 Simplex 156.7
8TACY1 TAC91 851.5125 | 156.7 806.5125 156.7
8TAC91D TAC91D 851.5125 | 156.7 Simplex 156.7
8TAC92 TAC92 852.0125 | 156.7 807.0125 156.7
8TAC92D TAC92D 852.0125 | 156.7 Simplex 156.7
8TAC93 TAC93 852.5125 | 156.7 807.5125 156.7
8TAC93D TAC93D 8525125 | 156.7 Simplex 156.7
8TACY4 TAC94 853.0125 | 156.7 808.0125 156.7
8TAC94D TAC94D 853.0125 | 156.7 Simplex 156.7

Note: Six-character short name to only be used in radios that cannot support the full eight-character name.
If the longer NPSTC recommended name is six characters or fewer, it is also used for the short name;
otherwise, the name is abbreviated. All 800 MHz short names have been approved by NPSTC. Other
short names will be addressed during the ANSI standardization process.'

3.8.4. National Interoperability Channels, Policies, and Procedures

National mutual aid channels provide multiple agencies with a common set of operating frequencies and
parameters for specific uses at an incident location. The VCALL and UCALL calling channels are to be
used as communications channels to contact other first responding agencies or the Westchester County
Emergency Communications Center (60-Control) if within range. The calling channels may also be used
for setting up tactical communications for specific incidents. The VTAC and UTAC tactical channels are
to be used for coordination activity between different agencies in a mutual-aid situation. Incidents
requiring multi-agency participation will be coordinated over these channels by the Incident Command or
COML. Upon reaching the scene of an incident requiring multiple agency coordination, first responders
should attempt to make contact on one of the designated calling channels (if a channel has not been
designated by the WC ECC). It may also be possible to learn what is needed just by listening to radio
traffic on one of these channels.

3.8.5. National Interoperability General Rules of Use

The purpose of these channels is interoperability, not for single agency use at the scene of an incident as
an operations channel. Interoperability means crossing over lines, not only jurisdictional but also
functional. It is permissible to use these channels for noncritical communications when not needed for
interoperability.

A license or authorization is required to transmit on an LMR radio frequency. No license or authorization
is required to program the frequencies into radios. The non-Federal National Interoperability Channels are
covered by a “blanket authorization” from the FCC for mobile operation on these frequencies, but base
stations and control stations require individual licenses.

The Department of Homeland Security Office of Emergency Communications (OEC) publishes the
National Interoperability Field Operations Guide (NIFOG) as a reference guide for public safety radio

1 . ..
APCO/NPSTC ANS 1.104.1-2010 “Standard Channel Nomenclature for the Public Safety Interoperability Channels”
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technicians and communications planners. The waterproof, pocket-sized guide (also available in PDF
format) contains radio regulations, tables of radio channels, and technical reference information. This
guide is ideal for those establishing or repairing emergency communications in a disaster area.

The nationally issued forms from the NIMS-ICS contain valuable information regarding reporting and
documenting incidents. These forms consist of the following:

Table 15, NIMS-ICS Forms

ICS Form #: Form Title: Typically Prepared by:
ICs 201 Incident Briefing Initial Incident Commander
*ICS 202 Incident Objectives Planning Section Chief
*ICS 203 Organization Assignment List Resources Unit Leader
*ICS 204 Assignment List Resources Unit Leader and Operations Section
Chief
*ICS 205 Incident Radio Communications Plan Communications Unit Leader
*ICS 205A Communications List Communications Unit Leader
*ICS 206 Medical Plan Medical Unit Leader (reviewed by Safety Officer)
ICS 207 Incident Organization Chart Resources Unit Leader
(wall-mount size, optional 835" x 14")
*|CS 208 Safety Message/Plan Safety Officer
ICS 209 Incident Status Summary Situation Unit Leader
ICS 210 Resource Status Change Communications Unit Leader
ICS 211 Incident Check-n List Resources Unit/Check-In Recorder
{optional 824" x 14" and 11" x 17")
ICS 213 General Message (3-part form) Any Message Originator
ICS 214 Activity Log (optional 2-sided form) All Sections and Units
ICs 215 Operational Planning Worksheet Operations Section Chief
{optional 824" x 14" and 11" x 17")
ICs 215A Incident Action Plan Safety Analysis Safety Officer
ICS 218 Support Vehicle/Equipment Inventory Ground Support Unit
{optional 834" x 14" and 11" x 17")
ICS 219-1 to ICS Resource Status Card (T-Card) Resources Unit
21948, ICS 219-10 {may be printed on cardstock)
(Cards)
ICS 220 Air Operations Summary Worksheet Operations Section Chief or Air Branch Director
ICs 221 Demobilization Check-Out Demobilization Unit Leader
ICs 225 Incident Personnel Performance Rating | Supervisor at the incident

3.8.6. National Interoperability Channels Problem ID and Resolution
[During an incident]

o During activation, report shared channel problems to the Communications Supervisor assigned to
the incident/event, who will follow established agency procedures to resolve the problem.

[Following an incident], the following general problem ID and resolution processes apply to all shared
channels:

» Report any problems with the intra-system shared channel to the Communications Supervisor for
the owning agency listed in Table 1 . The owning agency Communications Supervisor will be
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responsible for ensuring effective resolution of problems that exist with the intra-system shared
channel.

Report any unresolved problems with that system directly to the Westchester County Communications
Coordinator/COML/designee, who will ensure effective resolution of problems that exist with the intra-
system shared channel.

3.8.7. Channel Operating and Implementation Rules of FCC Region 8 for 800 MHz
Interoperability Channels

Shared use of channels by multiple agencies dictates that the least amount of power and minimum
coverage to achieve spectrum efficiency be the guiding principles. Any agency, or joint agencies,
authorized under Part 90 of the FCC Rules and Regulations to operate five or more 821-824/866-869
MHz channels is required to implement National Mutual Aid (Common) Calling and Tactical Channels in
accordance with the Regional Plan (i.e., Calling Channel, tone remote controlled, repeater/base station
with talk-around receive and a Tactical Channel, four channel frequency selectable tone remote
controlled, repeater/base station with talk-around receive).

To accomplish the proper use of the Common Tactical Channels, the agency must also implement the
Calling Channel, or be joined into a monitoring method of the Calling Channel within its area, for the
express purposes of: (1) responding to non-routine inquiries as defined in paragraph 7, below; or (2)
turning on its Tactical Channel upon the request of a duly-authorized agent of the agency requiring its
use.

It shall be the responsibility of every licensee of a Calling or Tactical Channel to keep its repeater
function disabled at all times other than when assigned for conducting a given mission where wide-area
repeater operation is necessary. The Calling Channel shall be monitored at all times by the licensee and
shall be used only to handle brief, itinerant traffic and requests for use of a Tactical Channel for an
authorized, appropriate mission. The use of talk-around shall be preferred over repeater use where range
limitations permit.

Unless incidental to an approved multi-agency mission, the use of any of the Common Channels, whether
repeated or talk-around, for intra-agency communications, is prohibited. Use of any of the Common
Channels, whether repeated or talk-around, for routine or trivial uses, even if inter-agency, is also
prohibited.

A given mission for Common Channel operation shall be defined as “use for non-routine communications
by agencies requiring interoperability for inter-agency activities only.” Routine is defined as “a normal
established method of message exchanging, i.e., frequent or regular use.”

Where one or more agencies within, or subject to, a given governmental entity below the state level, has
an aggregate total of five or more channels of 821-824/866-869 MHz of spectrum, that entity must bear
the responsibility to implement and maintain the Calling and Tactical Channels within the areas of
operation of those systems.

In order to limit interference on the 800 MHz National Interoperability Channels, the Region 8 RPC has
assigned primary and secondary channels for use in counties within the region, as shown in the table
below:
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Table 16, Primary and Secondary Tactical Channel Assignments

New York Counties ‘ New Jersey Counties

Sy Primary Secondary Sty Primary Secondary TAC

TAC Channel | TAC Channel TAC Channel Channel
Bronx 8TAC93D 8TAC92 Bergen 8TACI91 STAC9%4
Brooklyn 8TAC92D 8TAC93 Essex 8TAC9%4 8TACI1
Dutchess 8TAC93D 8TAC92 Hudson 8TAC93 8TAC92
Manhattan 8TAC94D 8TACI1 Hunterdon 8TAC92 8TAC93
Nassau 8TAC94D 8TACI1 Mercer 8TACI1 8TAC94
Orange 8TAC94D 8TACI1 Middlesex 8TAC92 8TAC93
Putnam 8TACI1 8TACY94 Monmouth 8TAC93 8TAC92
Queens 8TACI1 8TAC94 Morris 8TAC93 8TAC92
Rockland 8TAC93 8TAC92 Passaic 8TAC92 8TAC93
Staten Island 8TAC94 8TACI1 Somerset 8TAC94 8TACI1
Sullivan 8TAC93 8TAC92 Sussex 8TACI1 STAC94
Ulster 8TAC92 8TAC93 Union 8TACI1 8TACY94
Westchester 8TAC92 8TAC93 Warren 8TACY94 8TACI91
Suffolk 8TAC92 8TAC93

3.9. Coast Guard Marine VHF Shared Channels

VHF marine radio allows for direct communication with boats, ships, the U.S. Coast Guard, and other
public safety agencies.

Table 17, U.S. Coast Guard Marine Shared Channels (analog/wideband/simplex)

Channel CTCSS CTCSS
Name ‘ Lt (ilEb) (PL) Tone (Hz) L alees) (PL) Tone (Hz)

Boater Calling - Commercial
and Non-Commercial.
International Distress, Safety,
and Calling. Ships required to
carry radio, USCG, and most
Marine 16 | coast stations maintain a 156.800 NA 156.800 NA
listening watch on this channel.
Also monitored by NYPD,
FDNY, and NJSP

Marine Control - This channel
may be used to talk to ships and
coast stations operated by state
Marine 17 or local governments. Messages 156.850 NA 156.850 NA
must pertain to regulation and
control, boating activities, or
assistance to ships.

Coast Guard Liaison and
Marine Maritime Safety Information.

Marine 9 156.450 NA 156.450 NA

157.100 NA 157.100 NA
22a Broadcasts - Broadcasts are

announced on channel 16.
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3.9.1. VHF Channel [16] MAYDAY
In the event of a MAYDAY situation:

Tune to Channel 16
<+
Distress signal ‘MAYDAY’ spoken three times
+
The words ‘THIS IS,’ spoken once
<+
Name the vessel in distress, spoken three times
<+
Name the call sign or boat registration number, spoken once
<+

Give position of vessel by latitude or longitude or by bearing (true or
magnetic, state which) and distance to a well-known landmark such as
a navigational aid or small island, or in any terms which will assist a

responding station in locating the vessel in distress. Include any
information on vessel movement such as: course, speed, and

destination.
+
Identify:
. Nature of distress (sinking, fire, etc.)
. Type of assistance desired
. Number of persons on board
. Any additional information that will facilitate rescue, i.e. vessel

length, tonnage, medical attention requirement, color hull, cabin,
masks, etc.

+
The word ‘OVER,’ spoken once
+

Stay by the radio if possible. Even after the message has been received, the
Coast Guard can find you more quickly if you can transmit a signal on
which a rescue boat or aircraft can home.

Figure 4, MAYDAY Procedure

3.10. Gateways

Gateways interconnect channels of disparate systems (different frequency bands and radio operating
modes included), allowing first responders using their existing radios and channels to be interconnected
with the channels of other users outside of their agency. Dispatch consoles that are able to create patches
will also be captured as gateways. Gateways are listed in the following table:

Table 18, Westchester County’s Gateway Systems

Day-to-Day or

Gateway Name Owning Agency Incident/Event Make/Model Fixed/Mobile
DES FCl1 WCDES Incident ACU-2000 Mobile
DES ECC WCDES Day-to-Day Event ACU-2000 Fixed
DES SPW I WCDES Event ACU-1000 Mobile
DPS MCP WCDPS Incident AVTEC Scout Mobile
ACU1000/TRP1000 NYSP Incident ACU 1000 Mobile
SyTech RIOS Greenburgh PD Incident SyTech Mobile
ACU 1000 Yonkers FD Incident ACU 1000 Mobile
RIOS — this unit not yet in service Mt Vernon FD Incident/Event SyTech Mobile
AVTEC WCPD Mobile/Incident ACTEC Mobile
DES TZ Bridge WCDES Incident ACU-2000 Fixed
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3.10.1. Gateway Policies and Procedures

3.10.1.1.  General Rules of Use
The following rules of use shall govern interoperable communications between agencies via gateways:

« National Incident Management System — Use an Incident Command System (ICS) compliant
with the National Incident Management System (NIMS) when using any regional interoperability
resource.

« Plain Language — All interoperable communications during multi-agency, multidiscipline
incidents will be in plain language. Avoid using radio codes, acronyms, and abbreviations, as they
may cause confusion among agencies. Ensure that all verbal requests for assistance or backup
specify the reason for the request.

o Unit Identification — Announce your home agency prior to announcing your unit identifier
during interoperable communication situations (e.g., “’Yonkers Police-Unit M8,” or “Hastings
EMS, A-27).

« Encryption — All encrypted radios users must operate in a “clear” mode when a gateway is used,
unless otherwise arranged in advance. Never assume encryption carries across the gateway.

o Monitoring — The Incident Commander, or their designee, will ensure that each activated
interoperability channel is monitored consistently while in use.

« Listserv/Reflector Notification — When an agency activates a gateway on a National
Interoperability Channel, the agency must email a notification to the Connecticut State Police
reflector. The reflector will notify other jurisdictions of the system activation and can more easily
avoid co-channel interference.

3.10.1.2. Gateway Communications Request

The COML and/or Incident Commander must be aware that activating multiple gateways to support an
incident can result in mutual interference. Interference issues are best resolved by the technical support
team assigned to the gateways. The agency requesting the use of a fixed or mobile gateway device for
incident/event communications support should document and provide the following information to the
owning gateway agency’s POC upon request:

o Requesting agency

« On-scene agencies requiring interoperability

o Incident/event type (wild land fire, etc.)

« Equipment required

o Expected duration of event

o Location required/access information

o Incident POC

o User/requestor and/or servicing dispatch contact phone number

« Additional support services requested (gateway operator, generator, etc.)

3.10.1.3. Gateway Deployment Procedures

Upon receiving a request for the deployment of a mobile gateway, the owning agency dispatcher should
follow these deployment procedures:

» Contact the on-call mobile gateway operator/technician responsible for mobile gateway
deployment.
« Dispatch the mobile gateway operator to the incident scene.
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o Inform the requesting agency that the mobile gateway is enroute and provide an estimated time of
arrival (ETA), if available.

The mobile gateway operator should follow these deployment procedures:

« Provide dispatch with an ETA at the incident and method of communication while enroute (e.g.,
designated radio channel, cell number).

« Retrieve the dedicated unit and mobile gateway from its storage location and deliver it to the
incident scene.

« Report to the Incident Commander or Check-in on arrival.

« Once on-scene, establish patches via the mobile gateway in accordance with the Gateway
Activation Procedures listed below.

3.10.1.4. Gateway Activation Procedures

Once the owning agency grants authorization to use its fixed gateway, the region-wide procedures for
establishing communications connectivity are:

« Select a channel or talk group on the home system for use in the gateway patch. Verify the
system-wide availability of required resources (coordinate among control point dispatchers).

« Provide radio call sign/designator information to connected agencies as needed.

o Assign the requested unit/agency to that channel or talk group.

o Connect the agency to the appropriate talk group.

« Announce to users that interoperability is activated.

» Identify users on the interoperability channel using their agency name and unit identifier through
aroll call.

o Monitor the interoperability channel to address requests.

3.10.1.5. Gateway Deactivation Procedures

When the gateway connection(s) is (are) no longer required, agencies should follow these deactivation
procedures:

o Contact the monitoring dispatcher or the mobile gateway operator to request patch/gateway
deactivation.

« Announce over all patched channels/talk groups that connections will be deactivated prior to the
connection being disabled.

« Return all personnel to their appropriate home system channel assignments.

3.10.1.6. Gateway Problem ID and Resolution

[During an incident]

« Report gateway problems to the owning agency dispatcher or mobile gateway operator, who will
follow established agency procedures to resolve the problem.

« Following an incident, the following general problem ID and resolution processes apply to all
regional gateways:

— Report any problems with the gateway to the appropriate POC for that agency listed in Table
19. The POC will be responsible for ensuring effective resolution to problems that exist with
the gateway.
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Report unresolved gateway problems directly to the Westchester County Communications
Coordinator/COML/designee.

3.10.1.7. Gateway Limitations

Interoperability provided through a gateway can connect participating agency responders but has the
following limitations:

o The number of simultaneous patches that can be supported by the gateway will be limited by
switch capacity and the number of lines connecting control centers and consoles. As a result, a
limited number of patches involving resources at different control points can be supported
simultaneously. Likewise, a limited number of patches involving resources that are accessed
through a communications center console may be supported simultaneously. Home system
coverage may limit communications. Gateway users must be within the footprint of their
coverage area.

» Agencies not permanently configured on a given gateway will require additional planning to
establish interoperable communications through that gateway.

3.10.1.8. Gateway Test Procedures

To ensure that equipment components of the gateway operate properly, each agency will participate in the
following testing procedure:

« Representatives from multiple agencies should meet on a regular basis to test each gateway.

o Testing should include deployment (mobile only), setup, operation, and deactivation of each
gateway.

« If anissue or problem is identified during the testing procedure, determine who will take
corrective action. If the issue or problem cannot be resolved, contact the appropriate technical
personnel to address the issue or problem.

3.11. Cached Radio Inventory

Cached radios, also known as “swapped radios,” refers to maintaining a cache of standby radios that can
be deployed to support regional incidents. Cached radios may be from a regional cache or from a
participating agency. These radios allow all responders to use common, compatible equipment during an
incident. Specific caches within the Westchester County are listed in the following table:

Table 19, Westchester County Radio Cache

Radio Cache Name Make/Model Owning/Managing Frequency Band
Westchester DES UHF Motorola/XTS2500 IT WCDES UHF 200
Westchester DES VHF Motorola HT750 WCDES VHF 25
Yonkers Fire UHF Motorola/XTS2500 II Yonkers Fire Department UHF 50

3.11.1. Cache Radio Policies and Procedures

Westchester County radio caches have the following characteristics:

o Portable radios are fully charged and maintained, ready for immediate deployment.
« Deployed equipment includes battery chargers to support extended deployments.

3.11.2. UHF Cached Radios

Westchester County UHF radios are required to have the following channel programming:
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Table 20, Required Channels for Westchester County UHF Cached Radios

Bank 1 DISPLAY UCALL/UTAC Wideband InterOp Channels
1 UCALL UCALL Repeater

2 UCALLD UCALL Direct

3 UTAC1 UTACI Repeater

4 UTACID UTACI Direct

5 UTAC2 UTAC?2 Repeater

6 UTAC2D UTAC?2 Direct

7 UTAC3 UTACS3 Repeater

8 UTAC3D UTACS3 Direct

Bank 2 DISPLAY UCALL/UTAC Narrowband InterOp Channels
1 UCAL40 UCALLAO Repeater

2 CAL40D UCALLA4O0 Direct

3 UTAC41 UTAC41 Repeater

4 TAC41D UTAC41 Direct

5 UTACA42 UTACA42 Repeater

6 TAC42D UTAC42 Direct

7 UTAC43 UTAC43 Repeater

8 TAC43D UTAC43 Direct

Bank 3 DISPLAY NYMAC InterOP Channels

1 NYMACI NY Metro Advisory Committee
2 NYMAC2 NY Metro Advisory Committee
3 NYMAC3 NY Metro Advisory Committee
4 NYMAC4 NY Metro Advisory Committee
5 NYMACS NY Metro Advisory Committee
6 NYMAC6 NY Metro Advisory Committee
Bank A  Displa WC Trunk System Fire Group
1 60- CONTROL 60 Control Hailing Channel

2 60-FIRE-10 Fire Battalion 10

3 60-FIRE-11 Fire Battalion 11

4 60-FIRE-12 Fire Battalion 12

5 60-FIRE-13 Fire Battalion 13

6 60-FIRE-14 Fire Battalion 14

7 60-FIRE-15 Fire Battalion 15

8 60-FIRE-16 Fire Battalion 16

9 60-FIRE-17 Fire Battalion 17

10 60-FIRE-18 Fire Battalion 18

11 60-FIRE-19 Fire Battalion 19

12 60-OPS-1 Operations 1

13 60-OPS-2 Operations 2

14 60-OPS-3 Operations 3

15 60-OPS-4 Operations 4

16 60-OPS-5 Operations 5

17 60-OPS-6 Operations 6

18 60-OPS-7 Operations 7

19 60-OPS-8 Operations 8

20 60-OPS-9 Operations 9

21 60-OPS-10 Operations 10

22 TAC 1 Tactical 1

23 TAC 2 Tactical 2

24 TAC3 Tactical 3
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25 TAC 4 Tactical 4
26 TAC 5 Tactical 5
27 TAC 6 Tactical 6
28 TAC 7 Tactical 7
29 TAC 8 Tactical 8
30 TAC9 Tactical 9
31 TAC 10 Tactical 10

Table 21, Bank A — WC Trunk System Fire Group

Table 22, Bank B — WC Trunk System EMS Group

Bank B Displa WC Trunk System EMS Group
1 60-CONTROL 60 Control Hailing Channel
2 60-EMS-10 EMS Battalion 10

3 60-EMS-11 EMS Battalion 11

4 60-EMS-12 EMS Battalion 12

5 60-EMS-13 EMS Battalion 13

6 60-EMS-14 EMS Battalion 14

7 60-EMS-15 EMS Battalion 15

8 60-EMS-16 EMS Battalion 16

9 60-EMS-17 EMS Battalion 17

10 60-EMS-18 EMS Battalion 18

11 60-EMS-19 EMS Battalion 19

12 60-OPS-1 Operations 1

13 60-OPS-2 Operations 2

14 60-OPS-3 Operations 3

15 60-OPS-4 Operations 4

16 60-OPS-5 Operations 5

17 60-OPS-6 Operations 6

18 60-OPS-7 Operations 7

19 60-OPS-8 Operations 8

20 60-OPS-9 Operations 9

21 60-OPS-10 Operations 10

22 TAC 1 Tactical 1

23 TAC 2 Tactical 2

24 TAC 3 Tactical 3

25 TAC 4 Tactical 4

26 TAC 5 Tactical 5

27 TAC 6 Tactical 6

28 TAC7 Tactical 7

29 TAC 8 Tactical 8

30 TAC9 Tactical 9

31 TAC 10 Tactical 10

32 Dobbs Ferry Dobbs Ferry Hospital ER
33 HudsonVally Hudson Valley Hospital ER
34 Lawrence Lawrence Hospital ER

35 Mt Vernon Mt. Vernon Hospital ER
36 North Westchstr Northern Westchester Hospital ER
37 Phelps Phelps Hospital ER

38 St Johns St John’s Hospital ER

39 St Joseph St Joseph Hospital ER

40 Soundshore Sound Shore Hospital ER
41 West MedCtr Westchester Medical Ctr ER
42 WhitePlains White Plains Hospital ER
43 Greenwich Greenwich Hospital ER
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Table 23, Bank C — WC Conventional Ground

Bank C  Display WC Conventional Ground
1 GND OPS 1 Ground Ops 1 Direct
2 GND OPS 2 Ground Ops 2 Direct
3 GND OPS 3 Ground Ops 3 Direct
4 GND OPS 4 Ground Ops 4 Direct
5 GND OPS 5 Ground Ops 5 Direct
6 GND OPS 6 Ground Ops 6 Direct
7 GND OPS 7 Ground Ops 7 Direct
8 GND OPS 8 Ground Ops 8 Direct
Table 24, Bank D — Narrowband Interoperability
Bank D  Display Narrowband Interoperabilit
1 UCALLA40 UCALLAO Repeater
2 UCALLA40D UCALLAO Direct
3 UTACA41 UTAC41 Repeater
4 UTAC41D UTAC41 Direct
5 UTACA42 UTACA42 Repeater
6 UTAC42D UTAC42 Direct
7 UTAC43 UTAC43 Repeater
8 UTAC43D UTAC43 Direct
9 UTAC EMS UTAC EMS Repeater
10 UTAC EMS-D UTAC EMS Direct
11 UTAC41digi UTAC41 Digital
12 UTAC42digi UTAC42 Digital
13 UTAC43digi UTAC43 Digital
14 UTACEMSdig UTAC EMS Digital
15 UTACEMSdig UTAC EMS Digital
16 UTACEMSdig UTAC EMS Digital
Table 25, Bank E — Medical Channels
Bank E Displa Medical Channels
1 MED-A WC Med Tac A Direct
2 MED-B WC Med Tac B Direct
3 MED-C WC Med Tac C Direct
4 MED-D WC Med Tac D Direct
5 MED-1 MED 1 Repeater
6 MED-1D MED 1 Direct
7 MED-2 MED 2 Repeater
8 MED-2D MED 2 Direct
9 MED-3 MED 3 Repeater
10 MED-3D MED 3 Direct
11 MED-4 MED 4 Repeater
12 MED-4D MED 4 Direct
13 MED-5 MED 5 Repeater
14 MED-5D MED 5 Direct
15 MED-6 MED 6 Repeater
16 MED-6D MED 6 Direct
17 MED-7 MED 7 Repeater
18 MED-7D MED 7 Direct
19 MED-8 MED 8 Repeater
20 MED-8D MED 8 Direct
21 MED-9 MED 9 Repeater
22 MED-9D MED 9 Direct
23 MED-10 MED 10 Repeater
24 MED-10D MED 10 Direct
25 MED-12D MED 1 Direct
26 MED-22D MED 2 Direct
27 MED-32D MED 3 Direct
28 MED-42D MED 4 Direct
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29 MED-52D MED 5 Direct
30 MED-62D MED 6 Direct
31 MED-72D MED 7 Direct
32 MED-82D MED 8 Direct
33 MED-92D MED 9 Direct
34 MED-102D MED 10 Direct

3.11.3. VHF Cached Radios

Westchester County VHF radio caches are required to have the following channel programming:
Table 26, Required Channels for Westchester County VHF cache radio(s)

Channel Name Rx (MHz) Rx CTCSS (PL) Tx (MHz)
1 EMS 340 155.340 91.5 Tx 155.340
2 EMS 280 155.280 91.5 155.280
3 EMS 400 155.400 91.5 Tx 155.400
4 EMS 220 155.220 91.5 Tx 155.220
5 WCPD F.1 155.310 192.8 Hz 158.970
6 WCPD F.2 155.310 192.8 Hz 155.310
7 WCPD F.3 155.550 192.8 Hz 159.030
8 WCPD F 4 155.550 103.5 155.550
9 VTAC 11 151.1375 156.7 Tx 151.1375
10 VTAC 12 154.4525 156.7 Tx 154.4525
11 VTAC 13 158.7375 156.7 Tx 158.7375
12 VTAC 14 159.4725 156.7 Tx 159.4725
13 VFIRE 22 154.2650 156.7 Tx 154.2650
14 VFIRE 23 154.2950 156.7 Tx 154.2950
15 VMED 28 155.340 156.7 Tx 155.340
16 Marine 16 156.800 CSQ 156.800

3.11.4. Region-wide Cached Radio Rules of Use
The following are general rules of use and apply to all Westchester County radio caches:

« National Incident Management System — Use an Incident Command System (ICS) compliant
with the National Incident Management System (NIMS) when using any regional interoperability
resource.

« Plain Language — All interoperable communications during multi-agency, multidiscipline
incidents will be in plain language. Avoid using radio codes, acronyms, and abbreviations, as they
may cause confusion among agencies. Ensure that all verbal requests for assistance or backup
specify the reason for the request.

o  Unit Identification — Announce your home agency prior to announcing your unit identifier
during interoperable communication situations (e.g., “Yonkers Police-Unit M8,” or “Hastings
EMS, A-2”).

+ Equipment Return — The requesting agency is responsible for the return of any cache
radios/equipment in the condition that they were received; OR responsibilities for lost or
damaged equipment lie with the appropriate agency as dictated by an existing Memoranda of
Agreement (MOAS).

3.11.5. Cached Radio Request

The Incident Commander, or his/her designee, determines when a situation exists that requires the use of
a regional radio cache and notifies the appropriate dispatch center. The dispatch center will follow
internal agency procedures to contact the COML or Radio Cache Agency POC and relay pertinent
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information regarding the event. The requesting agency documents and provides the following
information to the Radio Cache Agency POC, on request:

« Requesting agency

« On-scene agencies requiring interoperability

« Incident/event type of event (wild land fire, etc.)

« Equipment requirements

« Expected duration of event

o Location required/access information

o Incident POC

« User/requestor and/or servicing dispatch contact phone number
« Additional support services requested (technician, chargers, etc.)

The Radio Cache Agency determines what radio caches are available for use, identifies a specific cache,
activates that cache, and coordinates the cache deployment with the requesting agency Incident
Commander or his/her designee.

3.11.6. Cached Equipment Activation

Upon receiving a request for the deployment of a radio cache, the owning agency dispatcher should
follow these deployment procedures:

« Contact the on-call technician responsible for radio cache deployment.

« Dispatch the radio cache technician (or an approved designee) to the incident scene.

« Inform the requesting agency that the radio cache is enroute and provide an estimated time of
arrival (ETA), if available.

The radio cache technician (or designee) should follow these deployment procedures:

o Provide dispatch with an ETA at the incident.

« Retrieve the radio cache from its storage location and deliver it to the incident scene.

e Report to the Incident Commander or Check-in on arrival.

« Once on-scene, sign the cache over to the requesting agency for incident use or, if assigned to
remain on scene, coordinate radio cache deployment procedures with the Communications Unit.

« Each radio in the radio cache will have a unique identification number for inventory tracking. Ask
the receiving agency to sign a property transfer form if the agency takes responsibility for
managing the radio cache on scene.

The requesting Incident Commander (or designee) is responsible for:

o Supporting radio deployments on-scene

« Maintaining a record of each user and agency to whom a radio and associated accessories have
been distributed

o Documenting the identification number of each radio deployed

o Documenting the channel(s) in use

« Each user and/or agency that receives a radio from the radio cache will be responsible for
returning that radio and all associated accessories to the cache at the end of the incident.

3.11.7. Cached Equipment Deactivation

[During an incident]
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« Report radio cache problems to the radio technician or his/her designee, who will follow
established agency procedures to resolve the problem.

« Following an incident, the following general problem ID and resolution processes apply to all
regional radio caches:

— Report any problems with the radio cache to the appropriate POC for the owning agency
listed in Table 1. The POC will be responsible for ensuring effective resolution to problems
that exist with the radio cache.

— Report unresolved radio cache problems directly to the Westchester County Communications
Coordinator/COML/designee.

3.12. Mobile Communications Unit(s)

A Mobile Communications Unit (MCU) — also known as a Mobile Communications Center, Mobile
Emergency Operations Center, or Mobile Command Center — refers to any vehicular asset that can be
deployed to provide or supplement communication capabilities in an incident area. Examples of the types
of communications devices an MCU can house are:

o Subscriber and base station radios of various frequency bands
o Gateway devices

o Satellite phones

o  Wireless computer networks

« Video broadcasting/receiving equipment

These communications devices are permanently stored in the MCU when not used. The MCU should also
be able to temporarily provide the electrical power required to operate the communications devices.
Table 27, Westchester County Mobile Communications Unit(s)

Owning Agency Unit ID / Designator FEMA Type Deployment Area Contact
Empress EMS (Yonkers) MCU 1 I Countywide (914) 864-7701
Greenburgh Police GPD 132 111 Town wide (914) 682-5300
Harrison Police Field HQ I Regional (914) 813-7411
Mamaroneck Village Police 319 v Village wide (914) 777-7782
Mount Vernon Police PD- 5500 II City wide (914) 654-2500
New Rochelle Police Mobile Precinct 1701 11 City wide (914) 654-2300
New York State Police H912 I Statewide (Scotia, NY) (518) 457-6811
North Castle Police ES-5 v County wide (914) 238-4422
Westchester County DES Field Comm. 1 Other Regional (914) 231-1905
Westchester County DES Site on Wheels (SOW I) Other Regional (914) 231-1905
Westchester County DES Site on Wheels (SOW II)  Other Regional (914) 231-1905
Westchester County Police WCPD MCP II Countywide plus (914) 864-7701
Yonkers Yonkers Fire MCP I Regional (914) 377-7522

3.12.1. MCU Policies and Procedures

An MCU can be requested to support a large-scale or long-term operation. The primary function of an
MCU is to support voice and data communications at an event. The MCU should be requested as part of a
mutual aid response by contacting the County or the primary MCU asset agency. The MCU can be
requested by an Incident Commander (IC) or by their representative. MCU technology varies and should
be requested based on specific needs. Each MCU is minimally equipped with a mobile gateway to
connect disparate radio system users. MCU staffing is agency-specific.
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3.12.1.1. MCU General Rules of Use

An agency Incident Commander or their representative can request an MCU. The agency operating the
MCU should be provided the resource, if available, along with the appropriate staffing based on the
primary mission request.

3.12.2. MCU Interoperable Communication Request

The Incident Commander or their representative determines when a situation requires the use of an MCU
and notifies the appropriate dispatch center. The dispatch center will follow internal agency procedures to
contact the COML or MCU POC and relay pertinent information regarding the event. The requesting
agency documents and provides the following information to the MCU POC, upon request:

» Requesting agency

» Agencies requiring interoperability

o Incident/event type (wild land fire, etc.)

o Expected duration of event

o Location required/access information

e Incident POC

« User/requestor and/or servicing dispatch contact phone number
« Additional support services requested

The MCU agency determines if the MCU is available for use and coordinates the deployment with the
requesting agency Incident Commander or their designee.

3.12.2.1. MCU Activation Method

Contact the County DES or DPS to request the most appropriate resource.

3.12.2.2. MCU Deactivation Method

The COML will plan for the deactivation of the MCU and will ensure that the assigned equipment is if
accounted for and all the proper paperwork is filed for equipment reimbursement or repair.

3.12.3. MCU Problem ID and Resolution

An after-action report should be completed at the end of the event to address best practices or to adjust the
policies or guidelines for future deployments or requests.

3.12.4. Regional Emergency Resource Staffing

The Emergency Resource Directory establishes a list of personnel who will respond to fill the
Communication Unit positions. Identified personnel must train and exercise to a regional response level.

Table 28, Regional Emergency Resource Personnel

Specialists Available

Michael Volk, Chief — EMS & Communications

Westchester County Department of 7-COML 4 Dana Road, Valhalla, NY 10595
. 1 - COMT
Emergency Services 25_ RADO Office: (914) 231-1684

24/7: (914) 231-1905

Christopher T. McNerney, Chief of Police
Greenburgh Police Department 3-COML 188 Tarrytown Road

White Plains, NY 10607
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24/7: (914) 989-1700

James Bradley, Chief of Police
77 S Lexington Ave

White Plains Police Department 1 - COML White Plains, New York 10601
24/7: (914) 422-6111
Russell Beckley, Mount Pleasant Police Department
. 1 Town Hall Plaza
Mt. Pleasant Police Department 2 - COML Valhalla, NY 10595
24/7: (914) 769-1941
Greg Chapeton, Lieutenant
Yonkers Fire Department/Y onkers 2-COML Egnkziﬁggzgr;§§£2}5¥$a; (?7[())611“211210118 el
Office of Emergency Management 1-COMT pp ; ’

Office: (914) 377-7522
24/7: (914) 423-7100

Job descriptions and qualified personnel for each Communications Unit position are outlined below:

o Communications Coordinator (COMC) — The COML will work with the COMC to coordinate
communications with other dispatch centers and the incident communication plan. Locally, the
jurisdictional dispatch center supervisor or dispatcher will act as the Communications
Coordinator. Coordinators may also be located at the region/County, State, and Federal level.

o Communications Unit Leader (COML) — Manages the technical and operational aspects of the
Communications Function during an incident or event. Develops National Incident Management
System NIMS/Incident Command System (ICS) Form 205 Incident Radio Communications Plan
and supervises the communication unit.

o Technical Specialist (THSP) — Allows for the incorporation of personnel who may not be
formally certified in any specific NIMS/ICS position. THSP may include Local Agency Radio
Technicians (as opposed to the COMT), Telephone Specialists, Gateway Specialists, Data/IT
Specialists, and/or Cache Radio Specialists.

o Incident Communications Technician (COMT) — Deploys advanced equipment and keeps it
operational throughout the incident/event.

« Incident Communications Center Manager (INCM) — Supervises the operational aspects of
the Incident Communications Center (ICC) (Mobile Unit and/or Fixed Facility). During an
incident, the ICC is designed to absorb incident traffic in order to separate that traffic from the
day-to-day activities of the dispatch center. The ICC is typically located at the Incident Command
Post (ICP) in a fixed site, tent, trailer, or mobile communications unit.

» Radio Operator (RADO) — Staffs a radio at the ICC and is responsible for documenting
incoming radio and telephone messages. Incident Dispatchers or Tactical Dispatchers are used as
RADO.
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4. Communication Assets and Mapping (CASM)

The Communication Assets Survey and Mapping tool provides the ability for representatives of public
safety agencies within an urban area or State to collect, store, and visualize relevant data about agencies,
communication assets, and how agencies use those assets. The primary goals of CASM are to:

« Provide a single repository for information about land mobile radio systems, other
interoperability methods, and how they are used by public safety agencies within a state or urban
area

« Provide a method to display the data

« Provide tools to analyze the data and visualize interoperability gaps in accordance with the
Interoperability Continuum framework

The CASM tool is composed of two components: (1) the Communication Assets Survey (CAS); and (2)
The Communication Assets Mapping (CAM) tool. The CAS component provides a means to enter, edit,
and delete information about agencies, communication assets (such as radio systems, dispatch centers,
mutual aid channels/systems, gateways and radio caches), and agency usage of those assets. The CAM
component provides a means to display this information in a map-based interface and provides analysis
tools for displaying agency-to-agency interoperability, including interoperability gaps, in various ways.

CASM is web-based and requires the user to have an active Internet connection in order to access both the
CAS and CAM components. CAS is a website that may be accessed via any Internet browser, such as
Internet Explorer, Netscape Navigator, or Mozilla Firefox. CAM is a client application that must be
downloaded, installed, and executed on the user’s computer. A user must have Internet access in order to
operate CAM. Authorization to view data for a particular urban area or State is controlled by the
Westchester County Administrative Manager (AM); each user must have a user name and password in
order to login. The CASM AM POC is listed below:

Table 29, CASM AM POC Information

Name Phone Email Access, Permission
Michael K. Volk (914) 231-1684 mkv1 @westchestergov.com Assigns rights
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